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Hypervisors fall into two main categories simply called Type 1 and Type 2 hypervisors. The following research shall be aimed at providing a broad overview whilst comparing and highlighting the use cases and considered best application.
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A hypervisor is a layer of abstraction between the hardware and the software.
This layer of abstraction allows for one or more virtual environments containing virtual machines (VM’s) that can be utilised functionality as a wide variety of network devices / nodes [1][2][5][6]. It is well researched and proven that the decision between a Type 1 or a Type 2 hypervisor is based upon some critical requirements [5][11]: -

I)	Architecture
II) 	Hardware Requirements
III)	Scalability
IV)	Security
V)	Compatibility

[bookmark: __RefHeading___Toc2719_625253516]Type 1 Hypervisors
Referred to as Bare-Metal Hypervisors, are operating systems that are dedicated to providing the abstraction between the hardware and the virtual environment / hosting. Bare-Metal Hypervisors are the first software layer and communicate directly with the hardware [1][4]. For this reason alone Type 1 hypervisors perform better than their Type 2 counter part. The performance gains are not surprising considering working directly with the hardware allows for more efficient resource management and allocation, this in turn allows for increased scalability [4][5]. Security is a large topic when it comes to hypervisors due to the inability to directly manage the data from outside the VM’s themselves via the hypervisor, this lack of visibility means that the VM itself will need security to be managed in each instance [1] [2]. However, the Type 1 operating system (OS) has far less functionality than a server or desktop OS meaning there is less to target and therefore less to protect against [3]. Some would consider this to mean higher security, others would just say that the attack surface is smaller [2].
Depending on the setup required, the Type 1 hypervisor is more complex as it allows for more control over the virtual environment. Only certain hardware is compatible with Type 1 hypervisors, which could be considered a complexity [10], however it could also be considered in terms of procurement, where the software would cost more and the compatible hardware would also cost more leading to greater overall setup and maintenance costs [7].
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Figure 1
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These hypervisors run as applications on top of the server or desktop operating system, and are such known as hosted hypervisors. As these hypervisors are generally cheaper to buy and in some cases free for certain functionality they often come with fairly automated setups which will suit most uses and users. The virtual environment sits upon the host operating system which means it shares processor time with applications on the OS like any other application, for this reason Type 2 hypervisors are not as efficient as Type 1 [5]. The hypervisor will also have to contend with the OS for resources which further increases the overhead [6][7].
 On the plus side the application based hypervisor has more compatibility as it is relying on the host to processes to manage the VM and not hardware virtualisation support. This also allows the host OS and the VM’s to be able to interact with each other more than Type 1 as there can be an interface through the OS to the hypervisor application. As ever with each benefit has caveats, and this interface with the VM’s coupled with the fact that the hypervisor is running on a server or desktop machine means that the host OS is as susceptible to attacks as the VM’s, this exposes the VM’s further as a roll on effect. [1] [3]
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Figure 2
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Data Center's and Enterprise Environments: Type 1 hypervisors like VMware vSphere/ESXi, Microsoft Hyper-V, and Red Hat Virtualisation are commonly used in data centers and enterprise environments for server virtualisation. They provide high performance, scalability, and security for hosting multiple virtual machines (VMs) on physical servers [7][11].
High-Performance Computing (HPC): In HPC environments, Type 1 hypervisors are used to create virtualized clusters of high-performance computing nodes. This allows for better resource utilization and easier management of HPC infrastructure [8][12].
Cloud Computing: Many cloud service providers use Type 1 hypervisors to offer Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) solutions. These hypervisors enable the creation of virtualized instances that can be provisioned and scaled on-demand [8][11].
Virtual Desktop Infrastructure (VDI): Type 1 hypervisors are also used in VDI environments to host virtual desktops, providing users with remote access to their desktop environments from any device [5][10].
Network hypervisors: Typically Type 1 due to performance and resource, also known as network function virtualisation (NFV) hypervisors, are used to virtualise network functions and services. They are commonly used in telecommunications and networking environments to provide flexibility, scalability, and reduce costs [5]. These hypervisors are used to run Virtualized Network Functions (VNFs), such as firewalls, load balancers, and routers, as virtual instances on standard hardware. This allows for more efficient resource utilization and management of network services[6][7].
Network hypervisors enable the creation of service chains, where multiple VNFs are connected in a specific order to provide end-to-end network services. This is useful for implementing complex network architectures like dynamic cloud solutions. Isolation between different tenants or customers, allowing for secure and efficient sharing of network resources.
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Education: Type 2 hypervisors are often used as education tools to teach students about virtualisation and operating systems. They provide a secure and isolated environment for students to experiment with different operating systems and software configurations.
Development and Testing: Hypervisors are often used in development for testing new systems in a controlled and isolated environment on different operating systems without affecting the primary development environment.
Desktop Virtualisation / Personal Use: Type 2 hypervisors are also popular among people who want to experiment with virtualisation. They can be used to set up home labs for learning, testing, and running various applications.
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After compiling a list of Type 1 hypervisors provided by hosting companies, consultancy websites, and research papers the most common Bare-Metal hypervisors were found to be: -

1.	VMware vSphere / ESXi
2.	Microsoft Hyper-V
3.	Red Hat Virtualisation – open source counter part KVM
4.	Citrix Hypervisor – open source counter part Xen
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Pros [6][8][10]:
High performance and scalability: VMware is known for its high-performance hypervisors that can handle large-scale virtualisation.
Extensive management features and tools: vSphere comes with a range of management tools for monitoring, provisioning, and managing virtual machines.
Wide compatibility with hardware and software: VMware has a broad ecosystem of hardware and software partners, making it compatible with a wide range of systems.
Cons [6][8][10]:
Costly licensing for advanced features: While there is a free version of ESXi, advanced features require a paid license, which can be expensive.
Steeper learning curve for setup and management: VMware's extensive feature set can make it complex to set up and manage, especially for beginners.
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Pros[8][11]:
Integration with Windows ecosystem: Hyper-V is tightly integrated with Windows Server and other Microsoft products, making it easy to manage and use in a Windows environment.
Good performance and scalability: Hyper-V offers good performance and scalability, especially when used with Windows Server.
Included with Windows Server (Pro and up): Hyper-V is included with certain editions of Windows Server, making it a cost-effective option for Windows users.
Cons[8][11]:
Limited compatibility with non-Windows systems: While Hyper-V can run Linux and other non-Windows operating systems, it is primarily designed for Windows environments.
Requires Windows Server as the host OS: Hyper-V requires Windows Server as the host operating system, which can limit its use in non-Windows environments.
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Pros[11][12][13][14]:
Enterprise-grade features: Red Hat Virtualisation offers a range of enterprise-grade features, making it suitable for large-scale virtualisation.
Good performance and scalability: Red Hat Virtualisation offers good performance and scalability, especially when used with Red Hat Enterprise Linux.
Integration with Red Hat ecosystem: Red Hat Virtualisation integrates with other Red Hat products and services, making it easy to use in a Red Hat environment.
Cons[11][12][13][14]:
Requires Red Hat Enterprise Linux as the host OS: Red Hat Virtualisation requires Red Hat Enterprise Linux as the host operating system, which can limit its use in non-Red Hat environments.
Limited compatibility with non-Red Hat systems: Red Hat Virtualisation is primarily designed for Red Hat environments, which can limit its compatibility with other systems.
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Pros[8][9]:
Enterprise-grade features: Citrix Hypervisor offers a range of enterprise-grade features, making it suitable for large-scale virtualisation.
Good performance and scalability: Citrix Hypervisor offers good performance and scalability, especially when used with Linux.
Supports multiple operating systems: Citrix Hypervisor can run multiple operating systems simultaneously, making it versatile and flexible.
Cons[8][9][10]:
Requires Linux as the host OS: Citrix Hypervisor requires Linux as the host operating system, which can limit its use in non-Linux environments.
May have a steeper learning curve for beginners: Citrix Hypervisor's advanced features and configuration options can make it complex to set up and manage, especially for beginners.
Requires Linux as the host OS: Xen requires Linux as the host operating system, which can limit its use in non-Linux environments.
May have a steeper learning curve for beginners: Xen's advanced features and configuration options can make it complex to set up and manage, especially for beginners.
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Similarly, a list of Type 2 hypervisors was compiled based upon search results from the internet and research papers. The most frequently mentioned hypervisors were: -

1.	Parallels Desktop for MAC
2.	Oracle VirtualBox
3.	VMware Workstation
4.	Hyper-V Client
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Pros:
Good performance and scalability: Parallels Desktop for Mac offers good performance and scalability, especially when used with macOS.
Integration with macOS: Parallels Desktop for Mac is tightly integrated with macOS, making it easy to use in a macOS environment.
Extensive features for developers and testers: Parallels Desktop for Mac comes with a range of features for developers and testers, making it ideal for testing and development environments.
Cons:
Costly licensing for advanced features: While there is a free version of Parallels Desktop for Mac, advanced features require a paid license, which can be expensive.
Limited compatibility with non-macOS systems: Parallels Desktop for Mac is primarily designed for macOS environments, which can limit its compatibility with other systems.
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Pros[11][12][13][14][15]:
Open-source and free: Oracle VirtualBox is an open-source hypervisor, which means it is free to use and modify.
Good performance and scalability: Oracle VirtualBox offers good performance and scalability, especially when used with Windows or Linux.
Supports multiple operating systems: Oracle VirtualBox can run multiple operating systems simultaneously, making it versatile and flexible.
Cons[11][12][13][14][15]:
May have a steeper learning curve for beginners: Oracle VirtualBox's advanced features and configuration options can make it complex to set up and manage, especially for beginners.
Limited enterprise-grade features: Oracle VirtualBox is primarily designed for desktop virtualisation, which can limit its enterprise-grade features.
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Pros [6][11][12][13][14][15]:
Good performance and scalability: VMware Workstation offers good performance and scalability, especially when used with Windows or Linux.
Extensive features for developers and testers: VMware Workstation comes with a range of features for developers and testers, making it ideal for testing and development environments.
Integration with VMware ecosystem: VMware Workstation integrates with other VMware products and services, making it easy to use in a VMware environment.
Cons[6][11][12][13][14][15]:
Requires Windows or Linux as the host OS: VMware Workstation requires either Windows or Linux as the host operating system, which can limit its use in non-Windows or non-Linux environments.
Costly licensing for advanced features: While there is a free version of VMware Workstation, advanced features require a paid license, which can be expensive.
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Pros[11][12][13][14][15]:
Integration with Windows Ecosystem: Hyper-V Client is integrated with the Windows operating system, making it easy to use and manage in a Windows environment.
Good Performance and Scalability: Hyper-V Client offers good performance and scalability, especially when used with Windows.
Included with Windows 10 Pro: Hyper-V Client is included with Windows 10 Pro, making it a cost-effective option for Windows users.
Support for Windows and Linux VMs: Hyper-V Client can run both Windows and Linux virtual machines, making it versatile and flexible.
Cons[11][12][13][14][15]:
Limited Compatibility with Non-Windows Systems: Hyper-V Client is primarily designed for Windows environments, which can limit its compatibility with other systems.
Requires Windows 10 Pro as the Host OS: Hyper-V Client requires Windows 10 Pro as the host operating system, which can limit its use in non-Windows environments.
Costly Licensing for Advanced Features: While Hyper-V Client is included with Windows 10 Pro, advanced features require a paid license, which can be expensive.
Steep Learning Curve for Setup and Management: Hyper-V Client's advanced features and configuration options can make it complex to set up and manage, especially for beginners.
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Even though Type 1 hypervisors will almost certainly out perform the Type 2 hypervisors researched, the proposed network and VM setup only requires a few machines for conceptualisation. This makes using a Type 1 hypervisor overkill, this is accentuated by procurement of a machine to dedicate for install. 
In this instance due to zero funds and critical mismatches with the afore mentioned popular Type 2 hypervisors it is a clear choice [12][15]: -

1.	Hyper-V Client only includes two free licences and the network requires at 	least four.
2.	VMware Workstation is a free trial.
3.	Parallels is for Mac.

Oracle VirtualBox is free and can run as many VMs as the hardware can handle. It is also open source and has a large community support. The interface is simple and yet intuitive with a logical layout promoting an accelerated learning experience. With multiple operating systems support for the host and support for any VM operating system it is versatile and boasts compatibility. 
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Figure 3

Based upon the requirement of the username and password to persist across all machines, client machines had their administrator account enabled in ‘Users and Groups’ from the ‘Computer management Console’.
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If computers are all on the same Ethernet network then they will not require an IP address as they will reach their destination via MAC address (which is the unique identifier of the network interface) directly to the host or via a layer 2 device.
IP address stands for Internet Protocol address, when the address cannot be found on the current local network, if set up correctly the IP packet will be sent to the internal interface of the gateway to the external network, the router, which will be a layer three device and works with IP addresses. The router will query the IP address on its routing table, or send a Neighbour Discovery Protocol (NDP) message, or an Address Resolution Protocol (ARP) broadcast from the external facing network interface. When the address is deemed to be outside the network range the router will use network address translation (NAT) which will replace the source information in the IP packet header to that of the external interface of the router. The IP packet, whenever it is subsequently passed through a router it will have its source replaced with the interface of the current router. At some point in the journey you will pass through the interface of the Internet Service Provider (ISP). The ISP uses port address translation (PAT) instead of NAT. PAT functions on the principal that the ISP will have one IP address for the clients on a section of their network and will route back to the client based upon the port number that it connects to. The ISP then sends the IP packet into the public internet where more NAT takes place until the destination ISP is reached, at this point the ISP calculates the route via PAT to the final destinations first private router where it enters the external gateway and is sent to or routed to the final destination. A response if warranted is returned in a the same way.
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There are two forms of IP addresses, Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6). 
IPv4 uses a 32bit value to store the address and is read every 8 bits. We denote it in the form xxx.xxx.xxx.xxx, where ‘x’ is a digit. Each group is called an octet and ranges from 0 to 255. 
IPv6 uses a 128bit value to store the address and was the answer to the rise in connected internet devices. The fields are organised into 16bits which gives eight times four hexadecimal digits as so xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx. 
IPv4 yields 2^32 address whilst IPv6 yields 2^128 address which is 4,294,967,296 vs 340,282,366,920,938,463,463,374,607,431,768,211,456. This allows every device to have a unique IPv6 address.
IPv4 addresses are split into two parts denoted by the subnet mask or the Classless Inter-Domain Routing (CIDR) notation. The subnet mask or CIDR denotes the what part of the IPv4 address belongs to the network part, and consequently the host part. The method of subnetting is to efficiently allocate ranges of IPv4 addresses depending on the network size. The subnet mask and CIDR both refer to the same thing, the range left for the host part of the network and have equivalent values. For example in the table below





	Subnet mask
	CIDR
	Network part
(A.B.C.X)
	Host part
	Number of addresses on network
	Number of subnets (A, B, and C represent whole 256 blocks and act as a multiplier

	255.255.255.255
	/32
	Xxx.xxx.xxx.xxx
	 -
	0
	0

	255.255.255.254
	/31
	Xxx.xxx.xxx
	xxx
	2
	128

	255.255.255.252
	/30
	Xxx.xxx.xxx
	xxx
	4
	64

	255.255.255.248
	/29
	Xxx.xxx.xxx
	xxx
	8
	32

	255.255.255.240
	/28
	Xxx.xxx.xxx
	xxx
	16
	16

	255.255.255.224
	/27
	Xxx.xxx.xxx
	xxx
	32
	8

	255.255.255.192
	/26
	Xxx.xxx.xxx
	xxx
	64
	4

	255.255.255.128
	/25
	Xxx.xxx.xxx
	xxx
	128
	2

	255.255.255.0
	/24
	Xxx.xxx.xxx
	xxx
	256
	1 C 

	255.255.254.0
	/23
	Xxx.xxx.
	Xxx.xxx
	512
	2 C

	255.255.252.0
	/22
	Xxx.xxx.
	Xxx.xxx
	1024
	4 C

	255.255.248.0
	/21
	Xxx.xxx.
	Xxx.xxx
	2048
	8 C

	255.255.240.0
	/20
	Xxx.xxx.
	Xxx.xxx
	4096
	16 C

	255.255.224.0
	/19
	Xxx.xxx.
	Xxx.xxx
	8192
	32 C

	And so on...
	Full
	Table 
	In 
	Appendix
	







IPv6 works in a similar way, from left to right the first 48bits or three hexadecimal fields make up the public address (site prefix), the next hexadecimal field the subnet ID, and the last four fields are the interface ID which is based on the MAC / EUI-64 address.

    Site prefix     Subnet      Interface ID
                         ID  
|--------------------|------|---------------------------|
 Xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx
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From personal experience devoted to the computer industry I am well aware of connectivity test involving: -
ping [host]
sends an ICMP packet request for a reply to see if there is a host at the other end, the test can also display latency, packet size, and determine the IP address from the hostname.
Tracert [host]
send a packet to every router along the path to the destination so that we can see the number of hops and the responding route.

arp -a [IP] 
With arp we can request the mac address from IP, this can help with connectivity proof and also find issues with duplicate IP addresses. The suspect machine should be checked against the MAC returned and then removed from the network to test another IP to see if a different MAC is returned. The process is trial and error / based on exclusion.

As a process for setting up and troubleshooting any issues with connectivity a general set of instructions can eliminate possibilities until the root cause is found. Here we are addressing statically set addresses, so DHCP is ignored.
 
1. Firewall disabled for testing purposes
2. Set IP address and subnet mask manually, on clients set default gateway and DNS
3. ipconfig to view / check configuration
4. hostname for hostname used in ping to test DNS
5. ping IP address
6. ping hostname
7. tracert to determine where the last response came from if ping is not returning
8. Network monitor via task manager where we can monitor performance and usage
9. DNS check – nslookup.
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