                     











INTERNET PROTOCOL

EXECUTIVE SUMMARY
This report is about the benefits of IPv6, which is the latest version of Internet protocol, launched in the year 2006 along with the deployment issues associated with its launch. The report consists of an introduction which gives an idea about what internet protocol is along with some of its uses and the two types. This is followed by the literature review where the benefits and deployment issues have been discussed. The research methodology and findings of this report have also been mentioned which is followed by a conclusion in the end.
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Human beings are extremely dependent on the internet these days. It is required by people in almost every walks of life. Internet Protocol is a very common term associated with the internet. It is a method or system with the help of which data and information are transferred from one computer to another computer via the internet (Sheldon et al., 2019). Every computer, which is being used on the internet for data transmission is known as the host and they have a distinct IP address. It is due to the respective IP address, that one computer can be distinguished from another one. The first version of the Internet Protocol was named as IPv4 which is a dominant version. This version was succeeded by the Internet Protocol version 6 (IPv6) and this is increasing deployment issues since the year 2006 (Cholas et al., 2019). 
The main purpose of this report to have a vivid idea about version 6 of the Internet Protocol, along with its benefits and also the various deployment issues being caused since the launch of this version.
[bookmark: _Toc39071183]LITERATURE REVIEW
[bookmark: _Toc39071184]Benefits of IPv6
From several types of research it has been revealed that the most widespread version of the Internet Protocol is the IPv4, but the other version, IPv6 is also being supported. This version of the IP provides support to quite longer addresses and hence it can be used by multiple numbers of users at a time. It has been seen that the IPv6 consists of the capabilities of the previous version. Add to that, the servers which support IPv6 will also support IPv4 packets (Lebrun, 2017). 
Apart from providing large spaces for long addresses, there are several other technical benefits provided by IPv6. To be precise, there is the permission of many hierarchical methods of allocation of addresses which would enhance aggregation of pathways or routes throughout the internet. Addressing in a multicast pattern can be increased in a simplified form with the help of this version. IPv6 also provides optimization for service deliveries (Dawadi, Rawat and Joshi, 2019).
At present, the world is facing a scarcity of IP addresses. With the increase in the number of devices joining the online community, IPv6 is needed to accommodate the needs of communication in the coming days. Some of the other benefits have been discussed in detail-
Enhanced security- One of the notable changes in improvement while switching from IPv4 to IPv6 is the increased and better security which is being provided. Since the introduction of IPSEC, it has been seen that the IP address is being secured by the encryption and authentication of all the packets. This one of the compact features of IPv6. On the contrary, this version can be used with a suitable key structure in comparison to the previous version.
Production efficiency improvement- The productivity of goods have increased as computers and networks have increased in usage manifold these days. This is because it is easier for managers to obtain access to the data of sales by this process. The version (IPv6) provides information on a real-time basis and enhances planning of a proper production plan in different companies for meeting customer demands with efficiency.
Integrates global markets- When information of market are linked to this version, a better capacity of production is found which is quite efficient. This is because the production is boosted towards being responsive to the trends of the global market which are developing. Since IPv6 is efficient, it can allow improvement in incorporation to the global market which follows the latest and developing trends. Hence, the challenges faced by the remote parts of the world can be overcome with ease.
Proper and enhanced management of network- The version IPv6 provides capabilities of configuration which are quite manageable, flatter and also simpler. This facilitates larger installations to take place to a great extent. Moreover, IPv6 can route over and cover all the existing IP addresses which use the version IPv4.
Mobility and interoperability are integrated- There is also mobility and interoperability offered by the IPv6 network which is spread among many network services throughout the globe. But, there are extra overhead costs which have to bore along with some other complexities when it comes to handling increased processing.
Data delivery in real-time- The Quality of Service (QoS) that exists in IPv4 and also the bandwidth can be assured for real-time traffic over a network. But this cannot be possible when the payload of the packet of IPv4 is under encryption. In IPv6, the payload identification is incorporated in the Flow Label field of the IPv6 header and hence it does not affect the operation of QoS anyhow.
Size and extension of headers- The headers of IPv4 and IPv6 are not compatible with each other. However, a host or router is needed for an implementation to recognise both the header formats. Hence, the IPv6 header was designed in a very small manner yet it was something practical. The non-essential fields were sent to the extension headers and then placed after the headers of IPv6 (Chalikosa, 2018).
[bookmark: _Toc39071185]Deployment issues
There are certain issues which have to be faced while trying to launch the IPv6 version of the Internet Protocol. The deployment issues are as follows-
Routers of IPv4 cannot be upgraded- The routers supporting IPv4 might not always support IPv6 thus people should install equipment which could support IPv6 version. For installing IPv6 in certain routers, it is important to configure tunnels which would help establish the connection through IPv6 version. 
There are often many compatibility issues while deploying IPv6 and hosts must be always able to connect and communicate with each other across the platforms of IPv4 nets. When the native place of IPv6 gets connected and becomes commonplace, all the hosts will need to communicate with each other and establish the connection (Jia et al., 2019). 
While changing from IPv4 to IPv6, there might arise some security issues which may also hamper transactions. Every time such a thing happens, it gives a chance for a bad implementation to exploit a potential vulnerability. There is a compromise on the end-to-end principle due to the introduction of middleboxes which fails to maintain the transaction and the networks get complicated.
Since the IPv6 version gives access or room for quite a large segment of the network, there come certain negative issues with it as well. A block for any vulnerability would take years to be detected with a large network.
Sometimes it is extremely hard to memorize an IP address of the IPv6 version and routing entries for such prolonged network addresses may result in the network infrastructure to fail or disrupt. Also, this address cannot be supported in older devices. 
IPv6 version of the Internet protocol is exposed to any kind of attacks like sniffing attacks and application-layer attacks. In sniffing attack, data is captured for finding which is useful but in a non-encrypted form. While talking about application-layer attacks, it can be said that it includes computer viruses and worms which attack web applications mostly.
Another issue faced while deploying IPv6 network might be associated with obscuring users. Such users behind the translation of large address protocols could destroy harmful functions and attributes like tools which make it possible to detect any kind of network behaviours which are malicious, making security controls which are based on reputation even more complicated (Babik et al., 2019).
[bookmark: _Toc39071186]RESEARCH METHODOLOGY
Every research procedure has to follow a compact research methodology. It is an integrated process by which the research has been conducted to gather information or data from different sources which shall solve the problem or topic in question or are the main purpose behind the research. In a research methodology, there are two sources of information-primary and secondary. While conducting this research, secondary sources have been referred to for gathering data and information. Secondary sources of information include books, articles and journals. Taking help from such sources, the report on benefits of IPv6 and its deployment issues have been analysed.
[bookmark: _Toc39071187]FINDINGS
From the above report, there were several findings made which include- description of what internet protocol is, the types of the same. The different benefits of the latest version of Internet Protocol, which is IPv6 have been studies where it was said that this version is secure, with a lot of bug fixes. It accommodates long IP addresses and that too in large numbers. The productivity of any business can be increased with the use of this version. Some deployment issues have also been discussed. 
[bookmark: _Toc39071188]CONCLUSION
From the above report, it can be concluded that while IPv6 is beneficial in many ways, there are several issues of transition from the older version to the newer one and those issues have to be kept in mind. This report gives a proper discussion on the various benefits which are provided by IPv6 and at the same time gives an idea of the several deployment issues associated with it as well. 
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