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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about IEEE 802.11 Security Schemes, which is an essential factor in successfully operating a network. Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 


Use your lecture notes and/or the Internet to answer the questions.


1. State the three security mechanisms that were deployed by the IEEE to protect the security of IEEE 802.11 networks. 

2. Name the three basic security goals that the security mechanisms provided for data. State these mechanisms in their order of implementation. For example, which one came first, second, and then third.

3. What security weaknesses were discovered in the security mechanisms and why?


4. What was the security enhancement made on each security mechanisms?


5. Name two mode of attacks and give examples



6. Explain the following threats to wireless networks:
a. Ad hoc networks
b. Rouge Aps
c. Client misassociation
d. Reconnaissance attack
e. Denial-of-service attacks



7. List five types of denial of services attack


8. List five types of specific network attack


9. Explain three Basic Authentication Method



10. List the security countermeasures
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