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Introduction
For the purposes of this assignment, I have undertaken the role of an IT professional hired by NOSS, a multinational corporation to establish a virtualised network to connect their Swansea and London branches in accordance with the given topology. To successfully complete the task, I have completed research in two main areas:

· Hypervisors
· IP Addressing 

[bookmark: _Toc159585927]Hypervisors

[bookmark: _Toc159585928]Full Virtualisation
Guest OS isn’t aware that it’s a virtual machine (VM), the guest OS sends requests to the hypervisor which acts as intermediatory between guest OS and hardware. Full virtualisation is seen on type 1 and 2 hypervisors. Some benefits of full virtualisation include:
· Isolation – VMs are entirely isolated from others, ensuring security.
· Portability – VMs can be moved between different physical machines.
· Flexibility – Resources can be dynamically allocated to VMs based on resource demand.

[bookmark: _Toc159585929]Para Virtualisation
Guest OS is aware it’s a VM and communicates directly with host machine for resources and so doesn’t send requests via a VMM, enhancing speed. Paravirtualization is used when performance is critical, such as for High-Performance Computing (HPC) or for real-time systems. Para virtualisation is typically only seen on type 1, bare-metal hypervisors as to utilise the technology on type 2 hypervisors would require modifying the host OS which isn’t always feasible. 

[bookmark: _Toc159585930]Hypervisor Research
Hypervisors make virtualisation possible as they sit between the virtual machine and the hardware, translating requests and handling resources. The Collins Dictionary describes a hypervisor as “a software application or operating system used to create, operate, and administer virtual machines” (VMs) [1]. Hypervisors are also known as virtual machine monitors (VMM), they allow one physical ‘host’ machine to host multiple VMs. The host machine will share it’s resources such as physical memory and processing power with the VMs [2].

[bookmark: _Toc159585931]Types of Hypervisors
There are 2 main types of hypervisors:
· Type 1, known as bare-metal hypervisors. 
· These hypervisors run directly on the hardware (where the OS would ordinarily sit). See Figure 1. 
· They are the most deployed hypervisor; they are used primarily in enterprise companies [2].
· They are secure as they don’t sit upon operating systems, which have inherent risks. 
· Bare-metal hypervisors perform better then type 2 hypervisors, this is because the hardware can communicate directly to the VMs without having to manoeuvre through an operating system [2].

· Type 2, these are also known as hosted hypervisors [2].
·  This type of hypervisor runs on top of an operating system just as other software applications do. 
· Typically type 2 hypervisors are used where resource-intensive operations aren’t required [3]. 
· Type 2 hypervisors could be used by developers who need multiple operating systems on one workstation for testing purposes, students, or hobbyists. 
· Type 2 are typically lightweight and portable, contributing to the ease of use. 
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Figure 1
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· Vmware ESXi – Type 1, bare-metal hypervisor. ESXi is installed directly onto a physical server. ESXi is a paid service with a limited free option.

Features
· Live Migrations – vSphere live migrations allows the administrators to move entire VMs between physical devices, without any downtime. This feature is good for hardware allocation management [5]. 
· Clustering Resources – administrators can add multiple physical servers with additional hardware resources and add it to a pool (or cluster) of available hardware. This enables admins to overcome the resource limitations of working with one host. Using a VMWare feature called vCenter, all available resources across physical machines can be managed in a centralised location, allowing efficient resource management [6].
Advantages 
· High performance – Being type 1 hypervisor software, a host OS isn’t required, therefore ESXi can allocate more resources to running VMs. 
· Security – As the hypervisor has direct control over the hardware, there is a strong foundation for security and VM isolation.
· Scalability – ESXi can scale up or down depending on VM demand, ESXi can utilise cluster scaling, this allows multiple physical machines to act as a single pool of resource for multiple VMs to draw from, this also contributes to ESXi’s portability.
· Centralised management which can also bolster security, software upgrades etc can be deployed remotely.
System Requirements
 As VMs share the hosts resources, the more VMs deployed, the more physical resources are required. Here are some minimum requirements from vmwares website [7]:
· Dedicated physical server with minimum of 2 CPU cores, 8GB of RAM (recommended 12GB)  – note this is a bare minimum and more resources will be required for multiple VMs.
· A minimum of 32GB of persistent storage, such as HDD or SSD.
· Dedicated network adaptors are required.

· Oracle VirtualBox (VirtualBox) – Type 2 hosted hypervisor. VirtualBox is installed on the operating system of the host machine. Being a type 2 hypervisor, VirtualBox utilises full virtualisation.
Features
· Cross platform support – VirtualBox can use host OSs such as Windows, MacOS, and Linux [8], making it an attractive option for the majority of PC users.
· Ease of use – VirtualBox has a good user-friendly interface which allows ease of setting up and managing VMs.
· USB support – by inserting a USB drive into the host machine, VMs can access the data as they ordinarily would if inserting USB into physical machine [9].
Advantages
· Variety of Guest OS – VirtualBox can run a variety of Guest OS, such as Windows, MacOS, Linux and more [10]. 
· Portability – VMs can easily be moved between physical machines.
· Isolation – VMs run independently of each other, ensuring security.
· Efficiency – can use one powerful machine to host multiple VMs, saving physical space and also use unutilised resources.
System Requirements
Note that the system requirements noted below are a minimum recommendation, higher specifications will be required if running multiple VMs. The below system requirement are taken from VirtualBoxs end-user documentation [8].
· Must have a Windows, Mac OS X, Solaris, Open Solaris or one of many Linux distributions as a host OS.
· A recent Intel or AMD CPU.
· A minimum of 512MB of RAM is recommended, more may be required depending on how much RAM you allocate to the VMs/how much minimum RAM the Guest OS requires to run.
· VirtualBox itself only requires ~30 MB of disk space, but more hard drive space will be required to store the ISO files as well as any memory the Guest OS will require to run.
Use cases
· Due to the ease of hosting various Guest OS running different operating systems, developers can utilise Oracle VirtualBox to test programs or applications across multiple operating systems using one workstation and without having physical machines with each operating system.
· IT professionals utilise VirtualBox as an isolated ‘sandbox’ environment to test potentially harmful applications in a secure environment.
Additional Considerations
· Type 2 hypervisors such as VirtualBox have a slightly higher resource overhead due to the requirement of a host OS, which type 1 hypervisors do not.



[bookmark: _Toc159585933]Hypervisor Conclusion
 Having assessed the requirements of the given topology/virtual network, I have opted to use Oracles VirtualBox. VirtualBox is perfect for this project as it means I do not have to have a designated workstation to use as a bare metal hypervisor. The virtual network will not utilise much system resources therefore I can set up the 4 required machines and allocate them ample resources to perform the necessary tasks. VirtualBox is also already installed and ready to go on the SOAC machines in the university computer labs so this is the option which makes most sense.
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[bookmark: _Toc159585935]Packets 
Data is broken down into small packets which are in turn translated into bits [11]. This is because if data were to be sent over the internet without being broken down, the internet would become ‘clogged up’ with only small amounts of users able to transmit data at one time, by breaking the data into packets, millions of users can transfer data over the internet concurrently, transferring multiple billions of packets [12].
· A packet contains at least 2 parts, a header and a payload [13]. The header contains information on the packets origin (source IP address), destination (destination IP address) and contents [12]. The payload is the broken-down piece of the larger message the sender composed. Some network protocols also include a trailer or footer which contain further information about the packet [12]. I will research more on protocols below. 

Sending/Routing and Receiving Packets
· The network layer of your computer or device will then pass the packets to your router [14]. 

[bookmark: _Toc159585936]The role of IP addresses during transmission of Data
IP addresses have a crucial role in the transmission of data over the internet. They are unique identifiers for devices which are connected to a network, allowing routing and delivery of packets to their destination. IP addresses act as unique identifiers for all devices connected to a network and allow devices to communicate with each other across networks.
Once the network layer of your device has handed the packet to the router:
· The router will use the destination IP address contained in the header of the packet to make routing decisions. The router will check its routing table to determine the next hop/interface to forward the packet [15], this could be another router or a switch. 
· If the complete host address isn’t found, the routing information table is searched again looking for the network address which is derived from the destination IP. If this is found, the router forwards the packet to that specific network [15] via routers and/or switches. 
· If these checks fail, the routers routing information table will have a default router which the packet will be forwarded to [15]. 
· The destination information in the header is used by routers to route the packet through various networks until they reach the destination.
· Packet switching is utilised throughout the journey to avoid data bottlenecks, packets heading to a destination will take different routes through router and switches to enhance speed.
Note that the source MAC address is changed at each step along the way, for each router the package passes through, the source MAC address is changed to the previous router/switch. The source IP address remains the same along the whole journey [15].
· The packet is received by the physical layer of destination machine.
· Data is sent to the data link layer of the destination machine, MAC address is checked to confirm the data has arrived at the correct machine [15].
· If MAC address confirms the data has arrived at the correct machine, the data is passed to the IP layer where IP address checks are made [15].
· Packets are reassembled and the message is received by the destination user.

Subnetting and DHCP in the allocation of IP addresses 
Subnetting is the division of a large network into smaller subnetworks, each subnetwork will have a range of IP addresses. Subnetting is a more efficient way to allocate IP addresses and allows for more efficient network resource management [16]. Other benefits include the ability to keep network traffic within the subnet, this aids in easing network congestion. As subnetting divides a larger network into smaller subnets, security is enhanced as devices do not have access to the whole network, unless specifically allowed which can prevent unauthorised users accessing sensitive areas of the network [17].
Administrators may use IP address allocation techniques, such as Dynamic Host Configuration Protocol (DHCP) to automatically assign IP addresses to devices for a given time, this is often referred to as a lease. This can allow administrators to use their time more effectively on non-automatable tasks. DHCP works on the application layer of the OSI and TCP/IP model [18].
IPv4 and IPv6 Transition
IPv4 was introduced in 1980 and defined in RFC 760 [19] this was version 4 of what started life as ARPANET, a US Government initiative to develop the initial protocols which went on to become the internet, including TCP/IP and packet switching.
IPv4 addresses are split into 4 octets, in the format X.X.X.X, each of the octets contains a value between 0 and 255. Routers will allocate private IP addresses to devices in the LAN, this is so that devices within the network can communicate, we use private IP addresses due to the lack of possible IPv4 addresses in existence. Routers have the outward facing public IP address, this is the address which is used to access the internet and is allocated by your internet service provider (ISP). Network address translation (NAT) is used to swap the public address to the private address whilst accessing the internet and vice versa [20]. 
The amount of IPv4 addresses is finite, there can only be 2^32 IPv4 addresses, IPv4 also lacked robust security features. To combat these issue, IPv6 was introduced.
IPv6 went live in 2012 and is formatted as y:y:y:y:y:y:y:y, which is 8 segments, separated by a colon. Each segment is a hexadecimal value, which is between 0 and FFFF. Short form IPv6 addresses can be used if there are segments which are 0 [21]. There amount of possible IPv6 is massive, 3.4x10^38. IPv6 also offers enhanced security and simpler header format over IPv4.
IPv6 has been slow to roll out, with some ISPs yet to officially roll out IPv6, such as Virgin Media. As we can’t just flick a switch to IPv6, a period of both IPv4 and IPv6 co-existing and being supported simultaneously. 
For our virtual network, we are given IPv4 addresses. In the future we may need to migrate to IPv6. 

[bookmark: _Toc159585937]Setting up and configuring the virtual network

Two Windows 10 clients and two servers set up on Oracles VM VirtualBox, named in accordance with the given topology.
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Set the IP address on Swansea server and Swansea client and attempted to perform a ping:
[image: A screenshot of a computer
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The ping didn’t work as expected, 4/4 packets were lost. After performing some trouble shooting [22], I enabled File and Printer Sharing (Echo Request – ICMPv4-In) in the inbound menu of Windows Firewall, the client could then successfully ping the server.

[image: ]

Whilst attempting to ping between the London Server and Client, I was having an issue whereby although I could ping from client to server without issue, I couldn’t ping from the server to the client, “Request timed out”.
[image: ]

To resolve the issue, I accessed the Windows Defender Firewall on both the client and server and enabled all rules relating to IPv4 both inbound and outbound. I have run out of lab time so cannot disable the rules one by one to find the specific rule which was not allowing the ping, which I would do if time permitted. I can now ping between the London Server and Client as expected.
[image: ]

Now that the Swansea client and server as well as the London client and server can ping each other within their own networks, I need to ping between both servers. To do this I need to add a new network connector and set the IP address as per the topology.
[image: ]
Finally, we have the servers successfully pinging each other.
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