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Introduction

The project | have chosen is a patient moni-
toring system that will monitor the patient’s
individual situation on a continual basis. |
am also focusing on the security element of
the system, as these systems are a major
concern against cyber-security attacks.

Aims/Objectives

To create a patient tracking system that is
going to monitor each patient’s situation.
Also making sure that the system is security
protected against any security attacks.

« To gather and investigate research to
analyze what types of systems are al-
ready out there

« To develop a patient tracker system
that can be accessed by the staff mem-
bers on the ward.

. To implement security features to pro-
tect patients personal data that is held
on the system

Sources

| have used a range of different sources to
gather my indicial research on existing sys-
tems [1],[2]. | have also looked at the secu-
rity issues of having a web-based applica-
tion especially on a healthcare network [3].
By gathering these types of sources, it has
given me an insight on what types of sys-
tems are already in place and how | can
differ my system compared to the existing
systemes.

Design

| have created a simplistic application de-
sign, so all the users are able to use the ap-
plication. | have created a navigational path
for certain parts of the application as this
will restrict what users can access if they
do not have the permissions to access that
part of the system. | have added validation
within the forms of the application as this
will also restrict what cells the users can

acCcess.

Testing

| have completed two different pen tests on
the application to test how secure the appli-
cation is against security threats. Firstly, |
used Nessus to scan the network for any vul-
nerabilities that might appear that could im-
pact the security of the application. | also
used OWASP ZAP to pen test the application
to see if there's any vulnerabilities and they
will be categorized from low, medium and
high-risk level.

Conclusion

Overall, my patient tracker system was a suc-
cess as it was able to record the patients data.
The results from the testing also showed that
the system is secure from any future security
threats. For future development | would make
sure that | include a fully functional tracking
system that will record patient data continu-
ously. This will make sure that the staff can
monitor each patient at the same time.
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Figure 1 —Patient Tracker Homepage
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Figure 3—NESSUS web scanning tool

Vulnerabilities
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