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1. Introducing IPV6
The available 4 billion addresses might someday end up. They will end somewhere in the next decade. Many of networks use Network Address Translation (NAT) as a  solution to expand available IP addresses. NAT enables each router, firewall, or home gateway to share a global IP address for many internal devices, each of which has its own, private address. NAT is a complement to applications with equal access, such as Voice over IP, video conferencing, games, and virtual private networks. It transforms them into client / server solutions that need surge protectors to improve performance, such as proxy servers for applications.
In Europe, the first IPv6 network was launched in September 2001 by Telia, which uses Hitachi routers to connect 7 Scandinavian cities. Because IPv4 has been in use for 25 years and has exhausted the address space, that`s why IPv6 was used. 
2. Components of  IPv6

2.1. Health Packet (Datagram Header)

The design of the package focuses mainly on its maximum simplification and size fixation. The main reason for this solution is to maximize application performance - the simple and fixed-size package can be transferred very quickly - approximately with the maximum network speed.         
The header of the IPv4 package (Fig. 1) contains a number of fields, some of which lead to an inconsistency in its size.


[image: ]
    Fig. 1. Heather's IPv4 package

On the other hand, the IPv6 package (Fig. 2) has a minimized header and a constant size. It contains only the most important fields - address and length of the package. The rest of the information is located in the so- extension header.
[image: ]
                                                  Fig.2. Heather's IPv6 package



The main fields are:
Version - protocol version identifier. For IPv6, its value is 6.
Traffic Class - Used to determine QoS (Quality of Service). This field is assigned a different class or traffic priority (in combination with other fields, such as source / receiver address field).
Flow Label - sets the flow, which is a group of linked packets.
Payload Length - This field specifies the length of the packet, including the part that is after the header header. The field value is given in bytes, so the maximum packet length is 64K.
Next Header - the header of the next protocol . This field determines the type of the next information - whether it is an extension header or a top-level protocol (TCP, UDP, etc.).



2.2. Comparison between IPv4 and IPv6 headers
IPv6 has twise larger packet size than  IPv4 (from 20 to 40 bytes).  The  second line of version4 fragments, by which fragmentation occurs, is version6 in the expansion header. In addition, version 6 has avoided error checking (CRC) for two reasons: first, the packet has already been checked at the lower level of the network model; and secondly, the CRC check slows the packet traffic .
[image: ]
Fig. 3. Comparison of IPv4 IPv6 Headers


3. Addressing
3.1. Structure of IPv6 addresses
The address length for IPv4 is 32 bits or 4 bytes,version 6 is 128 bits or 16 bytes (which is 4 times more). IPv6 addresses are recorded using 32 whitespace, combined into 8 groups of 4. The groups are separated by a colon: "." Example: valid 128 bit address:
 2001: 0712: 1c02: 0046: 030d: 46ff: fe88: 52a4
 For ease of recording the leading zeros can be dropped
 2001: 712: 1c02: 46: 30d: 46ff: fe88: 52a4

When we have a series of four zeros in a group, they can only be replaced by a colon. Address: 
0: 0: 0: 0: 0: 0: 0: 2 
Can be replaced by:
 :: 2
 Examples:
 2001: 0db1: 0000: 0000: 0000: 0000: 1224: 57ac
 2001: 0db1: 0000: 0000: 0000: 1224: 57ac
 2001: 0db1: 0: 0: 0: 0: 1224: 57ac
 2001: 0db1: 0: 0 :: 1224: 57ac
 2001: 0db1 :: 1224: 57ac
 2001: db1::1224: 57ac

     3.2. Main types of addresses
3.2.1. Unicast addresses 
Unicast addresses are the normal unique addresses that has been  given to device - a PC, a printer, or others on the network. In Fig. 4 the global unique address structure is shown.



[image: ]
Fig.4. Structure of unicast address
      3.2.2. Multicast addresses

They are addressed to a group of network devices and are used to transfer video / audio information in real time. Multicast addresses are defined by ff00 :: / 8. The  structure of such an address is given in Fig. 5.
[image: ]
                                               Fig.5. Structure of multicast address
        3.2.3. Anycast (optional) addresses

The idea of this type of address is that a group of network nodes can perform the same functions. If anycast address is used to address this group, the request will be delivered to the nearest member.
Basic rules for setting anycast addresses:
· Anycast address can`t be used as the source address in the IP packet
· Anycast addresses can only be set on routers. It is forbidden to set them to hosts.
In Tables 3. there is a typical IPv6 address space allocation.
[image: ][image: ]                                         Table 3. IPv6 address space allocation 
The table shows that a basic portion of the address space is used for unique addresses. But in reality only a small part of this space is used. In Tables 4. the prefixes of the global unique addresses that are currently in use are given.
[image: ]                          
                                         Table 4. Prefixes of global unique addresses
4. IPv6 – security issues
4.1. How is IPv6 better than IPv4?

Extending the IP pool also brings additional benefits. Due to the lack of IP addresses, the Internet basically relies on NAT (Network Address Translation). This technology allows behind a device with a real IP address to "hide" many others and communicate with the Internet through this address.Most users, both private and small, have only one Internet IP address - the one assigned to the router that connects them to their ISP. The router, in turn, assigns private IP addresses internally to the devices that are attached to it. These are addresses that are local and can not be used directly on the Internet.The problem is that the router must constantly monitor which traffic to which device belongs and accordingly transform the internal IP into a public one in order to make it possible to communicate with the Internet. With IPv6, each device can literally have its own real IP address and dive into the sea of  IoT (Internet of Things).
With IPv6, all devices will be available from public networks, helping people easily and quickly manage their home devices (lighting, opening the garage door, etc.), file sharing, online games, peer-to -peer programs and other applications without complicated router settings. Version 6 of the protocol is far more secure than the old one. The reliability and integrity of each IPv6 packet is secured by encryption. The new version of the protocol is better and in another - reaching Internet traffic to the right destination without interrupting it.
Will IPv4 devices be connected to the Internet?In short, yes. IPv4 and IPv6 are not directly compatible, and yet IPv4 can not easily be excluded while much of the world still relies on it. IPv6 devices are built using dual stack processes that allow both protocols to work together. It is reassuring that the protocol maintenance will not stop in the near future.

4.2. Do we need to switch to IPv6?

The fact is that most Internet-connected devices are not IPv6 compliant, and dual stack technology ensures that legacy IPv4 devices will certainly work for the foreseeable future. So, no! Moving IPv6 is not vital, but it should not come out of your radar. However, in areas where Protocol 4 is completely exhausted from addresses, new devices that connect to the Internet will have no other option and are likely to be forced to rely on IPv6 addresses.
SMB (Server Message Block) must comply with the new protocol and make sure that all future computers, mobile devices, network infrastructures, or other IT devices will support the new protocol.

4.3. Leaks of information
IPv6 is the next-generation Internet protocol, which does cause problem to most IT directors. Experts believe that the networks of most organizations have hidden IPv6 traffic, and very few specialists can  see, control, or block it. Meanwhile, this IPv6 traffic is increasingly being used by malicious applications and command servers of botnets.
Most network administrators are blind to malicious IPv6 traffic because they do not have firewalls and other protection tools that can see it. In addition, IPv6 traffic is often tunneled inside IPv4 connections, and therefore looks like normal IPv4 traffic until the organization deploys security systems capable of inspecting tunneled traffic.IPv6 protocol may lead to changes that may lead  our internet location to being shifted. If we are not familiar with IPv6,we need check if it's necessary - it's the same way that we get IP addresses and solve the IP address issue, and that can happen.While IPv6 is insured to solve this problem, we do not currently need such a number of people who are concerned about privacy.
Long history: Some VPN vendors only processed for IPv4 queries and IPv6 queries. If our specific configuration and ISP are installed to support IPv6 on our VPNs, we can not process IPv6 queries, we can refer to a situation where our country can make IPv6 queries that need to be transformed into an identity .

5. SECURITY MODEL- IPv6 enhancements
Some of the improvements to IPv6 are security measures embedded in the protocol itself. IPv4 was developed at a time when the Internet was a safe place and was used by few people. The new protocol is created at a time when everything is Internet, and it has the ability to address addresses and identify identities, building reliability between routers. Like malicious attackers, it will be much more difficult for them to do phishing attacks, where site or email addresses do not show where they are.
The era of IPv6 routers and firewalls will provide better protection against anonymous attacks, with much simpler, more reliable and secure connections for businesses that work with financial and other sensitive data.IPv6 will also provide greater security and performance for critical business applications, such as those responsible for automating the ordering process and managing customer invoicing and vendor relationships.Better control of packet routing between machines will help small businesses and their ISP (Internet Service Provider) develop network reliability and performance, which so far only large organizations have enjoyed.And in addition, IPv6 will allow more precise control of how many multimedia and critical applications are running on a network, and allow for faster VPN transactions. IPv6 can boost VoIP services (unified communications services) due to improvements in QoS. QoS allows certain types of network traffic, typically those that are susceptible to interruption, to receive higher priority during intensive network use. For example, a VoIP call or a video webcast on your network will take precedence over file transfer.
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	Subnet mask
	IP Address
	
	
	
	
	

	School a applied computing
	255.255.248.0
	172.26.0.0/21
	
	
	
	
	

	School of automotive engineering
	255.255.252.0
	172.29.0.0/22
	
	
	
	
	

	School of engineering
	255.255.252.0
	172.20.4.0/22
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	School a applied computing

	Lab no
	Needed hosts
	For future growth
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask

	Open Access lab  245 pcs + 5 printers
	250
	512
	172.26.0.0/23
	172.26.0.1
	172.26.1.254
	172.26.1.255
	255.255.254.0

	Lab 308
	140
	256
	172.26.2.0/24
	172.26.2.0
	172.26.2.254
	172.26.2.255
	255.255.255.0

	Lab301
	60
	128
	172.26.3.0/25
	172.26.3.1
	172.26.3.126
	172.26.3.127
	255.255.255.128

	Lab 309
	50
	64
	172.26.3.128/26
	172.26.3.129
	172.26.3.190
	172.26.3.191
	255.255.255.192

	Lab304
	45
	64
	172.26.3.192/26
	172.26.3.193
	172.26.3.254
	172.26.3.255
	255.255.255.192

	Lab 306
	40
	64
	172.26.4.0/26
	172.26.4.1
	172.26.4.62
	172.26.4.63
	255.255.255.192

	Lab 303
	36
	64
	172.26.4.64/26
	172.26.4.65
	172.26.4.126
	172.26.4.127
	255.255.255.192

	Lab 302
	30
	64
	172.26.4.128/26
	172.26.4.129
	172.26.4.190
	172.26.4.191
	255.255.255.192

	Test centre 20 pcs + IP phone+ printer
	22
	32
	172.26.4.192/27
	172.26.4.193
	172.26.4.222
	172.26.4.223
	255.255.255.224

	Staff
	20
	32
	172.26.4.224/27
	172.26.4.225
	172.26.4.254
	172.26.4.255
	255.255.255.224

	Lab 310
	18
	32
	172.26.5.0/27
	172.26.5.1
	172.26.5.30
	172.26.5.31
	255.255.255.224

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	School of automotive engineering

	Lab no
	Needed hosts
	For future growth
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask

	Lab 301
	50
	128
	172.29.0.0/25
	172.29.0.1
	172.29.0.126
	172.29.0.127
	255.255.255.128

	Lab206
	48
	128
	172.29.0.128/25
	172.29.0.129
	172.29.0.254
	172.29.0.254
	255.255.255.128

	Lab 102
	25
	128
	172.29.1.0/25
	172.29.1.1
	172.29.1.126
	172.29.1.127
	255.255.255.128

	Lab 205
	40
	128
	172.29.1.128/25
	172.29.1.129
	172.29.1.254
	172.29.1.255
	255.255.255.128

	Lab 101
	40
	128
	172.29.2.0/25
	172.29.2.1
	172.29.2.126
	172.29.2.127
	255.255.255.128

	Lab 103
	35
	64
	172.29.2.128/26
	172.29.2.129
	172.29.2.190
	172.29.2.191
	255.255.255.192

	Staff
	25
	64
	172.29.2.192/26
	172.29.2.193
	172.29.2.254
	172.29.2.255
	255.255.255.192

	CAD lab
	20
	64
	172.29.3.0/26
	172.29.3.1
	172.29.3.62
	172.29.3.63
	255.255.255.192

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	School of engineering

	Lab no
	Needed hosts
	For future growth
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask

	Lab 202
	80
	128
	172.20.4.0/25
	172.20.4.1
	172.20.4.126
	172.29.4.127
	255.255.255.128

	Lab 409
	80
	128
	172.20.4.128/25
	172.20.4.129
	172.20.4.254
	172.20.4.255
	255.255.255.128

	Lab 203
	65
	128
	172.20.5.0/25
	172.20.5.1
	172.20.5.126
	172.20.5.127
	255.255.255.128

	Lab 404
	45
	64
	172.20.5.128/26
	172.20.5.129
	172.20.5.190
	172.20.5.191
	255.255.255.192

	Lab 410
	45
	64
	172.20.5.192/26
	172.20.5.193
	172.20.5.254
	172.20.5.255
	255.255.255.192

	Lab 408
	28
	64
	172.20.6.0/26
	172.20.6.1
	172.20.6.62
	172.20.6.63
	255.255.255.192

	Lab 205
	25
	64
	172.20.6.64/26
	172.20.6.65
	172.20.6.126
	172.20.6.127
	255.255.255.192

	Lab 201
	20
	64
	172.20.6.128/26
	172.20.6.129
	172.20.6.190
	172.20.6.191
	255.255.255.192

	Staff
	18
	32
	172.20.6.192/27
	172.20.6.193
	172.20.6.222
	172.20.6.223
	255.255.255.224

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	Unique local address
	DNS, Email,Finance,Registry,File server
	They are used inside of the ogranizatin (in this case the campus universities) without any outside access

	
	
	

	
	DNS
	FD6D:8D64:AC0B:7:::1
	
	
	
	

	
	Email
	FD6D:8A64:AB0C::1:2
	
	
	
	

	
	Finance
	FD6D:8D64:AD0C:2::1
	
	
	
	

	
	Registry
	FD6D:8E84:AB0C:3::
	
	
	
	

	
	File server
	FD6D:8D64:AF4C:3::
	
	
	
	

	
	
	
	
	
	
	
	

	Global unicast
	MP and ISP
	2001.0DB8:4D4D:0015::1D2D:1A2B
	Public addres outside of the organization

	
	
	
	
	
	
	
	

	Local -link address
	Print server
	FE80:8B34:1:AB30:200::1
	Private address for the print server located in School of applied computing
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