




1. Scenario of Website
The website created for this assignment was called The Music Store. The Music Store is a website that sells music, specifically albums. The website was built using Bootstrap 4 as it allowed for easy styling without having to waste time writing CSS code. The web application was built using ASP.NET Web Forms, this was because it allowed the web application to consume the WCF service easily.
2. WCF Service
There were two services used for this assignment, the first service was the Product service. The product service contained a database of each product available on the website. The second service was a database containing the registered users for the website.
The database for the WCF service was a C# list, it was intended that the database would be a MySQL database but this was unable to happen due to time and lack of knowledge of incorporating a MySQL Database into C#.
Program
In the Program.cs file, the service hosts were defined and opened. The service host is what hosts the WCF service. When a service host was successfully opened, a console message was sent as a confirmation.
Product
Inside this file was the data contract used to send information between the web application and service. There were seven different attributes defined in this service. They are:
· Album ID - Integer
· Album Name - String
· Album Description - String
· Album Artist - String
· Album Price – Double
· Album Date Released - Integer
· Album Image – String
The reason the date released column is an integer is that it will be used as a UNIX timestamp. A UNIX timestamp is an integer string that can be converted to a specific date and time using a conversion method.
Once the attributes were defined, they were getting and set. Above each declaration was “[DataMember]”. This meant that each attribute was a part of the WCF service Data Contract.
ProductInfo
The ProductInfo class is used to create the service. An interface is used to control what methods are created. There are two in this file, the first one is called “GetProductInfo” and takes an integer parameter. This method is used to get product info by its ID. The second method is called GetProductCount. This method is used in the web application to create a for a loop. It returns the number of products inside of the list.
A list is defined in the ProductInfo class after that item are manually added to the list. This is bad as it should be automated from a database. This way an administrator for the store can do it through a control panel.


User
The User class is for the users who have signed up to the company’s website. There are four attributes. They are:
· User ID – Int
· Username – String
· Password – String
· Admin – Bool
The user ID is to identify each user, the username and password is a string as it can contain both numbers and letters. The admin is a Boolean as it can only be true or false if a user is an administrator. The User class is similar to the Product class, the attributes are listed and then get and set.
UserProduct
Inside the UserProduct is where the ServiceContract is set. It uses an interface which is called IUserProduct. The interface asks for two methods: The first method is GetUserInfo, this method is similar to GetProductInfo. It allows the users stored to be found by an ID. The second method is called the CheckLogin. It is used for the web applications login page, this method uses the parameters username and password.
The users are stored inside of a UserList List. The users are:
	Username:
	Password:

	Jack
	password1

	Admin
	password1



Both these accounts can be used to log into the web application to complete the checkout process.
The CheckLogin method is used by the web application to verify username and passwords. The return type is a Boolean; this is because a login can only be true or false. A for each loop is used to cycle through each User in the UserList. Inside the loop an if the statement is used to check if the username and password match a login. If there is a match the method is returned true.
3. Web Application
As previously mentioned, the web application for this assignment uses ASP.NET Web Forms. The reason why is because Web Forms are easier to work with than Windows Forms.
For the styling of the website, Bootstrap 4 was used as it allows websites to be created easily. As the focus of this assignment was WCF and how it was consumed, the HTML and CSS aren’t important.
The WCF services were consumed using Visual Studio’s Connected Services feature. This allows website developers to import external services using a wizard.


Master Template
Inside the master, template was a Login/Register feature. This would change to customer’s username if they are logged in. This is done by checking the cookies which were set by the web application login form.
Index
Each of the products available on the website is displayed on the homepage. This is done by connecting to the Product Service, then adding each product retrieved into a list. The web application then uses a for each loop to output each product on an ASP.NET label.
Login
Before users can check out, they must log in to the website. The username and password are checked using the CheckLogin method in the web application if the username and password combination is successful. A cookie gets set for one hour, this means the user stays logged in for one hour. Depending on if the combination is successful, an error or success message is also shown.
Logout
The logout page doesn’t work, the purpose of the page is to log the user out. Due to time constraints, the page could not be made functional.
Checkout
The checkout page is for when a user wants to purchase a product, customers can get to it by clicking the red purchase button on the homepage. 
Once the page is loaded, it checks if the user is logged in. If the user is not logged in it redirects them to the login page. If the user is logged in, then it displays the page. The checkout page uses GET inside the URL. It uses the ID of the product.
The web application connects to the product service and uses the GetProductInfo method, this is so it can find out the extra information about the product to be displayed to the user. 
After that, the extra information (title, image, etc.) is appended to ASP.NET labels on the web form. Depending on which radio button is pressed, the web application will multiply the final price of the product. The code doesn’t update the HTML. This is because JavaScript is needed to do this. Due to time constraints, it could not be done but the logic is there.
The user then presses the “Purchase” button to finalise the purchase, due to time constraints this page could not be completed. The idea was to send the data using POST and calculate the final cost, including postage and packaging.
4. Improvements
In this section of the report, improvements to the web application and WCF services will be mentioned. 
Encryption of Data
When sending data between the WCF service and web application, the data should be encrypted for security purposes. Especially sensitive data such as username and passwords. 
Using POST instead of GET
When possible, GET should not be used. This is because it allows users to tamper with the URL and guess things. GET is only used once in this web application, but it would be better if a POST was used instead.
Using MySQL Database
As the application is small, the data can be stored in a list. But if this was a real-world working example then a MySQL (or alternative) database would be needed.
Admin Panel
Due to time constraints, the administrative section of the web application was unable to be completed. If the system had an administrative panel then users and products could be edited, leaving less work for the developer making the system more flexible.
