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Task — 2500 words
for second assessment

1.Routing
From Lecturer:

1. Routing:
1.1.  Routing in Birmingham Network
Install Routingand Remote access Service and modify firewall rulesto allow ICMP
Traffic.
1.2. Routing in London Network
Configure persistent IP Forwarding and Routing

Whatis an Excellent work?
Configure RRAS in Windows, PersistentIP Forwardingand Routing in London with
Firewall Rules Customized for each required services in both Birmingham and

London.

Routing is one of the most important functions in enterprise networking,
as it allows different network segments to communicate with each other.
To set up routing between the Birmingham and London networks, I used both
Windows and Linux-based solutions. On the Birmingham side, I installed and
configured Routing and Remote Access Service (RRAS) on the Windows Server
(B-DC). RRAS lets the server act as a router by forwarding packets between its
network interfaces, [1] which was essential for connecting the internal
Birmingham network to the WAN.
I also modified the firewall rules to allow ICMP traffic, which is needed for tools
like ping to check connectivity between devices. [14]

e | mEXKEGE HE

5 Server Status

B n.oc Interface Type IP Address Incoming bytes Outgoing bytes Static Filters
- =
& Metwork Interfaces ESLonback Loopback Mot available = = Disabled
B Ports Eslntemal Internal Mot available - = Disabled
B Remote Access Clients || 5 Ethernet 2 Dedicated 10.0.0.1 - - Disabled
£ Remote Access Logging | | St Ethernet Nedicaterd nonn - = Disabled
~ E IPva Ethernet Properties ?
B General |
) Static Routes General | Muticast By
E DHCP Relay Agent = % These fiters control W Add IP Filter ? *®
H IGMP %' IP Interfac|  Fiter action:
% FiAT L | {:ﬁe.ra On. y W Source network
> B IPvE - : 192 . 168 . 100 . 10
= ¥ Enable IProutery ~ Diop sl packels i

I Enable router dist  Filters: Subnet mask: 255 . 255 . 255 . 255

| | Source Address |

v Destination network

IP address: 17216, 1 .1
Subnet mask: 255 . 255 . 255 . 255

. Protocal ICMP =
ICMP type: r—
Inbound Fiters. . ] | IEMP code: I—-

I” Enable fragmentz
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Without that, it would be very hard to tell whether routing was actually working.

On the London side, I enabled IP forwarding on the Debian server (L-CD),
which allows the Linux kernel to forward packets between interfaces, essentially
turning it into a router.[2] I also made sure the setting was persistent across
reboots by modifying the system configuration files.

C: \Users\Administrator>ipconfig /all
Windows IP Configuration

CLAVTMTABG
inel.acca
rid

from
from
f from

Approxin b i S milli-
Minimum oY Maximum = Ims, Awver

C:\Users\Administrator>

Using both RRAS and IP forwarding shows that Windows and Linux can
work together within the same network infrastructure. This kind of hybrid setup
is common in real enterprise environments. Having proper routing in place was
essential for making sure domain services, DHCP relay, and VPN connectivity
worked correctly in the later stages of the project.

2.Domain server
From lecturer:

2. Domain Server (Birmingham)
2.1. Create a forest named yourname.acca (For example: renuga.acca)
2.2. Create all appropriate A records for all servers on Birmingham and London
Network
2.3. Create a reverse lookup zone creating PTR records for all servers.

What is an Excellent work?

Configure DC with a secure password policy. Include A records for critical
infrastructure even if not explicitly listed, anticipating a realistic network setup and
Ensure zones are configured to handle future IP allocations within the subnets
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The Domain Controller is at the heart of any enterprise network, handling
authentication, authorisation, and directory services. For this project, I
configured the Birmingham server (B-DC) as a Domain Controller by installing
Active Directory Domain Services (AD DS) and setting up a new forest called
"cristinel.acca."

This gave me a centralised identity management system, making it easy
to manage all devices and users across the network from one place.
I also installed DNS and integrated it with Active Directory for name resolution.
DNS is what translates domain names into IP addresses so systems can
communicate. I created records for all the important servers in both the
Birmingham and London networks, so each server could be reached by hostname
rather than just an IP address, which makes things much easier to manage.

£ Active Directory Domains and Trusts =t m} x

File Action View Help

g | 5 E L= HBE
'-5—_3 Active Directory Domains and Trust|| Mame Type (Iraenens
73 cristinel.acca 3 cristinel.acca domainDMNS Active Directory Domains a..
Maore Actions 14

I also set up a reverse lookup zone to create PTR (Pointer) records, which allow
the system to resolve IP addresses back to hostnames. This is useful for
diagnostics, logging, and security auditing. Having both forward (A records) and
reverse (PTR records) DNS zones set up made for a solid and complete name
resolution system.

On top of that, the domain controller can enforce security policies like password
complexity requirements and account lockout rules, which is good practice.
Overall, combining AD DS with DNS gave me a reliable and scalable foundation
for managing users and network resources.[3]

2. DNS Manager

File Action View Help

e amE = HE 8§ E
2 QNS Name Type . Data Timestamp
v H WIN-MKC5AVTMTAG Bl_msdecs
~ Forward Lookup Zones j sites
_nr\sfics.cristinel.acca j_tcp
~ cristinel.acca >
_msdcs :‘Udp
b -__lDomainDnsZones
:tcp IForestDnsZones
| _udp E—l(same as parent folder) Host (A) 10.0.0.1 4/5/2026 3:00:00 PM
DomainDnsZones [ l(same as parent folder) Host (A) 172.16.1.1 4/1/2026 8:00:00 PM
| ForestDnsZones || [EE1B-DC Host (&) 172.16.1.1 static
Reverse Lookup Zones || [ ]cov Host (A) 172.16.1.1 static
Trust Points [ lciientB1 Host (A) 172.16.1.10 4/1/2026 9:00:00 PM
| Conditional Forwarders E—lrds Host (A) 172.16.1.1 static
Z WIN-MKCSAVTMTAG.cristine E—lwm-mkc_‘;avtmtaé Host (A) 172.16.1.1 static
E—Iwin-mkcsavtmtas Host (A) 10.0.0.1 static
E—l(same as parent folder) Name Server (NS) win-mkc5avtmtab.cristine... static
E—l(same as parent folder) Start of Authority (SOA) [36], win-mkc5avtmtab.cri... static
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3. Encrypted connection between Birmingham and London
From Lecturer:

3. Encrypted Connection between Birmingham and London
3.1. Configure Site-to-Site VPN to London Network.

Whatis an Excellent work?
Setting up a successful Persistentconnection between the two networks and using

strong encryption with IKE etc

A Site-to-Site VPN is a common solution in enterprise networks for
securing communication between two geographically separate sites over an

untrusted network like the internet. [6]
For this project, I planned to set up a Site-to-Site VPN to securely link the

Birmingham and London networks using encryption protocols such as Internet
Key Exchange (IKE).

The idea was to configure it through RRAS on the Windows Server, which
would create encrypted tunnels between the two sites and protect all data from
being intercepted. VPNs are especially important when traffic travels over public
networks where you can’t trust the medium.

E Routing and Remote Access
File Action View Help l}

iE Routing and Remote Access Network Interfaces
@ Server Status B5pm oy
A2 e
v [ B-DC (local) iy L nopbiack -

== = imemal 3
B Metwork Interfaces P 8 VPN CV Propesties X
B Remote Access Clients Gererdl Opters  Secuty  Memwsding
“;E' Ports Herl s o P acidress of destnateon s & mermaolt com o
3 Remote Access Logging 157540 Yor B 1234 111Y
5 1P [ . .
B IPvb

I ended up using routing instead to connect the two networks, but routing
on its own does not provide encryption, so it's less secure than a proper VPN.

Though the VPN , I understand secure network design and industry best
practices. In a real production environment, a Site-to-Site VPN would be needed
to keep communication between the two sites secure.
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4. Users
From Lecturer:

4. Users
4.1. Create user accounts for yourname.acca domain with all the parameters defined
in the users_list _updated.xlsx document. This document will be shared by your
lecturer. You must use first letter from first name with a dot and last name as SAM
Account Name.
Eg: First Name: Renuga Last Name: Jayakumar. = r.jayakumar.

What is an Excellent work?
Use PowerShell to bulk-create users from the Excel file, avoiding manual entry via
Active Directory Users and Computers (ADUC) for efficiency and correct naming

eSO VYentions are used

Managing user accounts is a key part of running an enterprise network,
since it controls who can authenticate and access resources within the domain.
[7] For this project, I created user accounts in the "cristinel.acca" domain using
Active Directory Users and Computers (ADUC). I followed a standard naming
convention where the first letter of the user’s first name is combined with their
surname (for example, k.tanusca). This keeps things consistent, makes
management easier, and matches what you’d see in a real organisation.

] Active Directory Users and Computers - O X
File Action View Help
¢ 2@ /0 XE =2 HE BRETTYTIR
] Active Directory Users and Com| Name Type Description ~
-y Sa_ve'd Kcsies &Administrator User Built-in account for ad... i

v 3 cristinel.acca &Ana Pipu i 1

] Builti

. CUI " " E)Cristinel Vanusca User b

omputers
- p_ E.»Guest User Built-in account for gue...
= | Domain Controllers & i

| ForeignSecurityPrincipal: Kosimin Santisca User

| Managed Service Accour &Mke Gogu User

| Users %Enterprise/\dmins Security Group... Designated administrato...

Having a consistent naming convention is really important in larger
organisations because it avoids duplicates and makes it easy for admins to
identify users. These accounts let users log in to any domain-joined machine and
access shared resources like files, apps, and services. Active Directory also gives
centralised control over permissions and policies, which improves both security
and efficiency.
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EN Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. A

PS C:\Users\Administrator> get-aduser

samaccountname

.tanusca
.Sanusca
.pipu
.gogu

PS C:\Users\Administrator>

User accounts can also be created in bulk using PowerShell scripts that
pull data from an Excel file.[8] This is much faster than adding each user
manually and significantly reduces the chance of making mistakes.

Setting up user accounts in Active Directory made sure that authentication
worked correctly, access was properly controlled, and the overall network
environment stayed organised and secure.

5. Domain membership
From Lecturer:

5. Domain Membership
5.1. Join L-CD, ClientS1, ClientL1 to the yourname.acca domain.

Whatis an Excellent work?
Successfully joining all the systems to the domain, integrating with AD ensuring
server authenticates users benchmarking industry best practices.

Joining machines to a domain is an essential part of enterprise network
management, as it enables centralised authentication and resource control
through Active Directory. In this project, I joined all the systems, including
ClientB1, L-CD, and ClientL1, to the "cristinel.acca" domain. This had already
been done in a previous piece of coursework, but I validated and tested it again
to make sure everything was fully integrated in the updated network
environment.
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Device specifications

Device name ClientB1
Full device name ClientB1.cristinel.acca
D e o N i e A\ W ol ad WA (el o Tl aVaWalal .

When a device is joined to a domain, it authenticates users through the
Domain Controller instead of using local accounts.[9] This centralisation
improves security, simplifies user management, and allows group policies to be
applied across all machines. For example, once a user account is set up in Active
Directory, that same account can be used to log in on any domain-joined
computer.

ClientB1, which runs Windows 10, was joined to the domain using the
standard system configuration settings, ensuring it could communicate properly
with the Domain Controller. I also configured the Linux-based systems, L-CD and
ClientL1, to work within the domain environment, allowing them to support
network-wide authentication and communication.

I verified the domain integration by running login tests and checking
network communication. This confirmed that authentication requests were being
handled correctly by the Domain Controller. Domain membership is what makes
higher-level services like file sharing, DNS resolution, and Remote Desktop work,
since they all rely on a single, unified identity management system.

6. DHCP Server
From Lecturer:

6. DHCP Server
6.1. Configure B-DC as DHCP Server. The range is X.X.X.10 — X.X.X.20 for each
network. Determine other DHCP options as per the infrastructure.
6.2. Configure L-CD as DHCP Relay Server.
6.3. Allthe Clients should receive IP Address automatically via DHCP Server

Whatis an Excellent work?
Successful allocation of IP Address from B-DC with Scope, Lease Duration,
security in force. Using appropriate Group Policy to enforce client DHCP Settings

is highly commended.

DHCP (Dynamic Host Configuration Protocol) automates the assignment of
IP addresses and other network settings to devices on a network. [11] For this
project, I set up the DHCP service on the Birmingham Domain Controller (B-DC)
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Server Manager * DHCP
% DHCP

File Action View Help

o< 25 6= HE *

@ DHCP Start IP Address End IP Address Description
3 - . e

Vv B b-decristinelacca §1172.16.1.10 172.16.1.20 Address range for distribution
[ v _b IPv4

[ v | Scope [172.16.1.0] B-cristinel
i i3 Address Pool
@ Address Leases
2| Reservations
Scope Options

| Policies

to centrally manage IP address allocation for both the Birmingham and London
networks.

I created a DHCP scope with a defined IP address range (for example,
172.16.1.10 to 172.16.1.20 for Birmingham), and I also configured scope
options like the subnet mask, default gateway, and DNS server so that clients
automatically get everything they need. This removes the need for manual IP
configuration and cuts down on admin work and potential mistakes.

To get DHCP working for the London network as well, I configured the
Debian server (L-CD) as a DHCP relay agent. Since DHCP uses broadcasts that
don’t cross network boundaries on their own, the relay agent picks up those
requests from London and forwards them to the DHCP server in Birmingham, so
London clients can still get their IP addresses from the central server.

e/clientl1® ip a
* ,LOKWER_UP> mtu 6 gdisc nogueue state UNKNOWN group default glen 1009

group default glen 1000

altname enx
inet

d_lft
root@ClientlLl1:/

I confirmed that DHCP was working by checking that client machines
automatically received valid IP addresses within the defined range and by
monitoring lease duration and address allocation. DHCP is a key part of any
enterprise network because it provides scalable, centralised IP management
without requiring manual configuration on every device.
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7. Test and troubleshoot
From Lecturer:

7. Test and Troubleshoot
7.1. Test the network for Connectivity.
Note that at this stage, the Birmingham and London networks are connected and

fully operational. If not, Troubleshoot.

Testing and troubleshooting are a necessary part of any network
implementation, as they confirm that everything is working as it should. I carried
out thorough testing to check connectivity between devices across both the
Birmingham and London networks. The main tool I used was the ping command,
which relies on ICMP to test whether one device can reach another over the
network. [14]

=

Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Version 10.0.17763.3650]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping 172.16.2.10

Pinging 172.16.2.10 with 32 bytes of data:
Reply from 172.16.2.10: bytes=32 time=1ms
Reply from 172.16.2.10: bytes=32 time=1ms
Reply from 172.16.2.10: bytes=32 time=1ms
Reply from 172.16.2.10: bytes=32 time=1ms

Ping statistics for 172.16.2.10:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

C:\Users\Administrator>ping 172.16.2.1

Pinging 172.16.2.1 with 32 bytes of data:
Reply from 172.16.2.1: bytes=32 time<ims
Reply from 172.16.2.1: bytes=32 time<ims
Reply from 172.16.2.1: bytes=32 time<lims
Reply from 172.16.2.1: bytes=32 time=1ms

Ping statistics for 172.16.2.1:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ©ms, Maximum = 1ms, Average = ©Oms

C:\Users\Administrator>_

I ran connectivity tests between all the machines, including the Domain
Controller, clients, and the Debian server. Getting successful ping responses
confirmed that routing was set up correctly and that both networks were talking
to each other. I also verified that DHCP was handing out IP addresses
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automatically within the correct scope, and I tested DNS by resolving hostnames
to confirm that name resolution was working.

During the setup, I ran into a few issues, such as incorrect network adapter
configurations and DNS resolution problems. I worked through these by checking
IP settings, reviewing routing configurations, making sure the correct DNS
server was assigned, and reviewing firewall settings to make sure ICMP was not
being blocked.[13]

Once testing was complete, I was confident that the network was fully
operational and that all the services, including routing, DHCP, and DNS, were
running correctly. Going through the troubleshooting process also helped me
understand the importance of being methodical when diagnosing network
problems.

8. Disk drive
From Lecturer:
8. Disk Drive
8.1. Mount second disk drive to E:\BirminghamFiles. Share and assign required
permissions. Only the Domain Users need to have full control permissions and

other network users have read only access.

Whatis an Excellent work?
The Drive shouldbe accessible in both the networks with appropriate permissions.

LWTSEr ATE e Tk AN e e
Wird o LWTSD Properties e

1
LUsErs ) = x 5 :
L General Sharing Security Previous VWersions Customize

Metwork: File and Folder Sharing

LWTSD
Shared

Metworke Path:
wwWB-dohuuwtsd

Share. ..

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

I 2 Advanced Sharing... I

L

Close Cance Sy

File

sharing is an important service in enterprise networks, as it gives users a shared
space to store and access files.[15] For this project, I configured a shared disk
on the Birmingham server, mounted as "D:\BirminghamFiles." This shared

N

-
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directory was intended to provide a central location for files that could be
accessed from both the Birmingham and London networks.

= E

i

ettt File Action View Help
Local Ser 5 o

L = mFl 48l

B Al 3erve : Active Directory Users and

i@l ADDS | Saved Queries

.ii DHCP ~ :-—:3 cristinel.acca

t{; | Builtin

em DNS | Computers

i"' File and & 2| Domain Controllers

5 | ForeignSecurityPrin

e 15 | Managed Service Ac

L npas | Users

ET-l Remote 4

Ana Pipu Properties

Member Cf
Remote control
Address

Diial-n Environment
Remate Desktop Services Profile
Account Profile

General Telephones

User prafile

T >

Sessions
COM+
Organization

Profie path: ||

Logon seript: |

Home folder

() Local path:

(®) Connect: T:  »| To: |'-L'~.B-dc:‘uwtsd

rad..

I gue

etratc

oup

oup

The plan was for Domain Users to have full control over the shared folder,
meaning they could create, edit, and delete files. Other users would only get
read-only access, so they couldn’t change or remove anything without the right
permissions. This follows the principle of least privilege, which is a standard
approach in enterprise environments to reduce security risks.
The overall design reflects a standard enterprise file-sharing setup using
Windows Server. In a full implementation, the shared folder would be configured
with NTFS permissions and proper network sharing settings to make it accessible
across both sites.[16]

LLLdl LIIsK L)

[
o= a—
Ty 38.2 GE free of 4.4 GE

~ Metwork locations (1)

uwtsd PNAB-dc) (Ts)
s

—
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9. 1IS server
From Lecturer:

9. IS Server
9.1. Create webs.yourname.acca website and enable windows internal authentication.

What is an Excellent work?
The site should be https://webs.yourname.acca with all the domain users

authenticated. All authenticated users should be presented a text “Welcome to

Birmingham Website”.

Internet Information Services (IIS) is Microsoft’s web server platform, used to
host websites and web applications on Windows Server.

I installed and configured IIS on the Birmingham Domain Controller (B-DC) to
host an internal website that domain users could access.

%

B [ coveristinelacca x ISR

& C A Notsecure | cev.cristinel.acca/

Welcome to Cristinel Website

I created a new website using the domain name "ccv.vanusca.acca," and set up
the DNS record to point the domain nhame to the server’s IP address so it could
be resolved properly across the network. Linking IIS with DNS like this is
important for making web services easy to use and scale in enterprise
environments.[4]

€ Internet Information Services (IIS) Manager

(€ B> B:DC > Sites|

File View Help
’Connecﬁons

e -z e gl Sites
d3 Start Page : — .
v -85 B-DC (CRISTINEL\administrat, | _" o ~ ¥ Go -\ ShowAll | Groupby: NoGrouping - |
J Application Pools | http://localhost/ ID Status Binding Path
v (8] Sites @ccv 2 Started (http)  ccv.cristinel.acca on 172.16.1.1:80 (http)  C:\inetpub\Webs
@cv [ ’
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The site was set up to display the message "Welcome to Cristinel Website," which
confirmed the web server was running correctly. I then tested it by accessing
the site from client machines within the network.

Setting up IIS showed how web services can be deployed within an enterprise
environment and integrated with DNS and Active Directory to manage access
securely.

10. Remote desktop services
From Lecturer:

10.Remote Desktop Services
10.1. Configure remote access for B-DC from any other machines in the network.

What is an Excellent work?

The Remote Desktop Services login page should be accessed via
hitps://rds.yourname.acca and necessary certificates are signed.

I implemented Remote Desktop Services (RDS) on the B-DC server to provide
centralised remote access to the network. RDS is a Microsoft technology that
lets users connect to remote systems over a network, so you can manage and
use resources without being physically at the server. This is really useful in
enterprise environments where remote management is needed.[19]

;ﬁ B-DC [Running] - Oracle VirtuaiBox = (]
File Machine view Input Drevices Help
= >
e |2 hitps://rds.cristinel.acca/RDWeb/Pages/en-US/loginaspuiRetuintil=/RDWeb ~ @ Certificate error € | | Searchi., B oS @
@ RD W_ebA-ccess x L |

E&ﬁ, Work Resources
>

**! RemoteApp and Desktop Connection

Domain\user name: |

Password: |

Security
Warning: By logging in to this web page, you confirm
that this computer complies with your organization's
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after 3 period
of inactivity. If your session ends, refresh your browser
and sign in again.

This webpage wants to run the following add-on: ‘Microsoft Remote Desktop Services Web Access Con.. from "Micresoft
Corporation’.
What's the risk?
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I installed the RDS roles, specifically the Remote Desktop Session Host and
Remote Desktop Web Access. The Web Access component was integrated with
IIS so users could access remote desktop through a browser. I also created a
DNS record to map the hosthname rds.cristinel.acca to the server’s IP address
(172.16.1.1), making it easier to connect without having to remember an IP
address.

, B3 https=//rds. cristinel.acca/RDWeb/Pages/en-US/Desktops, aspx ~ €3 Certificate error & Search... Bi=

| — v O K RESUUTCES
>*) Remotefpp and Desktop Connection

RemoteApp and Desktops Connect to a remote PC Help Sign out

Enter the name of the remote computer that you want to connect to, specify options, and then click Connect,

Connection options

Connect to: [B-DC Windows Security S

Remote desktop size: [Full screen

Enter your credentials

[ options << | [ Connect

These credentials will be used to connect to B-DC.

Select the devices and resaurces that you want to use in your rem | | narn |
[&] Printers Clipboard
[]Drives [1Supported Pl | Passwaord |
[Iserial ports

Domain:
Additional options

Remote computer sound: [Bring to this computer

oK Cancel

Apply keyboard shortcuts: [In Full screen mode only

Performance : |Detect connection quality auto

Windows Server- 2019 Microsoft

To improve security, I enforced HTTPS by applying a self-sighed SSL certificate.
This ensures that traffic between the client and server is encrypted, protecting
login credentials and session data. Even though it’s a self-signed certificate, it
still demonstrates secure communication principles within the network.
Authentication is handled through Active Directory, so domain users can log in
with their existing credentials. I tested the setup and confirmed that users could
access the RDS Web portal and successfully start a remote desktop session to
the B-DC server.[20]

Overall, this shows how remote access services can be securely set up and
integrated with DNS, IIS, and Active Directory in a virtual enterprise
environment.
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Conclusion

Building the enterprise network environment for the cristinel.acca domain gave
me the chance to put a lot of core networking and system administration
concepts into practice using a virtualised infrastructure. Over the course of the
project, I successfully configured and integrated several services, including
Active Directory Domain Services, DNS, DHCP, IIS, and Remote Desktop
Services. Each of these played an important role in building a functional and
scalable network that reflects how a real organisation’s infrastructure would be
set up. One of the main achievements was deploying the domain controller (B-
DC), which handled centralised authentication, user management, and policy
enforcement. DNS ensured reliable nhame resolution across the network, while
DHCP took care of automatic IP address allocation for client machines. Together,
these services formed the backbone of the network and supported everything
else I configured on top. Setting up IIS allowed me to host an internal web
service accessible through a domain-based hosthame, which showed me how
DNS and web technologies work together in practice. Configuring multiple
network interfaces (LAN and WAN) and using appropriate IP addressing schemes
also highlighted why network segmentation and proper routing matter in
enterprise environments. Troubleshooting tasks, like fixing DNS conflicts caused
by incorrect interface registration and resolving connectivity issues, taught me
the value of being systematic and paying attention to detail. Working on Remote
Desktop Services added another layer to the network by enabling remote access,
and it made me realise that installing a role is only half the job — proper
configuration is just as important. The project also showed me how dependent
services are on each other, especially how DNS and Active Directory underpin
higher-level services like RDS and IIS. Overall, this project gave me solid hands-
on experience in designing, configuring, and troubleshooting a virtual enterprise
network. It improved both my technical skills and my understanding of how
different network services work together. What I learned from this project is
directly relevant to real-world IT infrastructure and gives me a strong foundation
for further study and development in networking and system administration.
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