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ABSTRACT
This paper has been written with the scope to provide the reader a general idea of the web technologies and frameworks that can be utilised to develop a website.
In the following pages, the author explains the reasons behind his choices during the designing and coding phases of the required web application assigned in the Task 1 of the assignment and the way he developed and implemented the front-end and the back-end making use of the following technologies: HTML, CSS, JS, PHP.

[bookmark: _Toc30023756]INTRODUCTION
 As seen in the task description, it was required to develop a basic Student Management Website that could give the possibility to students and lecturers to login and interact with their data.
The main functionalities that the website should offer are related to the students enrolment process, their progression and the information regarding courses and modules by non-registered users.
Finally, the system should include appropriate security measures to protect the sensitive data of the users.
Since it was required a login system to allow the users to access their personal area, based on their access level and duties (Student / Administrator) a multilevel login system has been implemented to give privileges to the different type of users.
As introduced before, the data must be stored in a normalised Database and retrieved using a server-side programming language.
To accomplish this task, has been utilised the PHP.
PHP, that stands for Hypertext Pre-processor, is one of the most utilised scripting languages because is especially suited for the development of web applications and can be embedded into HTML.
Unlike other scripting languages like JavaScript, that are client-side, PHP is a server-side language.
This means that is executed on the server, that processes the php code and generates the final html page that will be shown to the client.
The client, that receive the elaborated page, can see the result of the script but cannot know what code generated that page.
This benefits the security of the system since, nobody, except the programmer know what lies under the rendered html page.

[bookmark: _Toc30023757]FRAMEWORKS
Defining technologies to use during the development it’s just the first step.
Once defined what languages to use, in fact, the need is to find a framework that facilitate the development process.
Frameworks are a collection of libraries the developer can use, to deliver more efficient and clean code without taking too much time.
To give an example of the potential of frameworks (Natalya Prokofyevaa, 2016), a piece of code that would require hours to be properly written, could be done in minutes with the use of the built-in functions that a framework can provide.
Since there is a wide range of frameworks to develop front-end and back-end applications, the author compared only the principal four that can be used to develop with PHP and the one utilised for the development of the front-end of the users dashboard on the required website in the assignment.

Following a list of the ones examinated for the backend:
· 
2

· Laravel
· Codeigniter
· Symfony
· Yii 2

And the one utilised for the frontend:
· Bootstrap 3


[bookmark: _Toc30023758]LARAVEL
Laravel is a famous opensource framework and it was firstly introduced in 2011.
It can handle difficult computation in less time than others and it can simplify the development of custom web apps helping the programmer to dial with Sessions, Authentication, caching and other functionalities that could be surely implemented.
One of the most important PROS of using Laravel is the fact that can be interfaced with AWS (Amazon Web Services) to develop scalable application.
[bookmark: _Toc30023759]CODE IGNITER
Codeigniter is another popular framework that has been kept simple and flexible to let the developer to customise and extend it whenever needed.
The key features of this framework are the fact that is really performant and can be learnt quickly.
And, since it makes use of the MVC architecture, or rather, the development is split in three logical components: Model, View and Controller, it permits to develop scalable apps.
[bookmark: _Toc30023760]SYMFONY
Symfony is yet another popular framework, but not only. Its launch dates back to 2005 and it include a set of php components as well as an application framework and a big community.
According to the website, it is downloaded more than 48000000 times every month.
It is really similar to Laravel and is utilised in projects like Drupal, Joomla, Magento and Prestashop.
[bookmark: _Toc30023761]YII 2
Yii 2 is a high-performance, object-oriented framework and is based, as well as other popular ones, on the MVC architectural pattern.
It is extensible and supports Relationals and NoSql databases.

The following table shows the characteristic that have been examined on the different Frameworks.



	
	Laravel
	Codeigniter
	Symfony
	Yii 2

	Latest version
	6.9.0
	3.1.11
	5.0.0
	2.0.30

	Extensible
	Yes
	Yes
	Yes
	Yes

	Requirements
	PHP >= 7.2.0
	PHP >= 7.2.0
	PHP >= 7.2.5
	PHP >= 5.4

	License
	MIT License
	MIT License
	MIT License
	BSD License

	Template Engine
	Blade
	PHP, Template Parser
	PHP, Twig
	Gii



[bookmark: _Toc30023762]BOOTSTRAP 3
As well as PHP frameworks, during the development of a website, is possible to make use of a front-end framework to implement the user interface in a faster way.
For this reason, the author decided to use Bootstrap.
Bootstrap is one of the most famous and opensource frameworks out there and is utilised to build responsive websites for desktop and mobile.
Since during the development of the required website, the author didn’t have the required knowledge and time to study and implement the use of these frameworks, only Bootstrap 3 has been utilised for the implementation of the users dashboard.
The reason behind the choice of Bootstrap is because it has a steep learning curve and can be integrated in the web pages simply adding some links to the core files that can be downloaded and added into the website folder.


[bookmark: _Toc30023763]THE WEBSITE
As explained in the introduction, the first task of the assignment requires the development of a student management website.
The following pages illustrates how the developer realised it and the way he implemented the required functionalities.
As visible in the first picture that shows the homepage of the UOC (University Of Corsano) website, is possible to notice that it has different pages that are available even if the user is not logged in.

[image: ]
[bookmark: _Toc30015972][bookmark: _Toc30023789]Figure 1. Homepage
Following the Nav bar, starting from the left side the user can see that there is a link to “Courses”.
It is a dropdown menu from where the user can choose which course want to get information from.
The second option is “Online Services”.
Through this link it is possible to login and access to the user dashboard.
Since one of the requirements was to implement a multilevel login, the input is processed by a file that check if the credentials are correct and the level assigned to the user during the enrolment process.
If the login is successful, a session is started and the variables $_SESSION['userID'] and $_SESSION['AccessLevel'] are assigned to have the persistency of the login during the time the user visits the website.
The author used Sessions instead of Cookies, because more simple to implement and more secure, since nothing is stored in the client machine but on the server side.
Passing to another important option, as visible in the following picture, the user can communicate with the administrator of the website, through a “Contact Us” section.
[image: ]
[bookmark: _Toc30023790]Figure 2. Contacts page




In the picture is also possible to see one of the security mechanisms implemented to don’t allow bots to flood the website with fake messages and request.
The “Enrolment” link on the menu, permits to students and lecturers to request the access to the website.
As visible in the next two pictures, even the students and lecturers enrolment pages, is protected by the captcha mechanism.








[image: ]
[bookmark: _Toc30023791]Figure 3. Students enrolment page
[image: ]
[bookmark: _Toc30023792]Figure 4. Lecturers enrolment page

Once a student or a lecturer completes the enrolment page with the correct data and captcha, a message that confirms that the enrolment has been processed correctly is visualised and an email containing the username and password is sent to his/her address.
The following picture shows the message the user visualises after the completion of the enrolment page.
[image: ]
[bookmark: _Toc30023793]Figure 5. Enrolment successful

In the following screenshot, instead, is represented the email that the user receives after visualising the message in the Figure 5.
[image: ]
[bookmark: _Toc30023794]Figure 6. First email

Once the user receives the credentials, it is possible for him/her to login and access to the website functionalities after that, the administrator, approves the account.
If an account has not been verified yet, once the user tries to login will face this message.
[image: ]
[bookmark: _Toc30023795]Figure 7. Account not verified

Once explored the part of the frontend related to the website is the time to pass to the one related to the real functionalities, but before, a brief explanation of the way the author implemented the Database.

[bookmark: _Toc30023764]ENTITY RELATIONSHIP DIAGRAM
The following picture represent the diagram on which the website functionalities are based on.
The author normalised the Database in order to make the system working properly.
[image: ]
[bookmark: _Toc30023796]Figure 8. Entity Relationship Diagram
As visible in the database representation, it contains a login table that contains, besides the username and password attributes, a Level one, that could be Student, Staff or Administrator based on the access level that a user has.
Since all the passwords are encrypted with the MD5 algorithm, the author considered appropriate to give to all the users inserted during the DB population, the same password that is: test123.
The administrator username is 191000001 while for the students and lecturers the usernames are:

· Student1: 180000001
· Lecturer1: 190100001

[bookmark: _Toc30023765]ADMIN DASHBOARD
As introduced before, a user must be approved by an admin to have the access to the website.
In order to do this, a system that allow the admin to have a quick view on the new users has been implemented by the author.

[image: ]
[bookmark: _Toc30023797]Figure 9. Admin Dashboard
The admin dashboard is really simple to use, since it has just the basic functionalities to allow to populate and manage the DB content.
As visible in the FIGURE 9, a list of new users allows to the admin to quickly check and approve or remove the new users just clicking on a button.
On the left side, a menu, allows to access the pages where the CRUD functionalities have been implemented for the various entities of the DB while on the central column is possible to see the main content of the web page.
The following page shows how the users section looks like.

[image: ]
[bookmark: _Toc30023798]Figure 10. Admin Dashboard - User Page

If the admin approves the user, this will receive another email that will confirm the possibility to login to the website.
In the following screenshot is possible to see the email that proof that the user is allowed to login.
[image: ]
[bookmark: _Toc30023799]Figure 11. Email 2

[bookmark: _Toc30023766]TESTING
In this section is possible to check some of the test case that the author used to ensure the proper functionalities of the website.
[bookmark: _Toc30023767]CASE 1
Purpose: Test the login function to ensure that a non-authorised user cannot access to the personal area of the other users.
[bookmark: _Toc30023768]INPUT
Wrong username and password
[image: ]
[bookmark: _Toc30023800]Figure 12. Case 1 input

[bookmark: _Toc30023769]OUTPUT
[image: ]
[bookmark: _Toc30023801]Figure 13. Case 1 output
The code at figure 12, checks that the username and password are correct, that the user account has been activated and the access level is related to his/her account.

[bookmark: _Toc30023770]CASE 2
Purpose: Test the .htaccess file that allows or deny the access to the various folders and files on the server.
[bookmark: _Toc30023771]INPUT
Forbidden location in the url bar.
[bookmark: _Toc30023772]OUTPUT
[image: ]
[bookmark: _Toc30023802]Figure 14. .htaccess permissions

[bookmark: _Toc30023773]CASE 3
Purpose: To test the validation rules that checks the user input before to process it on the server side.
[bookmark: _Toc30023774]INPUT
Wrong data in a form.
[bookmark: _Toc30023775]OUTPUT
[image: ]
[bookmark: _Toc30023803]Figure 15. Wrong input


[bookmark: _Toc30023776]EVALUATION
The University of Corsano website has multiple advantages in both user interface and database design. It is created according to the requirements of the assignment with the idea to be highly flexible and user oriented. The database design is simple and easy to implement.
The system overall has various security features implemented which makes it safe for storing sensitive data, such as user’s personal details, users’ credentials for logging into the system, administrator panel etc. In order to make the enrolling processes precise and scrupulous, multiple input validations are embedded as well.
The current assignment is a work in progress. It can be transformed into a fully functioning website by making some improvements, such as:
-	Increasing the accessibility of the website, by adding accessibility tools, such as a screen reader (mozilla.org, 2020).
-	Adding a website map.
-	Using JavaScript for implementing additional validations on the user’s input, thus increasing the security features as well.
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include *../connection.php’;|

session_start();

if ( isset( $_POST['username']) and isset( $_POST['psw’]) ) {

SencPsw - md5($_POST[ "psu’1);

$sql - "SELECT * FRON login WHERE Username
$loginContinue - false;

if($result - mysqli_query($link, $sql)){

i (mysqli_num_rows($result) > @){//if

while($row - mysqli_fetch_array($result)){

iF ($row[ Verified']

$loginContinue
$_SESSTON[ "userTD'] - $_POST[ "username’];
$_SESSTON[ "Accesslevel’] - $row[ Accesslevel’];

7 ($row[ "Accesslevel']
header("Refresh:

Yelse if($row[ Accesslevel’]

Your

*1°) {//if th
true;

unt is vel

cessle

*Student” ){

url

*Staff’){

header("Refresh:@; url-../../dashboard/staff_dashboard.php”);

Yelse{
header("Refresh: -/ /dashboard/admin_dashboard.php");
¥
Yelse{

echo "<h3 alig

session_unset();

center”>Access denied. Your account has not been

session_destroy();

header("Refresh

Free re:

5 url=../../index.php");

mysqli_free_result($result);

Jelse{

echo "<h3 align-"center”>Wrong username and/or password<br>You are being redirect to the Homepage<br><img src=

session_unset();

session_destroy();

header("Refresh:

5 url:

/. ./index.php");

. $_POST["username’] ."* AND Password = *". $encPsw ."

-/ /dashboard/student_dashboard. php™) ;

validated yet!<br>You are being redirect to the Homepage<br><img src=

-./../images/loading.gif"

./../images/loading.gif" align="center”></h3>";

align="center"></h3>";
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