To develop an effective information security strategy, it is essential to reference the leading information security frameworks and models. These frameworks, created by professional organizations based on industry best practices, provide systematic approaches for identifying risks, implementing controls, and meeting compliance requirements. This section provides an overview of three representative frameworks: the ISO/IEC 27001 standard, the NIST Cybersecurity Framework (CSF), and the ITIL framework, highlighting their structures and roles. 
Security Management System (ISMS):
ISO 27001 is a globally recognized international standard for information security, published by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). The purpose of this standard is to help organizations build, run, maintain, and improve an Information Security Management System (ISMS). It provides a structured way to protect digital assets like intellectual property, financial records, and employee information. ISO 27001 follows a risk-based approach, which means the organization must identify possible security risks, evaluate their likelihood and impact, and choose the right controls to reduce those risks. The standard’s Annex A includes 14 categories of security controls, such as: Information security policies, Asset management, Access control, Cryptography, Physical and environmental security, Operations security, Communication security, System acquisition and maintenance, Security incident management, Business continuity, Compliance. These areas help companies make sure no important information is left unprotected. ISO 27001 also requires leadership commitment and involvement from all employees, and it follows the PDCA cycle (Plan → Do → Check → Act) to support ongoing improvement. Using ISO 27001 can make it easier for a business to manage digital security and show customers or partners that they take security seriously. For example, getting ISO 27001 certified proves that the company has a strong security system in place, reduces the risk of data leaks, and helps meet legal requirements.
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Figure 1: ISO 27001 Information Security Management System (ISMS) Structure

NIST Cybersecurity Framework (CSF): The NIST CSF is built around five core functions: Identify, Protect, Detect, Respond, and Recover. These five functions represent the key pillars of a comprehensive cybersecurity defense strategy (see Figure 1). They cover all stages of the cybersecurity lifecycle—from identifying assets and risks, implementing protective measures, and detecting threats in time, to effectively responding to incidents and quickly recovering business operations. The NIST CSF further breaks down these functions into specific categories and subcategories, offering detailed implementation guidance. It also defines implementation tiers to help organizations assess their current cybersecurity maturity and develop improvement roadmaps. The framework is highly flexible and universal, making it suitable for organizations of all sizes and across all industries. It promotes a risk-based approach to enhance cybersecurity resilience. By using a common language, the CSF allows executives and stakeholders to describe the organization’s current cybersecurity posture and target goals, identify areas for improvement, and communicate risks both internally and externally. As a result, the CSF core now includes six functions: Identify, Protect, Detect, Respond, Recover, and Govern, reflecting the growing importance of governance in cybersecurity. The NIST CSF remains a powerful tool for organizations to continuously improve their cybersecurity programs. Its principles have also been widely referenced or adopted by many regulatory and compliance standards.
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Figure 2: NIST Cybersecurity Framework Core Functions Diagram
This diagram shows the six main functions of the NIST Cybersecurity Framework: Identify, Protect, Detect, Respond, Recover, and the newly added Govern. These top-level functions form the "backbone" of the framework. Each function is further divided into categories and controls to help organizations manage cybersecurity risks in a complete and structured way.
ITIL (Information Technology Infrastructure Library):
ITIL is not a dedicated information security framework, but as the most widely adopted best practice framework in the field of IT Service Management (ITSM), it includes information security management practices that offer valuable guidance for organizational security governance. ITIL defines 34 management practices, categorized into general management, service management, and technical management. Among them, the Information Security Management practice aims to ensure the confidentiality, integrity, and availability (CIA) of information required by the business. It does this by identifying and managing security risks, and implementing appropriate controls to maintain these key attributes. ITIL emphasizes aligning IT services with business strategies and focuses on improving service quality through process-driven management. Its core philosophy is to build an integrated and collaborative service delivery process, using Service Level Agreements (SLAs) to ensure service quality. For example, in the ITIL framework, security management processes are embedded within both the service design and service operation stages. This ensures that the required security levels for services are planned, implemented, monitored, and maintained throughout the lifecycle. ITIL also promotes Continual Improvement, which involves regularly measuring and optimizing IT service performance. This makes ITIL highly adaptable to the varying needs of different organizations. In summary, ITIL offers a methodology for integrating information security into broader IT governance and service management. By institutionalizing processes such as change management, incident management, and asset management, organizations can implement security policies in a structured way—meeting business needs while minimizing security risks. In practice, ITIL is often used in conjunction with ISO/IEC 27001:ISO 27001 provides the framework for “doing the right things” (control objectives), while ITIL provides the tools and processes for “doing things right.
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