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[bookmark: limitations]1.Limitations of IPv4
IPv4 has been a proven address routing protocol and has been in use for decades. It became designed within the early 80's and did not change a whole lot after that, however the wishes of the Internet were quite limited. IPv4 is 32 bits long and gives 2^32 addresses /about 4,294,967,296 addresses/. This address space turned into more than enough for that time.

The Internet is expanding in many instances and the IPv4-enabled cope with space is going for walks low. There is a need to have a protocol that meets the wishes of future Internet addresses, which is growing rapidly with the development of recent technology and the use of multiple devices requiring an IP deal with.

IPv4 cannot provide a safety feature. It is vital to encrypt the information with another protection application before it is despatched to the Internet.

IPv4 has numerous bits reserved for service kind or provider quality, however they do not offer a whole lot functionality.

IPv4 configurations can be configured manually or by using any address configuration mechanism, however there may be no device configuration mechanism that has a globally unique IP deal with.

IPv6 is a new cope with protocol designed to cover all feasible necessities of the destiny Internet. This protocol works in community layer three in addition to IPv4. IPv6 offers a big quantity of logical cope with space, this protocol has many functions that address the hazards of IPv4.


[bookmark: features]2. Features of IPv6

Larger address space
Unlike IPv4, IPv6 is 128 bits long and offers 2 ^ 128 different addresses (about 3.4 × 10 ^ 38 addresses).
[bookmark: limit]
	 Simplified Header
IPv6’s header has been simplified by way of moving all unnecessary data and options to the give up of the IPv6 header. IPv6 header is only twice as larger than IPv4 furnished the truth that IPv6 address is 4 instances longer.	
End-to-end Connectivity

Every system has unique IP address and may traverse through the Internet without using NAT or other translating components. After Every host can directly attain different hosts on the Internet.
Auto-configuration

IPv6 supports both native and automatic state configuration of its host devices. The absence of a DHCP server does not interfere with segment communication.

Faster forwarding / routing

The simplified title puts all the unnecessary information at the end of the title. The information contained in the first part of the header is adequate to allow the router to make a quick routing decision.

IPSec
IPv6 has an IPSec security feature available.
No Broadcast
IPv6 does no longer have any broadcast assist any more. It makes use of multicast to speak with more than one hosts.
Anycast Support

IPv6 has introduced Anycast mode of packet routing. In this mode, more than one interfaces over the Internet are assigned same Anycast IP address. Routers, whilst routing, send the packet to the closest destination.
Mobility
This feature permits hosts, such as cell telephone to roam around in extraordinary geographical vicinity and stay related with the same IP address. The mobility characteristic of IPv6 takes benefit of auto IP configuration and Extension headers.


Enhanced Priority Support

To make sure IPv4 exceptional of service, it makes use of 6 DSCP bits and a couple of ECN bits, however can best be used if end gadgets help it while the usage of IPv6 the Traffic magnificence and Flow tag are used to inform the principle routers how to correctly method the packet and to direction it.

Smooth transition

A massive IPv6 IP deal with scheme enables the allocation of gadgets with globally precise IP addresses. This mechanism saves IP and NAT isn't required. This permits gadgets to ship and receive records to every other.
Тhe header is less loaded, so routers can make forwarding decisions and forward them as soon as they arrive.

Extensibility

In the header it is possible to add more information to the option part as the options in can be as large as the size of the IPv6 packet itself.

[bookmark: address]3.Addressing Modes

Unicast
In unicast mode of addressing, an IPv6 interface (host) is uniquely identified in a community segment. The IPv6 packet includes both source and vacation spot IP addresses. A host interface is equipped with an IP cope with which is precise in that network segment. When a network switch or a router gets a unicast IP packet, destined to a unmarried host, it sends out one in every of its outgoing interface which connects to that unique host.


[image: https://www.tutorialspoint.com/ipv6/images/unicast.jpg]
Multicast
The IPv6 multicast mode is identical as that of IPv4. The packet destined to a couple of hosts is sent on a special multicast address. All the hosts interested by that multicast information, want to enroll in that multicast group first. All the interfaces that joined the group acquire the multicast packet and technique it, whilst other hosts not inquisitive about multicast packets forget about the multicast information.[image: https://www.tutorialspoint.com/ipv6/images/multicast.jpg]
Anycast
IPv6 has brought a new kind of addressing, which is known as Anycast addressing. In this addressing mode, a couple of interfaces (hosts) are assigned equal Anycast IP address. When a host desires to talk with a host prepared with an Anycast IP address, it sends a Unicast message. With the assist of complex routing mechanism, that Unicast message is brought to the host closest to the Sender in phrases of Routing cost.
[image: https://www.tutorialspoint.com/ipv6/images/anycast.jpg]


[bookmark: ipv]4. IPv6 - Address Types & Formats


	Address Structure

“An IPv6 address is made of 128 bits divided into eight 16-bits blocks. Each block is then converted into 4-digit Hexadecimal numbers separated by colon symbols.
For example, given below is a 128 bit IPv6 address represented in binary format and divided into eight 16-bits blocks:
0010000000000001 0000000000000000 0011001000111000 1101111111100001 0000000001100011 0000000000000000 0000000000000000 1111111011111011
Each block is then converted into Hexadecimal and separated by ‘:’ symbol:
2001:0000:3238:DFE1:0063:0000:0000:FEFB
Even after converting into Hexadecimal format, IPv6 address remains long. IPv6 provides some rules to shorten the address:
· Discard leading Zero
· If two of more blocks contain consecutive zeroes, omit them all and replace with double colon sign :: ”[1]
Example:
2001:0000:3238:DFE1:63:0000:0000:FEFB
2001:0000:3238:DFE1:63::FEFB
2001:0:3238:DFE1:63::FEFB

Interface ID
IPv6 has 3 different varieties of Unicast Address scheme. The second half of the address (closing 64 bits) is constantly used for Interface ID. The MAC cope with of a gadget is composed of 48-bits and represented in Hexadecimal. MAC addresses are considered to be uniquely assigned worldwide. Interface ID takes gain of this area of expertise of MAC addresses. A host can auto-configure its Interface ID by using IEEE’s Extended Unique Identifier (EUI-64) format. First, a number divides its personal MAC address into 24-bits halves. Then 16-bit Hex price 0xFFFE is sandwiched into the ones two halves of MAC deal with, resulting in EUI-64 Interface ID.

[image: https://www.tutorialspoint.com/ipv6/images/interface_id.jpg]
[Image: EUI-64 Interface ID]


Conversion of EUI-64 ID into IPv6 Interface Identifier
To convert EUI-64 ID into IPv6 Interface Identifier, the most significant 7th bit of EUI-64 ID is complemented. For example:
[image: https://www.tutorialspoint.com/ipv6/images/eui_to_ipv6_id.png]
[Image: IPV6 Interface ID]

Global Unicast Address
“This address type is equivalent to IPv4’s public address. Global Unicast addresses in IPv6 are globally identifiable and uniquely addressable.” [1]
[image: https://www.tutorialspoint.com/ipv6/images/global_unicast_address.jpg]

[Image: Global Unicast Address]
“Global Routing Prefix: The most significant 48-bits are designated as Global Routing Prefix which is assigned to specific autonomous system. The three most significant bits of Global Routing Prefix is always set to 001.” [1]

Link-Local Address
“Auto-configured IPv6 address is known as Link-Local address. This address always starts with FE80. The first 16 bits of link-local address is always set to 1111 1110 1000 0000 (FE80). The next 48-bits are set to 0, thus:” [1]
[image: https://www.tutorialspoint.com/ipv6/images/link_local_address.jpg][Image: Link-Local Address]
“Link-local addresses are used for communication among IPv6 hosts on a link (broadcast segment) only. These addresses are not routable, so a Router never forwards these addresses outside the link.” [1]

Unique-Local Address
“This type of IPv6 address is globally unique, but it should be used in local communication. The second half of this address contain Interface ID and the first half is divided among Prefix, Local Bit, Global ID and Subnet ID.” [1]
[image: https://www.tutorialspoint.com/ipv6/images/unique_local_address.jpg][Image: Unique-Local Address]
“Prefix is always set to 1111 110. L bit, is set to 1 if the address is locally assigned. So far, the meaning of L bit to 0 is not defined. Therefore, Unique Local IPv6 address always starts with ‘FD’.” [1]

[bookmark: scope]5. Scope of IPv6 Unicast Addresses

[image: https://www.tutorialspoint.com/ipv6/images/address_scope.jpg]
[Image: IPv6 Unicast Address Scope]
The scope of Link-local cope with is constrained to the segment. Unique Local Address are locally global, but aren't routed over the Internet, limiting their scope to an organization’s boundary. Global Unicast addresses are globally specific and recognizable. They shall make the essence of Internet v2 addressing

Part 2
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1. The Plan

[image: ]
Figure1

As shown in Figure 1, there are 5 LANs designed. For each subnet range I will assign a range of IP addresses.
Printers and servers will be assigned static addresses.
Staff and users  receive IP addresses from a DHCP server using / 24 subnets.
The first host address in the subnet is assignet to the router interface.
Hosts on each subnet will use the address of the router interface as the default gateway address.
According the plan in figure 1,we need 9 subnets.

IP adress,assignet for Router A is 172.16.0.0

	9 subnets needed
	
	
	

	2*2*2*2
	
	
	
	
	

	We have to borrow 4 bits to create 16 subnets

	
	
	
	
	
	
	
	

	Class B mask
	255.255.0.0
	

	new mask
	
	255.255.240.0



	1
	1
	1
	1
	1
	1
	1
	1
	
	1
	1
	1
	1
	1
	1
	1
	1
	
	
	0
	0
	0
	0
	0
	0
	0
	0
	
	0
	0
	0
	0
	0
	0
	0
	0

	1
	1
	1
	1
	1
	1
	1
	1
	
	1
	1
	1
	1
	1
	1
	1
	1
	
	
	1
	1
	1
	1
	0
	0
	0
	0
	
	0
	0
	0
	0
	0
	0
	0
	0




The four bits added to network part can have sixteen possible values in third octet

	0
	0
	0
	0

	0
	0
	0
	1

	0
	0
	1
	0

	0
	0
	1
	1

	0
	1
	0
	0

	0
	1
	0
	1

	0
	1
	1
	0

	0
	1
	1
	1

	1
	0
	0
	0

	1
	0
	0
	1

	1
	0
	1
	0

	1
	0
	1
	1

	1
	1
	0
	0

	1
	1
	0
	1

	1
	1
	1
	0

	1
	1
	1
	1




The number of hosts after borrowing 4 bits for the subnet is 2^12 = 4096-2=4094 hosts per subnet
Number of host addresses  in the largest subnet group is 419 , So we have enough host addresses for the future growing up.







[bookmark: _GoBack]Calculating the network,the first and the last host and broadcast



	

	Network Add
	 
	1
	0
	1
	0
	1
	1
	0
	0
	 
	0
	0
	0
	1
	0
	0
	0
	0
	 
	0
	0
	0
	1
	0
	0
	0
	0
	 
	0
	0
	0
	0
	0
	0
	0
	0
	 
	172.16.16.0
	

	New mask
	 
	1
	1
	1
	1
	1
	1
	1
	1
	 
	1
	1
	1
	1
	1
	1
	1
	1
	 
	1
	1
	1
	1
	0
	0
	0
	0
	 
	0
	0
	0
	0
	0
	0
	0
	0
	 
	255.255.240.0
	

	First IP Add
	 
	1
	0
	1
	0
	1
	1
	0
	0
	 
	0
	0
	0
	1
	0
	0
	0
	0
	 
	0
	0
	0
	1
	0
	0
	0
	0
	 
	0
	0
	0
	0
	0
	0
	0
	1
	 
	172.16.16.1
	

	Last IP Add
	 
	1
	0
	1
	0
	1
	1
	0
	0
	 
	0
	0
	0
	1
	0
	0
	0
	0
	 
	0
	0
	0
	1
	1
	1
	1
	1
	 
	1
	1
	1
	1
	1
	1
	1
	0
	 
	172.16.31.254
	

	Broadcast Add
	 
	1
	0
	1
	0
	1
	1
	0
	0
	 
	0
	0
	0
	1
	0
	0
	0
	0
	 
	0
	0
	0
	1
	1
	1
	1
	1
	 
	1
	1
	1
	1
	1
	1
	1
	1
	 
	172.16.31.255
	














Address range for subnets is shown in Figure 2
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	


	Router A to Router B
	Network Address
	10101100.00010000.00000000.00000000
	172.16.0.0

	 
	First IP Address
	10101100.00010000.00000000.00000001
	172.16.0.1

	 
	Last IP Address
	10101100.00010000.00001111.11111110
	172.16.15.254

	 
	Broadcast Address
	10101100.00010000.00001111.11111111
	172.16.15.255

	
	
	
	

	Router E to LAN 3
	Network Address
	10101100.00010000.00010000.00000000
	172.16.16.0

	
	First IP Address
	10101100.00010000.00010000.00000001
	172.16.16.1

	419 hosts
	Last IP Address
	10101100.00010000.00011111.11111110
	172.16.31.254

	 
	Broadcast Address
	10101100.00010000.00011111.11111111
	172.16.31.255

	
	
	
	

	Router D to LAN 2
	Network Address
	10101100.00010000.00100000.00000000
	172.16.32.0

	 
	First IP Address
	10101100.00010000.00100000.00000001
	172.16.32.01

	388 hosts
	Last IP Address
	10101100.00010000.00101111.11111110
	172.16.47.254

	 
	Broadcast Address
	10101100.00010000.00101111.11111111
	172.16.47.255

	
	
	
	

	Router C  to LAN 1
	Network Address
	10101100.00010000.00110000.00000000
	172.16.48.0

	
	First IP Address
	10101100.00010000.00110000.00000001
	172.16.48.1

	258 hosts
	Last IP Address
	10101100.00010000.00111111.11111110
	172.16.63.254

	 
	Broadcast Address
	10101100.00010000.00111111.11111111
	172.16.63.255

	
	
	
	

	Router B to LAN 4
	Network Address
	10101100.00010000.01000000.00000000
	172.16.64.0

	 
	First IP Address
	10101100.00010000.01000000.00000001
	172.16.64.1

	250 hosts
	Last IP Address
	10101100.00010000.01001111.11111110
	172.16.79.254

	 
	Broadcast Address
	10101100.00010000.01001111.11111110
	172.16.79.255

	
	
	
	

	Router B to LAN 5
	Network Address
	10101100.00010000.01010000.00000000
	172.16.80.0

	
	First IP Address
	10101100.00010000.01010000.00000001
	172.16.80.1

	28 hosts
	Last IP Address
	10101100.00010000.01011111.11111110
	172.16.95.254

	 
	Broadcast Address
	10101100.00010000.01011111.11111111
	172.16.95.255

	
	
	
	

	Router B to Router C
	Network Address
	10101100.00010000.01100000.00000000
	172.16.96.0

	 
	First IP Address
	10101100.00010000.01100000.00000001
	172.16.96.1

	 
	Last IP Address
	10101100.00010000.01101111.11111110
	172.16.111.254

	 
	Broadcast Address
	10101100.00010000.01101111.11111110
	172.16.111.255

	
	
	
	

	Router B to Router D
	Network Address
	10101100.00010000.01110000.00000000
	172.16.112.0

	 
	First IP Address
	10101100.00010000.01110000.00000001
	172.16.112.1

	 
	Last IP Address
	10101100.00010000.01111111.11111110
	172.16.127.254

	 
	Broadcast Address
	10101100.00010000.01111111.11111111
	172.16.127.255

	
	
	
	

	Router B to Router E
	Network Address
	10101100.00010000.10000000.00000000
	172.16.128.0

	 
	First IP Address
	10101100.00010000.10000000.00000001
	172.16.128.1

	 
	Last IP Address
	10101100.00010000.10001111.11111110
	172.16.143.254

	 
	Broadcast Address
	10101100.00010000.10001111.11111111
	172.16.143.255



Figure 2



2.IMPLEMENTATION

	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast add
	Subnet mask

	 School of Applied Computing
	 
	 
	 
	 

	lab 301/60 hosts
	172.16.16.0
	172.16.16.2
	172.16.16.62
	172.16.31.255
	255.255.240.0

	lab 302/30 hosts
	172.16.16.0
	172.16.16.63
	172.16.16.92
	172.16.31.255
	255.255.240.0

	lab 303/36 hosts
	172.16.16.0
	172.16.16.93
	172.16.16.128
	172.16.31.255
	255.255.240.0

	lab 304/45 hosts
	172.16.16.0
	172.16.16.129
	172.16.16.173
	172.16.31.255
	255.255.240.0

	lab 306/40 hosts
	172.16.16.0
	172.16.16.174
	172.16.16.213
	172.16.31.255
	255.255.240.0

	lab 308/140 hosts
	172.16.16.0
	172.16.16.214
	172.16.17.98
	172.16.31.255
	255.255.240.0

	lab 309/50 hosts
	172.16.16.0
	172.16.17.99
	172.16.17.148
	172.16.31.255
	255.255.240.0

	lab 310/18 hosts
	172.16.16.0
	172.16.17.149
	172.16.17.166
	172.16.31.255
	255.255.240.0

	 School of Engineering
	
	
	
	

	lab 201/20 hosts
	172.16.32.0
	172.16.32.02
	172.16.32.22
	172.16.47.255
	255.255.240.0

	lab 202/80 hosts
	172.16.32.0
	172.16.32.23
	172.16.32.102
	172.16.47.255
	255.255.240.0

	lab 203/65 hosts
	172.16.32.0
	172.16.32.103
	172.16.32.167
	172.16.47.255
	255.255.240.0

	lab 205/25 hosts
	172.16.32.0
	172.16.32.168
	172.16.32.192
	172.16.47.255
	255.255.240.0

	lab 404/45 hosts
	172.16.32.0
	172.16.32.193
	172.16.32.237
	172.16.47.255
	255.255.240.0

	lab 408/28 hosts
	172.16.32.0
	172.16.32.238
	172.16.33.10
	172.16.47.255
	255.255.240.0

	lab 409/80 hosts
	172.16.32.0
	172.16.33.11
	172.16.33.90
	172.16.47.255
	255.255.240.0

	lab 410/45 hosts
	172.16.32.0
	172.16.33.91
	172.16.33.135
	172.16.47.255
	255.255.240.0

	School of Automotive Engineering
	
	
	
	

	lab 101/40 hosts
	172.16.48.0
	172.16.48.2
	172.16.48.42
	172.16.63.255
	255.255.240.0

	lab 102/25 hosts
	172.16.48.0
	172.16.48.43
	172.16.48.67
	172.16.63.255
	255.255.240.0

	lab 103/35 hosts
	172.16.48.0
	172.16.48.68
	172.16.48.102
	172.16.63.255
	255.255.240.0

	lab 205/40 hosts
	172.16.48.0
	172.16.48.103
	172.16.48.142
	172.16.63.255
	255.255.240.0

	lab 206/48 hosts
	172.16.48.0
	172.16.48.143
	172.16.48.190
	172.16.63.255
	255.255.240.0

	CAD/20 hosts
	172.16.48.0
	172.16.48.191
	172.16.48.210
	172.16.63.255
	255.255.240.0

	lab 301/50 hosts
	172.16.48.0
	172.16.48.211
	172.16.49.5
	172.16.63.255
	255.255.240.0

	An Open Access lab 
	
	
	
	
	

	PC/245 hosts
	172.16.64.0
	172.16.64.2
	172.16.64.247
	172.16.79.255
	255.255.240.0

	printers/5 hosts
	172.16.64.0
	172.16.64.248
	172.16.64.252
	172.16.79.255
	255.255.240.0

	Test centre
	
	
	
	
	

	PC/20 hosts
	172.16.80.0
	172.16.80.2
	172.16.80.22
	172.16.95.255
	255.255.240.0

	IP phone/1 host
	172.16.80.0
	172.16.80.23
	 
	172.16.95.255
	255.255.240.0

	printers/1 host
	172.16.80.0
	172.16.80.24
	 
	172.16.95.255
	255.255.240.0

	servers/6 hosts
	172.16.80.0
	172.16.80.25
	172.16.80.30
	172.16.95.255
	255.255.240.0




Converting  IPv4 adresses of the servers to IPv6

172.16.80.25 DNS server 
	1
	0
	1
	0
	1
	1
	0
	0
	
	0
	0
	0
	1
	0
	0
	0
	0
	
	0
	1
	0
	1
	0
	0
	0
	0
	
	0
	0
	0
	1
	1
	0
	0
	1

	A
	
	
	
	C
	
	
	
	
	1
	
	
	
	0
	
	
	
	
	5
	
	
	
	0
	
	
	
	
	1
	
	
	
	9
	
	
	



0000:0000:0000:0000:0000:ffff:ac10:5019

	first 32 bits: fixed prefix 
	
	
	
	
	
	
	
	

	second 32 bits:IPv4 address of the server

	next 16 bits:deterrminig the kind of NAT

	next 16 bits:UDP port
	
	
	
	
	
	
	
	
	

	last 32 bits:IP address of the client
	
	
	



	servers
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	DNS
	172.16.80.25
	
	
	0:0:0:0:0:ffff:ac10:5019

	Email
	172.16.80.26
	
	
	0:0:0:0:0:ffff:ac10:501a

	Finance
	172.16.80.27
	
	
	0:0:0:0:0:ffff:ac10:501b

	Registry
	172.16.80.28
	
	
	0:0:0:0:0:ffff:ac10:501c

	File
	172.16.80.29
	
	
	0:0:0:0:0:ffff:ac10:501d

	Print
	172.16.80.30
	
	
	0:0:0:0:0:ffff:ac10:501e
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