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ABSTRACT/SYNPOSIS 

Throughout this report, a detailed description of a personal understanding of Network Scanners will be provided within the report. The purpose of the research was to show readers information about different Network vulnerability scanners, and why it is so beneficial and important to them. The report will start with a simple introduction to the entire report, followed by the structure to the report. The aims and objectives were used to keep the project on track to get to the final stage. 

The research was carried out by investigating different scanning types, and tools. This is shown in the literature review. Conducting further research onto different topics that would like to the topic was also provided. Different types of scanning techniques, and approaches was researched along the way of the project. Multiple of tables were provided to show further information of the spoken topic. Further research about how the research will be carried out is displayed in the methodology chapter. Here the spoken philosophy was suggested, along with a table of the research process.

The next stage is the start of the experiment. An implementation was shown with a step-by-step guide to installing Kali Linux and Nessus, by using the Firefox on Kali and the terminal. The following stages was the main experiment. This is where the report will provide screenshots on how the experiment went, with a screenshot of the full report of the scan.
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[bookmark: _Toc371255527][bookmark: _Toc101965020]Chapter 1 – introduction 


1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc371255528][bookmark: _Toc101965021]Introduction

With the evolution of technology today, it is very important to keep Network Scanners Up to date to keep a network threat free, and more secure. Without these, we would be attacked without knowing. Unauthorised users will be on the rise on accessing peoples accounts, causing identity thefts, fraud, blackmailing etc. Which would come under the Computer Misuse Act. After doing a little background research, I have found other information, and ways I can do to design and develop my very own Network Scanner Prototype. After taking a deep dive into my research, I have noted that a network scanner would need to follow an algorithm in order for it to work. Not only that, but I have researched different types of scanners that would be appropriate for this project, how other individuals were able to produce one, and what kind of networks can be used. In this chapter, I will be providing my aims and objectives that will help me know what my main focus is while doing this project.
    
1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc371255529][bookmark: _Toc101965022]Aim
The main aim is to show an understanding of Network scanners, and penetration testing in this report. I will conduct different research for this report to provide the reader additional information for different relations to this project. I will then use a scanner to perform a scan to see the results.

1.3 [bookmark: _Toc266447526][bookmark: _Toc371255530][bookmark: _Toc101965023]Objectives
The objectives are to:
· Establish an understanding of a Network Scanner, and how it is used.
· Evaluate what measures will be put in place to ensure that the device will always be accurate.
· Provide a critical literature review of a network security scanner.
· To provide information of my understanding about this topic
· Evaluate the safety measures of the application.
· Use a scanner to discover weaknesses within the network

1.4 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc371255531][bookmark: _Toc101965024]Structure Of The Project
After reviewing the criteria of the project, I found that the project is split into 5 parts. The first part of the project was the academic side of the project. This section was to research background information for my project, however I would consider this section done, as it has now made a foundation for me to start my work on. The second part of the project is to create a presentation about my literature reviews on the project. The main part of the project is to provide a full report on the research. 
This is where I would show every information I have discovered and present them as a report format. The fourth section will be the final presentation. Finally, last part of the project is to gather information such as questionnaires and a poster.

This report is made up of 9 different chapters. These are the chapters;

· Chapter one provides an overview of the report.  Its specifics the aims and objectives that can help be achieve success into this project.
· Chapter two concentrates on the literature review of the project. It will provide many journal papers to show how the project can be completed.
· Chapter three details the research approach and design, and how they would justify with the aims and objectives.
· Chapter four reviews the problems that I would encounter in the project. It would implement the project and how it would solve problems uncounted.
· Chapter five is the chapter when we would need to test our application and provide evaluation for it.
· [bookmark: _Toc121041584][bookmark: _Toc202288061]Chapter six focuses upon the conclusions and recommendation on future projects.
· Chapter seven would be the discussion of the project outcome. I would be reflecting back to the aims and objectives to see if I have hit my goals.
· Chapter eight would be the page where I would put my references.
· Chapter nine would be the page where I would put my bibliography.




[bookmark: _Toc266447540][bookmark: _Toc371255532][bookmark: _Toc266447528][bookmark: _Toc101965025] Chapter 2 - RESEARCH & REVIEW OF LITERATURE

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc90053480][bookmark: _Toc90053651][bookmark: _Toc95214748][bookmark: _Toc100580270][bookmark: _Toc100580326][bookmark: _Toc100580465][bookmark: _Toc100658558][bookmark: _Toc202288068][bookmark: _Toc266447541][bookmark: _Toc101911314][bookmark: _Toc101962520][bookmark: _Toc101963060][bookmark: _Toc101965026]
2.1 [bookmark: _Toc371255534][bookmark: _Toc101965027] Introduction
Throughout this chapter, research will take place to provide information about the importance of network scanners. The project may contain additional information such as different types on network scanners, the uses for them, possible attacks/threats etc. In addition to this, a statement of the infrastructure, and countermeasures will be included.

2.1.1 [bookmark: _Toc101965028]What is a Vulnerability Scanner? 
A vulnerability scanner measures security vulnerabilities in devices and throughout a network.computers. It may scan to identify unethical uses to exploit cyber criminals. The scanner would perform a scan and search automatically. Those with infrastructure that are known to have weaknesses and misconfiguration are tend to be the ones to be scanned the most. The following report that it provides will display at the security issues that need to be amended. This is essential for many users and businesses. A vulnerability scanner would identify vulnerable issues. It would pick up red flags such as bugs configuration, network flaws, and analyses criminal activities. [1]
  
2.1.2 [bookmark: _Hlk94102853][bookmark: _Toc101965029]how does Network penetration work?
When it comes to penetration testing a network, the user must understand that they will need to plan before proceeding with their test. If no preparation was undertaken, then they may find themselves stuck in the middle of testing, with no knowledge on how the network operates. The users who will proceed with this will have to have a basic understanding of network penetration. They will need to revise on the network specifications, and different documents for the network. After planning for the test, they will propose different testing strategies for the penetration in the network. Users, or professionals, will have to gather information within the network interface. They will gather information such as;

	· Network Interface 
	· User Interface

	· APIs
	· Criminal Activities



During a Network penetration test, users will always add extra information to a note pad, or notes on the PC. These notes would include any findings the users have made. They can note down any error messages. These alerts might flag up malicious communications between one and another. In addition to this, users may need to consider what kind of threats would happen in the network. They will look over the history of attacks that occurred before the testing. This will give them a better view on the network. When performing a test, the users can see different aspect of it, and how the network would identify different issues.  

2.1.3 [bookmark: _Toc101965030]Testing Techniques 

Many users would do this in order for them to maintain their security levels. Software testing will identify any malicious activity occurring within the network. One of the main reasons users would do this is to update business, or personal assurance. Not only that but it would give validation and verification for them. When testing occurs, IT staff, or any users will need to do this in safe conditions that would allow them to carefully solve any problems. There are many aims and objectives for this, but the main aim is to keep the security system in line in order for it to be safe to use. [2]

There are 3 main types of testing techniques, and they are: -
	· White Box Testing Technique 
	· Black Box Testing Technique 

	· Grey Box Testing Technique
	



White box testing is a process that would test the inside of the network, or application. There are many nicknames given to this type of testing such as clear box testing, open box testing etc. This testing would explore the main core of code. This would be easily be done if the user also knew what the code reads. White testing includes coverage that would help with the testing process. Statement coverage would look over the number of executions that have been performed in the source code. Branch coverage would look over the different kind of statement, or loops within a code. Finally, Path coverage would test every path in a code. This would be more useful in complex programs a it would ensure that all paths are navigated.  [3]

[image: ]
Figure 1. White box testing
Table 1. Pros and Cons White Box Testing
	[bookmark: _Hlk95216146]Advantages 
	Disadvantages 

	Enhances the Code 
	Code access required 

	Hidden Errors are more discoverable
	High level knowledge required 

	Maximum Coverage is in order for the code 
	Features may go missing during the process. [4]



Black box testing would analyse and test the network without any knowledge on the network. This method is used to find errors in the specifications more than the entire platform. It would analyse different specifications to identify multiple types of errors within them. This would be errors such as performance, missing features etc. Black box testing doesn’t test the same thing as white box testing does. Both are for different reasons.
Black box includes different types of testing, these are: - 
	· Equivalence Partitioning 
	· Error Guessing 

	· Cause-effect Graph
	· All-pairs Testing

	· Boundary Value Analysis 
	



In Black box testing, Equivalence partitioning separates every data that has been entered into different class types. This will help each class receive equal data. Error Guessing is a special type of skill that identifies errors itself when the tools being used is unsuccessful. It uses past experiences in the system to highlight errors. Boundary Value Analysis is used to detect additional errors in the domain boundaries. It may sometimes test behaviour of the network instead of flagging up flaws. Cause-effect Graph creates a graph that would pin point all of the relationships between each aspect outcomes. Another name for this is Ishikawa diagram. All-pairs testing would gather 2 principles in a network, and then assumes what errors can happen between both values. This will allow the user to know what errors happen most often without wasting time. [5]

[image: ]
Figure 2. Black box testing
Table 2. Pros and Cons Black Box Testing
	[bookmark: _Hlk96687695]Advantages 
	Disadvantages 

	No Technical knowledge required 
	Hard to automate.

	No knowledge on the system required 
	Failed tests will be difficult to understand the reason of failure.

	False positives will be rare
	Calculation of test coverage will be problematic 

	Low complexity 
	Tests will happen in a minor area environment.




There is another form of testing called Grey Box Testing. In an article I have found, Hussain stated that grey box testing is a technique that would be used if the infrastructure of a network, or code would be known by the individual who is testing. The reason for grey box testing is to identify any flaws that is caused by faulty code scripts within the application. Grey Box testing would focus on every layer within the system. Doing this would increase the testing coverage. Test Coverage is the execution of code within a program when a test has run. In addition to this, grey box testing would use white box testing and grey box testing together in order for it to achieve its criteria. [6]

These are the techniques of grey box testing: - 

	· Orthogonal Array Testing
	· Regression Testing 

	· Matrix Testing
	· Pattern Testing



Orthogonal Array Testing is a different software that would create multiple test cases by using orthogonal arrays. This kind of testing would be suitable in grey box testing if there are large amounts of information, or data involvements. Matrix testing is used when all testing results are combined to make a new report of tests. It seizes every bit of information to complete different stages of tests. For the next technique, Regression testing is used that reviews all updates codes, and other changes to see if they are all still fully operational. Every test must have good stability in order for it to run. This is when Regression testing comes into play. Finally, Pattern testing would be used to check previous system faults. The test will provide results of reoccurring failures before to see why they have failed. It will state in the report how this has failed and how this can be act upon. This would be suitable to use if a user has the same problem in every test. It verifies the infrastructure to prevent it from being faulty. [7]





Table 3. Pros and Cons Grey Box Testing
	Advantages 
	Disadvantages 

	 Combination of Black and white box, chooses best of both.
	Testers don’t have permission to have the actual code. May be difficult for path coverage.

	It has more features that other box testing.  
	No Algorithm tests can be done.

	Separates developers from testers. This stops conflict.
	Not suitable to use in most systems.

	Issues can be fixes instantly with this type of testing.
	Testing the same test case again may put testers in difficult dismissal situations 

	No program knowledge needed.
	Grey box testing can be time consuming.

	More independent than other box testing.
	



2.1.4 [bookmark: _Toc101965031]Different typs of Penetration testing Approaches

Before performing a penetration test, the user must know what kind of penetration testing will take place. Depending on the what is being testing, the user may need to research whether he will be energising diverse attacks internally or externally. The different types of penetration testing are what follows;
	· Wireless
	· Network

	· Social Engineering
	· Physical

	· Firewall
	· Web Applications.



One of the most used penetrating testing approaches, is the Network service penetration test. This type of test would formally be known as the standard type for testing. As mentioned before, the Network approach would provide the use with a description of all the flaws found within the network. This would come under the category, ‘firewall’ as it would be included in the network as a security feature. Whitaker, and Newman state that firewalls may become malicious if misconfiguration occurs. [8]

Web application penetration testing is similar to the network service penetration testing. One of the differences is that the vulnerability scanners would scan different websites rather than the network itself. However, different penetration techniques would be achieved to fulfil the users’ needs. This kind of test would be more detailed, making the procedure more complex to do. Different procedures to do this will change due to the evolution of threats becoming greater every day. Even though the penetration test would identify viruses, and threats, it would identify many mistakes within the website code. It will scan the code for any misuse, and will identify any flaws within the website database. Developers may find this approach useful because they may save different version along the way of the process. If they make a mistake, they can rewind to the previous saved version and go from there. [9]
Client-side penetration testing is a procedure that allows the everyday home user to have the intention to secure their network. They may do this to identify flaws and other security weaknesses. The user may use every day applications to do this. They may use the web browsers, such as Chrome, Safari etc. In addition to this, recent updates in Photoshop, and Microsoft Office would allow the user to carry out penetration testing. Client-side testing would identify different kind of attacks. Depending on the type of attack, the client may need to have a professional to prevent major attacks. These types of attacks would be;
	· SSH Attacks
	· Proxy Server Attacks

	· Database Attacks
	· MITM Attack etc. [10]



Wireless penetration testing would carry out tests between connection of all devices connected to a network, or Wi-Fi. These devices can be the standard home devices such as Tablets, Laptops, Gaming consoles, Mobile phones etc. This kind of test would need to be done near the network because it will need to be in the Wi-Fi range in order for it to work. Wireless testing must be secure, meaning that no data leaks should happen, and prevent other people from joining the network. This may interfere with the traffic flow coming in and out of the network. This may be more harmful for the network than it already is. This testing would be performed “under the radar” for it to work properly. When the user performs this test, they should consider if all access points has been identified, and not missed any out, if the access point is using WPA protocol, will or have the systems been successfully places in order for them to monitor all activities in the network etc. [11]

Social Engineering penetration testing examines malicious activity, and checks to see if it would trick them into giving personal information. This kind of information would be their Address, bank details, or the good old username, and password. Social engineering attacks are the common everyday attacks that people would receive. Mostly by email. These attacks include;

	· Phishing Attacks
	· Tailgating

	· Pretexting 
	· Baiting etc.



A recent statistic says that over 95% of cyber-attacks happen through social engineering. The figure is so high due to the fact that attackers are learning every day, and upgrading their ability to make sure their attacks are successful. In addition to this, a recent investigation suggests that the main victims are mainly the elderly’s who use the internet. With the internet developing every day, they are the ones who don’t keep up to date with today’s technology. Not only that, but scammers target this specific age group more because they would tend to have the most money due to retirement. Due to this, social engineering penetration tests have confirmed to be the most effective method to perform in any attacks. [12]

Physical penetration testing examines real life barriers. This kind of test would check solid defences around an object. This object could be an artifact, a person, or a computer etc. These kinds of defences can be a large wall, CCTV, locks etc. Physical penetration testing would display any flaws the same way as exploiting them online. They could make improvements by having taller walls, more CCTV, or upgrading them etc. No action needed to take place online, unless needed for future reference. [13]

2.1.5 [bookmark: _Toc101965032]How is a penetration scanner BENEFICIAL?

Penetration scanners are one of the main tools, users and other clients should have in order to protect themselves, and the safety of others. There are a variety of different scanning tools they could use. Not all penetration scanning tools are identical, but they do perform the same action while they may display different results etc. Some may provide a full report, and some may provide one but not stating how to prevent future attacks.

The users must perform regular test to allow them to be comfortable with their defences. Doing this would evaluate the defence strength within the system. It allows the user to have a more stabilised network, or system, and offers them more control over their security. While they identify risks, the scanners will state the type of threat level an attack is, and hints what level defence is required. Doing this recurringly will keep the system clean, and up to date. 

With the system being monitored 24/7, this will analyse, and identify flaws. The scanner will be ahead of itself, and prevent any unauthorised users from gaining access, and infiltrating for their needs. The penetration scanner will cover up missing holes, and false codes as this is their way to bypass the system. Just like squeezing through a damaged fence in a garden.

Having a secure system would not only be beneficial for the user, but it would be beneficial for everyone who is connected to the user. A hacker would have access to other contacts and other personal information if they have access to an individual online victim. They can always find ways to scam other people, as if they would be the user they just hacked. Having a monitored network would keep the field of connections secure as well as their own data.

Penetration tests will avoid data breaches. Some businesses will have stored important, or classified information that users would want their hands on. Fortunately, penetration scanners may prevent this from happening, depending on how its used. Businesses will always find a way to restore their lost work, but to save the extra work, an hassle, they should always scan regularly. [14]
2.1.6 [bookmark: _Toc101965033]Penetration testing tools

There are many popular penetration tools that would be useful to have, and more effective when it comes to tightening up defences. With different benefits for different penetration tools, a detailed description of the top tools used will be provided below.

Wireshark
Wireshark is known for its speed, and effectiveness. This type pf tool would allow the user to use the tool offline, as well as online. It provides real time defences when the user is being attacked at that moment. When the malicious activity has been captured, it will provide the final destination for its original journey.

Netsparker
Netsparker is used for web applications. This tool is able to monitor every activity in multiple codes, and SQL injection. It is able to scan hundreds of different web-based application and services at once. This tool is customisable. The user is able to set their own attack strategy scan etc.

 John The Ripper Password Cracker
This type of tool would allow the user to hack their own passwords, to establish their strength. It may provide the user with different weakness spots, provides a multi-OS use.

Nessus
Nessus is one of the oldest penetrating testing tools to date. Not only that, but it is one of the most popular and trusted tools to use. This tool has the ability to scan different IP addresses, and more. They will provide the user with a documented weak spot within the system. The tool is fully customisable, and is able to locate missing codes and other malicious activity.

There are a lot more tools that can be listed, but the ones that are displayed are the most trusted tools to use. Phong states that these tools would be beneficial for the user, and would be more suitable to use than others. [15]
2.2 [bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc371255540][bookmark: _Toc101965034][bookmark: _Toc202288080]Conclusion 

Throughout this chapter, an investigation took place on how penetration scanners are used. The research went on to expand different points in the approaches with a full detailed description of them. The report stated the benefits on using the any tools, and how they would do the work. Lastly, the report provides information about different trustworthy tools users can download for free.

[bookmark: _Toc371255541][bookmark: _Toc101965035]
Chapter 3 - RESEARCH METHODOLOGY

3 [bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc90053489][bookmark: _Toc90053660][bookmark: _Toc95214760][bookmark: _Toc100580280][bookmark: _Toc100580336][bookmark: _Toc100580475][bookmark: _Toc100658568][bookmark: _Toc266447529][bookmark: _Toc101911324][bookmark: _Toc101962530][bookmark: _Toc101963070][bookmark: _Toc101965036]
1. [bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc90053490][bookmark: _Toc90053661][bookmark: _Toc95214761][bookmark: _Toc100580281][bookmark: _Toc100580337][bookmark: _Toc100580476][bookmark: _Toc100658569][bookmark: _Toc101911325][bookmark: _Toc101962531][bookmark: _Toc101963071][bookmark: _Toc101965037]
3.1 [bookmark: _Toc371255544][bookmark: _Toc101965038]Introduction

During this chapter, I will be discussing different research methods I may use for my project. I will state how these research methodology for data collection will be suitable for my target in this project. The research must have relation to the original aims and objectives as this will allow me to focus more on the project rather than discussing something that isn’t involved in the project.

I will thoroughly explain why my research is suitable for the aims and objectives in my project. I will conduct research on the importance of network scanners, and how they are used properly. In addition to this, I will be providing other information on different types on network scanners, how they are used etc. Not only that but I will give more in-depth information about the possible attacks, and threats etc. 



















3.2 [bookmark: _Toc266447530][bookmark: _Toc371255545][bookmark: _Toc101965039] Research Overview
I will tackle this project by taking on different research methods that will help me with this. I will review both deductive and inductive research approaches before my experiment. With one talking about developing the theory, as the other talks about testing an existing theory. [16]

During my project, I will be investigating different qualitive research, and Quantitative Research methods. After doing this, this will allow me to read different case study’s and give real people surveys to complete about their thoughts on using a penetration testing tool. This will benefit me by having multiple of information from different types of research.
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Figure 3: Research Overview

Figure 3 is my research overview. This will be a rough guide on how I will be conducting my research. For the research start, I will need to know both inductive, and Deductive research before going further on my findings. I will need to find different reasoning theories for my project before taking on any experiments. The next stage of my research in finding the philosophy of the study of knowledge of the experiment. I will gather both Qualitive and Quantitative data to investigate further. Both findings will allow me to progress further on to gather primary source information by creating surveys, and doing experiments myself.

3.2.1 [bookmark: _Toc266447531][bookmark: _Toc371255546][bookmark: _Toc101965040]Research Process
[image: ]
Figure 4: Research Process

The aim of this research is to fully understand the concepts in penetration testing. We research to help protect our memory, and restore any forgotten information the brain had. This would improve problem solving skills as well as other skills. Literature reviews would improve on future work. The user would compare and contrast work to get a better result. After experiments, the users should have a definite result that would go towards their data collection. [17]


  
3.2.2 [bookmark: _Toc266447532][bookmark: _Toc371255547][bookmark: _Toc101965041][bookmark: _Toc266447533]Research Philosophy

The philosophy of my research will be the qualitive and quantitative data. This will be the most effective way to gather information for the experiment. Enough information should be gathered for what tools will be used too. A Virtual box will be used to carry out the experiment. Different technique may be used for the exercise, and a demonstration of the best one will be provided. Multiple attack prevention data will be collected for analysis for the project.

3.2.3 [bookmark: _Toc371255548][bookmark: _Toc101965042]Research Methodologies

For accurate research results, literature review was conducted to fully acknowledge the guide for penetration testing. During research, many points were spoken about on how this experiment would work. Multiple tools have been suggested to help the user to help choose, and analyse the uses of them all. The aim of the experiment is to exploit weaknesses within a system, network or database etc. It was important to find a safe guide to follow in case of future failure events.

3.2.4 [bookmark: _Toc101965043]Philosophies

The philosophy of my research will be the qualitive and quantitative data. This will be the most effective way to gather information for the experiment. Enough information should be gathered for what tools will be used too. A Virtual box will be used to carry out the experiment. Different technique may be used for the exercise, and a demonstration of the best one will be provided. Multiple attack prevention data will be collected for analysis for the project.

3.2.5 [bookmark: _Toc101965044]Approach

A virtual machine will be used to conduct the experiment. Using a virtual machine will allow the user to create trial and error mistakes along the way. Any mistakes that happen will not damage the actual device, as it is in a virtual world. The experiment will be carried out using different tool and methods. This would be a type of mono method.
3.2.6 [bookmark: _Toc101965045]Strategies
In order for the project to reach its aim, research questions must be planned out for the user to know what they are looking for. In addition to this, a plan of action would be handy to use. This would allow the user to know what they aim for, and to know their back up plan if things don’t go right. 

With an action plan ahead, it would be a good idea to research what other people have used to find their weaknesses. Research on past attacks may be required for this. How did the businesses successfully get over the attacks? What tools they used? What procedure is considered acceptable? The user will be able to have more questions answered with a plan before starting.

3.2.7 [bookmark: _Toc101965046]Future Results

The project will take place on a virtual box. Kali Linux has been successfully installed to allow the user to start the project. In addition to this, other operating system may be suitable for the project, but kali was one that was suggested. An analysis of the whole penetration testing process will be carried out to study the test findings. Once the analysis is complete, a report will be made to demonstrate the use and the results of the project outcome. Once the report is complete, another analysis over the report can take place to find the system weaknesses, and different recent attacks that have occurred.

The result may show prevention of the attack. Recommended alterations to the system, or network may be displayed for future attacks. Additional research on other journals may be required for future reference when tightening u security.

3.2.8 [bookmark: _Toc101965047]Time
Time will be essential for the project. This was heavily taken into consideration due to the fact unauthorised users will have the ability to attack, and find vulnerable spots in a system at a short time. Counter attacks, and other kind of defence tools may be time consuming. Planning time ahead would increase the chances of a positive outcome. Timing is critical when real-time events happen.

3.3 [bookmark: _Toc101965048]Techniques and Procedures
Once the virtual machine has been installed, the installation of kali will begin as that will be the appropriate software to use for this case. Using different tools and techniques from the information that has been collected will increase the chances of the experiment to be successful. Even if the experiment fails, another experiment can happen. This will make it a trial-and-error technique until the user successfully secures it. 

3.3.1 [bookmark: _Toc101965049]Research DESIGN DESCRIPTION
This kind of research method was taken into consideration for personal preference. After going through different research types, the best type was chosen that suits the project best. The approach of using a virtual box machine was chosen because it separates the work from the operating system its self. No attacks will happen to the users, and no damage to the devices will occur. This will be used in research for better understanding of the tools. The user may need to self-teach themselves in order for them to progress through the project. 

3.3.2 [bookmark: _Toc266447537][bookmark: _Toc371255551][bookmark: _Toc101965050]Research Deliverables
With a penetration test taking place, the outcome for this project should be a complete test, with a report stating the outcome results of it. Only one test is needed, but more may happen depending on timing.

The outcome should show a working penetration test, with an analysis report with it. This would benefit me for the future as this is the type of job in my working field. The project report may be used as future reference for job working purposes.









3.4 [bookmark: _Toc266447539][bookmark: _Toc371255553][bookmark: _Toc101965051]Conclusion

This chapter detailed the Research Process and Design. An extensive explanation of the research methodology has been provided. It includes information about the aims of the project, and how the aims can be tackles through different research processes. A method in philosophy has been chosen to help with further research in this project. Doing this will gather and collect information to boost the chances of success in this project. Mono method will be used due to the fact that a vistal machine will come into play. This will be working alongside with qualitative and quantitative data as it will provide information about the use of the virtual machine with kali when undertaking the penetration test. A plan of action will be used to allow the user to fulfil their fulfilments throughout the project. The user will not need to stress over difficult situation if a plan has been created.

The following chapter explores the main part of the project. It will provide a thorough description of the design and implementation. 

[bookmark: _Toc341174544][bookmark: _Toc371255554][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548][bookmark: _Toc101965052]Chapter 4 - DESIGN & IMPLEMENTATION

4.1 [bookmark: _Toc341174545][bookmark: _Toc371255555][bookmark: _Toc101965053]Introduction

During this chapter, a brief explanation of the main part of the project will be provided here. A step-by-step implementation to installing kali Linux will be provided. 

4.2 [bookmark: _Toc371255556][bookmark: _Toc101965054]problem formulation
During the installation process, Kali was failing to install. After multiple updates, the problem was fixed by allowing the virtual box to use more memory to install kali. The recommended was roughly around 8GB-10GB. However, the installation would only progress if the memory size was raised up to around 25GB. The only tools required for this was the Virtual box, as this can be amended in the settings, but I would have to go through the whole installation progress again.

The main problem to solve is to successfully penetrate test a system. To complete this, I will use Kali in a virtual box. Kali has multiple vulnerability scanners already installed into it. These types of tools are Wireshark, Metasploit etc. These are the tools I will need to use in order for me to successfully solve the problem.

[image: ][image: ]






4.3 [bookmark: _Toc371255557][bookmark: _Toc101965055]Design
The project will be partly terminal based. The terminal is required to install a chosen vulnerability scanner. There will not be any designing process in the project. A tool will be used to successfully complete the testing. With a tool being used, a blueprint will be provided of the terminal below. The blueprint is of Metasploit.
[image: ]


4.4 [bookmark: _Toc371255558][bookmark: _Toc101965056]Implementation

This section will demonstrate how Kali Linux can be installed onto virtual box on Windows. Start off with an easy google search “Kali Linux install” and select the first website you see. This would be the site. The website will provide 2 links, choose one that fits best. Bare Metal was used for the project because the user may use their own username and password. Once the download is complete, the file can be used to run as a server into the virtual box. Once the virtual box would run kali, the storage disk can be removed. Large memory will be needed for setting up Kali, as it is a large software. However, it is important to know the username and password because the whole installation process will need to occur again if forgotten.
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Nessus installation will be the next part of the implementation.
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Nessus will allow you to create an account. Once created, Nessus will send an activation code to enter in. Screenshots were difficult to take during this part of the process. However, after installation, the screenshots ae the rest of the installation. [image: ]

4.5 [bookmark: _Toc371255559][bookmark: _Toc101965057]Conclusion
In conclusion, this chapter presents instructions to installing kali onto the virtual box, and the installation of Nessus within Kali. After a difficult start, the system was able to run perfectly on the system. A description on the design was given to the user to understand that the project would be carried out over a terminal-based tool that should allow users to use it as a webpage. In addition to this, a problem formulation was mentioned to pin point what the main problem waiting to be solved is. During this, a statement of how the project problem can be solved was also inputted. 

[bookmark: _Toc371255560][bookmark: _Toc341174561][bookmark: _Toc101965058]Chapter 5 – Testing and Evaluation  

During this chapter, I will be testing the vulnerability of the home internet router. After providing screenshots, an evaluation will be provided after it.
[image: ][image: ][image: ][image: ][image: ][image: ][image: ][image: ][image: ]
During the progression of the project, the installation turned out to be the most difficult part of the project. After researching about different vulnerability scanners, Nessus was the most useful one, and easy to follow, and use. Since using different kind of tools for this project, I noted all the failures of it and progressed through until a complete scan was made. The scan took over 20 minutes, and provided a detailed report of all the vulnerabilities are in the home network. I was able to uncover a few flaws, with a solution on how to overcome the danger. The report provided links to other websites for more information about the flaw within the network. Nessus is able to perform different type of scans, which will benefit the user by fulfilling their fulfilments for their situation. Overall, the scan didn’t take long, and successfully provided as much information about the network as possible.

[bookmark: _Toc341174562][bookmark: _Toc371255561][bookmark: _Toc101965059]Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS

1. [bookmark: _Toc371251378][bookmark: _Toc371251427][bookmark: _Toc371255407][bookmark: _Toc371255562][bookmark: _Toc90053509][bookmark: _Toc90053680][bookmark: _Toc95214780][bookmark: _Toc100580306][bookmark: _Toc100580362][bookmark: _Toc100580499][bookmark: _Toc100658592][bookmark: _Toc101911348][bookmark: _Toc101962554][bookmark: _Toc101963094][bookmark: _Toc101965060]
6.1 [bookmark: _Toc371255563][bookmark: _Toc101965061]Summary
Throughout the reports, I have conducted an investigation on scanning a network, or system. After completing a whole chapter on structuring the report, I started the literature review. During the literature review, I started going into detail about what the vulnerability scanner is, and what it does. It was then followed by a description of different testing techniques. This stated what white box, grey box, and black box are with their advantages and disadvantages. The report now includes different type of penetration test approaches. This includes wireless, social engineering etc. The next part of the literature review was the benefits of using the scanner. This described how the user would profit from using one. A detailed list of different tools has been provided, showing the user different kind of tools that could be used for different results. 
After the literature review, I moved onto the report methodology. This section explains how I would go forward with my research. A statement of my research type has been mentioned here with the research philosophy. A table has been provided to show how my research will be completed. This is called the research process.
Chapter 4 is the design and implementation. This part of the report provides a design formulation with the imemenetation followed. The report has screenshots of the installation of Kali Linux. With a troubled start, I managed to install kali on a virtual machine. Kali didn’t boot up due to the fact that there wasn’t enough memory provided within the virtual box. Then further research on scanners occurred again. Nessus was the chosen one to use on Kali. I then provided further screenshots of the installation of Nessus. During the creation of the account, and installation of Nessus, I was unable to provide a screenshot. Nessus would send an activation code to the email address, allowing the user to access Nessus.
After the implementation, Chapter 5 was the test and evaluation. Screenshots of Nessus running was provided for evidence in this report. It seemed that my network had some flaws that needs to be amended. The Nessus report provided solutions to overcome the flaws. 

6.2 [bookmark: _Toc371255564][bookmark: _Toc101965062]Conclusion
Throughout this research, research took place to help me establish which one to use. Detailed information was provided to help know what each scanner does. The main output was the report of the network vulnerability assessment. The Nessus report provided a lot of information about each flaw

For each chapter. I provided a conclusion of a summary of their chapters. After looking back at the conclusions, I stated the tools mentions, and how they are used. Alongside with the benefits of the scanner, and how users would use the. The methodology conclusion mentioned about the research process, and concludes how the research would be carried out. In the final conclusion, I summarised the installation of kali, and the installation of Nessus.
6.3 [bookmark: _Toc371255565][bookmark: _Toc101965063]Recoomendations FOR FURTHER Research

The research that has been showed has many potentials for further research. It is strongly suggested that once researching, it would be best to re-assess, and inflate more on the theory of a thesis. This will provide greater findings for future studies involving research. In addition to this, it would be ideal for most findings to be linked to each other under one topic. This would be ideal for those who still have unanswered questions for their project.
It is highly recommended to have great timing for the project. Setting deadlines for chapters would allow students, or others, to develop their time management skills as well as splitting their project for greater studies.
It is important to keep on track with the aims and objective. Researching information that follow the objectives will lead the project to success. This will be done by using the correct methods, suitable data and answered questions. Failure to follow the objective will result make the project difficult to understand. Keeping on top with the objective will have positive feedback in return.
It is always helpful to have more than one plan. This will allow the person doing the project to fall back onto something slightly different without additional stress to the work. Planning ahead will also save time as well as reducing stress.
[bookmark: _Toc371255566][bookmark: _Toc341174563][bookmark: _Toc101965064]
Chapter 7 – Reflections 

Overall, the project turned out to be a great success. The aim of the project was to provide the report with an understanding of different Network Scanner, and different penetration tests. This was strongly shown in the literature review where different topics were mentioned. 
After looking back at the objectives, most objectives were a hit. A strong understanding of multiple scanners was shown, with a description on how they are worked. However, more time could have been made for other objectives that wasn’t met. An example of this would be to provide the safety measures of the application. Even though Nessus provided different solutions for the Network flaws, another chapter could have been inserted to mainly mention about the safety side of it. A table showing dates and times for deadlines would be recommended of this. All other objectives were met, which made the report have a strong outcome.

While the project was a great success, there was still little problems along the way. The installation of Kali Linux was a big problem as this took up most of the time to complete the report. After researching solutions on different forums, there wasn’t enough memory to install Kali Linux onto the Virtual machine. A complete reset of this has to happen to allow myself to increase the memory size. To let the Virtual machine run smoothly, the memory was increased double the size. This then allowed the installation of Kali Linux to carry on. Other than that, the project didn’t have no major mistakes.
[bookmark: _Toc371255567][bookmark: _Toc101965065]
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