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1. Introduction
 This assignment will look to cover various tools that are utilised in computer forensics. As well as using researched tools to analyse data.

2. Research

FTK

FTk is a computer forensic software. Ftk was designed to be used in computer forensics. Ftk   is. A database driven forensic software. By being database driven the software is sharing a case database. By using a shared database this allows the users to use the same data that they have gathered from the ftk database [1]. By operating on a same case database this will also prevent the app from exceeding its capacity and crashing this also provides a more stable way of working  on the app and as a team [2]. Not only does the shared database offer a better team working experience but it will also greatly reduce the searching times as ftk indexes files upfront [2].

FTk tools 

Email analysis

FTk email analysis has the ability to parse emails for certain words [2]. By parsing an email this will allow the forensic user to extract required data from an email. The various types of data that can be pulled from an email will usually come from the email body and the headers. While also gathering the data within the email from various email attachments such as pdf files and any other attachments [3].






File decryption

File decryption is the common use of FTK software. The file decryption will look to crack passwords or decrypt files [2]. File decryption is a reverse of file encryption. By encrypting a file to keep it secure by having passwords for access to the file. File decryption will allow the computer forensic user to decrypt the files password to gain access to the encrypted file. Once the file has been decrypted, the decryption will extract the data from the encrypted file then it will organise the data and will display the converted data as words and images that can be read and understood by a forensic examiner [4]. 


Data carving

Data carving will allow the investigators to format search the data. They can format the search by size, data type and pixel size [2].  Data carving will also be the reason that the investigators will be cut short as the investigators can just format the data. Rather than searching through each file that appear for the data that the investigators want. 

Data visualisation

Data visualisation has become more modern in forensic cases. By utilising data visualisation this is giving the investigators a tool that can visually represent the case or file that the investigators want. Examples of the visual data that the investigators can acquire will be timeline construction, cluster graphs and a geolocation [2].  Over time as technology has improved this is a very useful tool for investigators as they can get a visual representation of their case or information that they are analysing. Which will improve their analysis as they can get a visual representation. 


Web viewer

Web viewing will allow give access to case files in real time even if the evidence is still being processed.  This also has a multi case search feature so that the investigators don’t need to cross reference evidence from other cases [2].  By having web browser access in a case file this will give the investigator information on websites that were used in the cases, as well as storing what websites were accessed  it can store web browsing history, received emails , sites visited and attempted internet searches [5]. By viewing the websites that were accessed in cases can be key to computer forensics as by viewing what websites were accessed can be key to analysing the case [5]. As by looking at the web browsing activity this can provide an investigative lead or can approve or disapprove A theory in a case investigation.

Cerberus

Cerberus will use machine intelligence to detect any malware on the computer system. Once malware has been detected the system will suggest the user to take action against the malware [2].

OCR

Optical character recognitions engine will give a fast transformation of images to readable text [2].

Autopsy

Autopsy is. A software that is used by law enforcement, military and corporate examiners. Autopsy will be used to investigate what occurred on the computer system [6].  As well as investigating what happened on the computer system the autopsy kit will also allow the investigators to recover photos from a cameras memory card [6].


Timeline

The autopsy provides the investigator with an advanced graphical viewing interface [6]. By having advance graphics this tool will allow the investigator to gather information and answer questions, about what events had occurred [7].   To answer questions based on a timeline situation the investigators will need to gather information from files, web artefacts or other extracted data [7].  Once the files have been gathered this will allow the users to put events into chronological order which would help them investigating the case. So, this is an important tool in autopsy as a timeline is an important factor when investigating and solving a case.

With the timeline factor autopsy will cluster similar events together to prevent data overloading and stop the system form crashing [7]. By clustering similar events this means that autopsy will separate documents that are in the same file. So, for example autopsy will look to separate the web links and will separate any folders into single events [7].  By having this system in place this will allow for good analysis on timed events. As the information has been separated and sorted in a chronological order. Which can prove key in an investigation process.

Hash filter

Will flag known bad files and will ignore good known files [6]. By flagging bad files this will highlight to the investigator which files should be focused on. As if a file has been flagged then there is something curious about this file, so it will be important to analyse it.


Keyword filter

A keyword filter will simply allow the investigators to search for files based on a keyword [6]. By having a keyword filter search this will save the investigators time when searching for certain files based on a certain case. Whereas with the keyword filter files will only appear that have a relevant word relating to the required keyword.

Web history

Web history will look to extract information from websites [6]. For example, the information will be form internet history, internet searches, bookmarks and website cookies. This is a good way to gather investigation as when a computer visits a website the cookies are stored.  The websites cookies can be viewed as what website this computer system had access too.

Data carving

Data carving is when deleted files have been recovered. by using photo rec. by recovering deleted files this could be key information in an investigating. As deleted files could hold key information in an investigating. In most investigations deleted files have been deleted to hide key information.

Photo extraction

Will extract information from a photo or a video using exit [6]. Exif will look to extract certain pieces of data form a photograph for example shutter speed, date and camera model. By recording this data this can reveal how the person likes to take a photograph or it will reveal what this type of person looks for when taking photographs.  As well as identifying what types of photos are taken, this can also be used to organise photographs when searches are being performed to load and display data from the selected photograph. When doing photo extraction, it’s important to acknowledge that the only file format that Exif supports is jpeg. So, any other photo file formats such as gif and png Exif will not detect or will not be able to store information as it is not supported. Exif is also an individual preference as by allowing Exif on the photograph this will add more memory to the photograph therefore making the image standout as it has a bigger memory than a normal photograph.  Some photographers would also look to not use Exif as if they were to use Exif then their work could be exposed and revealed. So, some photographers would not use Exif to keep their work secure and hidden. This does not mean that Exif can be automatically viewed if it is used, Exif will only appear if the appropriate forensic tool is being utilised to analyse the photograph. As Exif will be embedded into the physical file [8].

Indicators STIX

Using stix to scan a computer and to compromise threats [6]. Stix will look to describe cyber threat information and store it so the information can be shared and analysed [9].

· Observations to observe and describe what might be seen in cyber [9].
· Indications to describe and analyse any patterns that have appeared [9]. 
· Incidents look at any incident actions [9].
· Tactics and procedures to look at any attack patterns or analyse what attack methods were used and how to counter them [9].
· Vulnerability to look at the vulnerabilities and weakness and how to fix them or how they could be exposed and exploited [9].
· Response to look at and to analyse how to respond to a situation or how to respond to an attack [9].
· Campaigns to look at incidents caused by TTPS that have a shared aim [9].
· Threat detection to describe and identify the characteristics of the culprit [9].
· Data collection to collect data and to store it in Stix [9].

Sans sift

Sans sift  is a tool that is used to create to generate a time form the systems log, will also look to scalpel data from the file , will also gather information from other parts within the system such as the recycle bin [10].


Sleuth kit

Sleuth kit is a library collection that will use command lines to investigate disk images.  The main feature of the sleuth kit is that will allow the investigators to analyse the volume and the systems files data.   It is also important to note that the command lines can directly be used to find evidence when analysing cases [11].

Volume file analysis

This analysis will allow the investigators to analyse files in a way that is not intrusion. This is due to the fact that the tools in use will not rely on the operating system. The tools are also able to display any deleted or hidden files [12]. The volume analysis will give the investigator tools to analyse the design of the disks, while analysing the disks this will also allow the investigator to extract data from the files to gain information that can be analysed [13].





Framework

Sleuth kit has a framework system that can build an end to end forensic solution for the investigator. The framework will look to gather the data from the case files, once gathered it will process the information that has come from the case fields. Then it will produce possible outcomes and will then document the data into final reports [14].

Crowd strike

Crowd strike is and console application that can be utilised as an incident response scenario. As a response scenario crowd strike will look to acquire information from process lists or tasks that have been scheduled. By gathering information from tasks, the investigators can use this to create a response scenario based on the scheduled tasks [15].

Volatility

Volatility will look to use memory to gather information. As volatility will use memory it will look to gather information from digital history within the software. The volatility system will only prioritise to retrieve information form volatile storage (RAM).  By gathering volatile information this will give the investigators networking information. For example, it can provide information about network connections, network sockets and even from the systems cache registry [16]. 

Linux DD

Linux DD will look to clear a system drive while also producing a raw display of a drive [15].







Wireshark

Wire shark will look to analyse and record information from user searches based on their IP addresses. By recording user searches this information can be stored and can be used to link the searches to the devices assigned IP address. Wireshark is primarily used to manage and to monitor network traffic. To allow the data being displayed to be readable Wireshark will convert the data from binary to human readable format. Wireshark will store the signal strength, latency and the connection speed as well as many more [17].

Win hex editor

This is a hexadecimal editor. This forensic kit will focus on data recovery, edit files and recovering deleted files or data from hard drives that have been corrupted [18]. So, investigators can look to utilise hex editor to recover deleted files or files that have been corrupted to help investigate the case.

NTFS (New technology file system)

NTFS is a windows-based software that has the features of storing and retrieving files within the windows system.  When investigation is taking place NTFS can be used to restore files that have been lost, while also storing files NTFS offers an access control [19]. Access control will be an admin so the admin can only allow certain accounts to access the required files. This can be useful in investigation as the admin will know how has access to files and can monitor file usage.






	Software
	Advantages

	FTK
	· Analyse a range of. software
· Produces log file.
· Simple Gui.
· Email display. [20]
· Supports decryption 
· Free. [21]

	Encase
	· User friendly.
· Both free and paid version.
· Good reporting functionality 
· Security. 
· Keyword search.  [21]

	Xwf 
	· Processing customisation.
· Flexible filters.
· Always look for new features. [21]

	Oxygen forensic
	· Physical extraction.
· GUI simple.
· Report in multiple formats.
· Can crack iPhone password and iTunes and android devices. [21]

	Wireshark
	· Free.
· Multi-platformer.
· Detailed packet information. [22]

	NTFS
	· Secure.
· Manage the data storage.
· Reliable. [23]
















	Software
	Disadvantages

	FTK
	· No progress bars
· No multi task
· No scripting
· No timeline [21]

	Encase
	· Expensive.
· Process can take long time.
· New versions lack compatibility. [21]

	XWF
	· Complex GUI.
· Dongle based software.
· No support for bit blocker. [21]

	Oxygen
	· Mobile support is limited
· High chance of corruption.
· Uses brute force which will take a long time. [21]

	Wireshark
	· Notifications will not alert intrusion.
· Only gather information. [22]


	NTFS
	· Requires a lot of data space
· Lack of file name identification. [24]








3. Forensic methods (Case study)

Once an investigation has started it is important to start with data seizure. Data seizure is when data is being collected.  To acquire data, it is important to apply data knowledge to the investigation as this will help it the assessment of data once collected.  To even consider about data collecting the investigator john will need to acquire a legal right to have access to the required data. As accessing data without the right to can lead to bad consequences. Before the data can be issued and assigned the data will go through the court of law. The reason for this is so that there is no misuse of the required and to ensure none of the data is tampered or modified. 

Once data has been seized and assigned the next stage is data recovery.  So, if any of the data that is needed by the investigator john then he will need to go through the process of recovering any lost data. John should also view aby corrupted or damaged data to analyse what this data has stored. John can look to utilise forensic tools to prioritise data recovery. For example, john could look to use autopsy file carving. What this does is that it will give john the tools to assess and recover lost or damaged data that may have been deleted or just damaged.  This will greatly help john with recovering lost files as in most investigations a lot of data files will have been deleted, hidden or removed. 

Data seizure

Once john has received instructions to investigate the files.  He should have a warrant to search through the owners or victim’s storage. As it is illegal to search through people’s data without a search warrant.  To gain access to the victims or owners storage john must provide a consent document to the owner or victim. This consent document should state why the devices have been seized and what is the seizures purpose. This form should also state that the devices main purpose is to extract evidence form the device. 

Once the devices have been seized. The devices should be kept secured within the investigation office. As well as being secured the devices should be assigned by labels and should be identified. This is important for john as he can keep the seized devices and organised, and this will also help him prevent any data loss during the investigation. 

John should also look to document the devices state before being transported. As this may provide some evidence to john. john should consider takin photographs of the device nice found in the crime scene. This would be so john can analyse the seized devices condition.

Once the evidence has been seized john should be aware and take consideration when handling or operating the seized devices.  for example, he should consider about whether the seized device is powered on or powered off. As if this was to be mishandled then john could risk losing precious evidence than can aid in the investigation. As well as operating on a powered-on system john should also look at properly shutting off the system. As if the system was to be shut down irresponsibly then this could have a negative effect on the investigation and the system. As john will not know what consequences can bring if the seized system hasn’t been shut down appropriately. This can lead to data loss or the system breaking with no way to power it on. 

Following on from managing the system john should look at how the investigation team will preserve the electronic evidence. This is important to consider as evidence can only be required when the machine is powered on. So, all evidence found should be documented and stored before the system shuts down. John should also think about how he will store this evidence, so that the evidence can’t be modified or edited.  




Chain of custody 

Chain of custody is the official way to document the transportation and the seizure of evidence. This will document the time between custody and until it reaches the forensic lab. John will need to do this when he has acquired the evidence. As this is the official way to deal with the evidence.

The chain of custody will also monitor that the evidence has been kept appropriately and in a secured location. This form will also document who the culprit while also stating who the evidence handler is. 

Data acquisition

For the investigation it is important that john consider about which resources he will use to acquire the evidence. This will be important as most forensic tool kits only specialise in one area rather than be a multipurpose tool.  This doesn’t mean he can’t use a variety of tools; john should just consider when analysing evidence which tool is better for that required situation.
 
The next consideration john should overlook. Is that there should be no misuse on the system. This will be important for kept evidence, as if the system was misused then the evidence may have been tampered, modified or deleted. This Is also why john should have a duplicate of the system. Having a duplicate will help john from possible data loss or will keep john from editing the original evidence which must not be modified in any way.

The last step for data acquisition is that the evidence should have write blockers. Write blockers should be key in the investigation as the write blockers can be used to secure the original version of the evidence during the imaging process.

A popular tool that john can consider is md5 calculator. An md5 calculator will look at the coding of the file, if the code file numbers or text change from the original then it is clear that the evidence has been tampered.

Data analysis

Data analysis will be when the data has been analysed. Once the data has been analysed in an investigation this can lead to who the culprit is. In investigation it is vital that official evidence is thoroughly analysed to reach a conclusion.  So, during this investigation it is vital that john thoroughly analyses all pieces of evidence he has.  Analysing can be identifying, separating, transforming and modelling data to display vital information.  All of these examinations should be carried out by john as these examinations will help him reach a conclusion.

Although this does not mean that all cases and evidence will be the same. So again, john will need to look at the evidence he has and decide on the software he wants to utilise in his investigation. As the software is key to analysing the data and finding answers. The analysis can prove to be different as each case will have different outcomes or different results so therefore no case is the same, but cases can be similar. So, john will need to look at the uniqueness of each case he is faced with. 

Data analysis will be analysing any file content that appear in the investigation. So, all files that are retrieved will all need to be analysed thoroughly. All files should be examined before investigation to check if there is any data that is missing. Once checked john can then use forensic kits to analyse the files and dissect vital information that will benefit the case. To benefit file analysis john can use MAC (modified accessed, created) this stores information’s on files, and it will store the official users of the file. This can be very beneficial to johns investigating as this can give him suspects or witnesses that have had access to the evidence files.

The physical files are a very important factor for john as he should appropriately select a Safe and secure location. Where the physical evidence can be kept and analysed.

John should also consider the time generation/ time line of the evidence that he has. As sorting and organising the files into chronological order could help show new found evidence which will assist him greatly in investigating the case he has been tasked with. 

Retrieving files

John will look to utilise forensic software to recover lost files. By retrieving lost files these can hold key information to his investigation. This would be where john would look at what files that he can possibly retrieve, once he has planned how to retrieve the files. He would then execute his retrieval plan to retrieve the files by using file retrieval software. 

Any piece of data that has been deleted has the possibility of being retrieved. This is due to the fact that even though the file may appear deleted and the file space has been freed up. The file will leave a mark (cluster) in the systems storage. This cluster would indicate that. File has been deleted or lost. Once this has been spotted john could then look to utilise forensic tools to acquire the lost data.

The file location john would look for would be within in the FAT and FAT32. Here is where the files record will be stored and kept on the system. So, any changes to the file or if the file is transferred to a different folder the system would store this change in the FAT, FAT32.  This will give john 2 ways to retrieve the files. These 2 ways will be to check where the file was deleted before being moved to another directory or to check the directory the file was moved too. Once john has checked these 2 locations this is where forensic tool kits will take place in file retrieval within the system. 

The most common place for deleted files to appear is within the recycle bin. This is where a file would move to if it was deleted in its original location.  Once john recovers a file from the recycle bin this file will then automatically move back to its original location. There is a factor that john will need to consider and that is that some files are not compatible with the recycle bin system. So, if a file isn’t compatible with the recycle bin then this file will be permanently deleted as it isn’t compatible with the bin. Another factor is that if the deleted file is too big for the recycle bin. Then the system would bypass the recycle bin and will permanently delete the file without any recovery option this is due to the fact that file size is too large with no room to store it. With these factors in place this could also hinder johns file retrieval as he will only be able to retrieve this file using forensic tool kits or data recovery. 

Although the data can be recovered via the recyclable bin. This does not mean that the files john retrieves will be unedited, or he may recover files that will cause corruption to other files. This will also be where john’s forensic toolkit choice will be utilised. In that some toolkits will detect which file shave been corrupted or which files have been modified once recovered. So, this shows the important of forensic tool choice being vital to file recovery.

John would need to be aware of a possible disk cleaner being used. This could hinder file retrieval as this can make the data harder for data retrieval. As well as wiping the disk john will also need to assess the use of a degausser or a bulk demagnetizer. 

A degausser is an operation that will look to eliminate unwanted data. The types of data that can be deleted is data that is located on a computer or laptop hard drive as well as other physical devices [25]. 
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Video retrieval



John would look to acquire the videos and will store the videos in a safe and secure place. First of all, as an investigator john will view the videos and will watch them to see if he can get any evidence out of the acquired videos. The reason john would keep a detailed list of the videos would be so that he can record what each video is about.   


As each of the videos are vital to the case investigation the detailed list could lead to john finding answers from his investigation. By watching the videos these videos may contain some evidence that can lead to the case being solved. 


Once the key information has been extracted from watching the videos. john will then look to produce a document on each of the videos that he has obtained. This document would be john describing what each of the videos are about.  The reason for this is so that john can create. Paper evidence of what occurred on the video file. By creating a   document file based on the videos. John can refer to this document when investigating the cases involved with these videos. This is so that any key events during the video can be highlighted and investigated further. 













Contact recovery MS outlook


The software that john could use to retrieve contacts from MS outlook is mailxaminer.  Mail examiner is an email examiner that will look to analyse emails    efficiently, accurately with speed [26]. With mailxaminer it is used by law enforcements and agencies worldwide [26].  As this is clearly a suitable choice john, he can look to utilise this software to dissect information from emails. The email service john needs to gather email information is from MSoutlok, Mailxaminer is compatible with MS outlook. So, by being compatible john can use this software to run scans through the emails he is investigating and recover the data that is vital to his investigation.


With mailxaminer john is offered an advanced search [26], that he can use to search through information quicker. As by having an advanced search he can skip all the unwanted information or the information that isn’t relevant and con only each for the relevant and required information he needs. While this is a vital feature for john this will also decrease his searching time so he can use his time more efficiently. As a lot less time can be dedicated to email analysis.


Another factor that john has when using mailxaminer is that mailxaminer contains an md5 has format [26]. This format will allow john to retrieve information that has not been modified. this can be key to john’s data retrieval as the data will be pure and unedited. Once this information has been gathered then john can create an evidence report within the software.  As the software supports the md5 has format [26].



4. Case report

In the case report this is where john would create an official document that would state all of the evidence he found and analysed. In the report this must include all the findings john had found when analysing the evidence. 

When reporting john should consider there must be no assumption made and only facts should be stated. The report should be Grammarly accurate, a this will be a formal report as he is reporting investigation findings. 

When the report is being produced it should state the logical order of ideas. So, he should logically order the ideas of the investigation. So, the report should be chronologically ordered. When representing his evidence findings as it is important to keep the evidence in. Timely order.

If john wanted to add extra information to the evidence screen captures, then he can add captions to the images of the evidence he has acquired. The captions will likely sate what the investigation found when gathering evidence from the forensic tool kits.



5. [bookmark: _GoBack]Conclusion

This report was created to research. Once the tools have been researched a set of tools were looked into and accessed that could possibly be used in computer forensics. The aim of this research was to analyse the most likely used forensic tools in forensic investigations. Once the tools were researched the next task was to use FTK and to gather information from the evidence files. The evidence files were a key part to the documentation of the case study. As the evidence files were studied in how they should be kept and how a forensic investigator should handle the evidence they received.
























6. Appendix


Bibliography

[1] 	"Access data," Access data, [Online]. Available: https://accessdata.com/products-services/forensic-toolkit-ftk. [Accessed 20 March 2019].
[2] 	"Infosec," infosec, [Online]. Available: https://resources.infosecinstitute.com/category/computerforensics/introduction/commercial-computer-forensics-tools/ftk-forensic-toolkit-overview/#gref. [Accessed 20 march 2019].
[3] 	"mailparser," [Online]. Available: https://mailparser.io/blog/what-is-an-email-parser/. [Accessed 20 march 2019].
[4] 	"Defimition of decryption," The economic times, [Online]. Available: https://economictimes.indiatimes.com/definition/decryption. [Accessed 20 march 2019].
[5] 	R. B. Keith j.jones, "Web browser forensics part 1," Symantec connect, [Online]. Available: https://www.symantec.com/connect/articles/web-browser-forensics-part-1. [Accessed 20 March 2019].
[6] 	"Autopsy," [Online]. Available: https://www.sleuthkit.org/autopsy/. [Accessed 21 march 2019].
[7] 	"Timeline analysis," [Online]. Available: http://www.sleuthkit.org/autopsy/timeline.php. [Accessed 20 March 2019].
[8] 	N. Mansurov, "what is exif data ?," photography life, [Online]. Available: https://photographylife.com/what-is-exif-data. [Accessed 20 march 2019].
[9] 	"About stix," STIX, [Online]. Available: http://stixproject.github.io/about/. [Accessed 21 March 2019].
[10] 	"Tech talk," 21 March 2019. [Online]. Available: https://techtalk.gfi.com/top-20-free-digital-forensic-investigation-tools-for-sysadmins/.
[11] 	"Sleuth kit," [Online]. Available: https://www.sleuthkit.org/sleuthkit/. [Accessed 21 March 2019].
[12] 	"Sleuth kit," [Online]. Available: https://www.sleuthkit.org/sleuthkit/desc.php. [Accessed 21 March 2019].
[13] 	"Sleuth kit," [Online]. Available: https://www.sleuthkit.org/sleuthkit/desc.php. [Accessed 21 March 2019].
[14] 	"Framework," [Online]. Available: https://www.sleuthkit.org/sleuthkit/framework.php. [Accessed 21 March 2019].
[15] 	A. Tabona, "Top 20 Free Digital Forensic Investigation Tools for SysAdmins," Tech Talk, 10 July 2018. [Online]. Available: https://techtalk.gfi.com/top-20-free-digital-forensic-investigation-tools-for-sysadmins/. [Accessed 21 March 2019].
[16] 	A. Tabona, "Top 20 Free Digital Forensic Investigation Tools for SysAdmins," Tech talk, 10 July 2018. [Online]. Available: https://techtalk.gfi.com/top-20-free-digital-forensic-investigation-tools-for-sysadmins/. [Accessed 21 March 2019].
[17] 	J.M.Porup, "What is Wireshark? What this essential troubleshooting tool does and how to use it," CSO, 17 September 2018. [Online]. Available: https://www.csoonline.com/article/3305805/what-is-wireshark-what-this-essential-troubleshooting-tool-does-and-how-to-use-it.html. [Accessed 22 March 2019].
[18] 	"WinHex: Computer Forensics & Data Recovery Software,," X ways, 21 February 2019. [Online]. Available: https://www.x-ways.net/winhex/. [Accessed 22 March 2019].
[19] 	M. Rouse, "NTFS (NT file system; sometimes New Technology File System)," Tech target, [Online]. Available: https://searchwindowsserver.techtarget.com/definition/NTFS. [Accessed 23 March 2019].
[20] 	"Advantages and Disadvantages of FTK and EnCase," 7 April 2011. [Online]. Available: http://acid-burninfo.blogspot.com/2011/04/sadvantages-and-disadvantages-of-ftk.html.
[21] 	"COMPARISON OF POPULAR COMPUTER FORENSICS TOOLS," Infosec, [Online]. Available: https://resources.infosecinstitute.com/category/computerforensics/introduction/commercial-computer-forensics-tools/tool-comparison/#gref. [Accessed 24 March 2019].
[22] 	"Cisco Prime and Wireshark Advantages and Disadvantages," Uk essays, 17 September 2017. [Online]. Available: https://www.ukessays.com/essays/information-technology/cisco-prime-wireshark-advantages-7229.php. [Accessed 25 March 2019].
[23] 	G. Bureau, "FAT32 vs. NTFS file systems: Advantages and Disadvantages," Gizbot, 19 August 2017. [Online]. Available: https://www.gizbot.com/computer/features/fat32-vs-ntfs-file-systems-advantages-and-disadvantages/articlecontent-pf78317-043457.html. [Accessed 27 March 2019].
[24] 	G. Hamel, "The Disadvantages of an NTFS File System," Tech walla, [Online]. Available: https://www.techwalla.com/articles/the-disadvantages-of-an-ntfs-file-system. [Accessed 26 March 2019].
[25] 	"WHY USE A DEGAUSSER/HARD DRIVE ERASER AND OTHER FAQS," [Online]. Available: http://datasecurityinc.com/security/degausser.html. [Accessed 22 March 2019].






















7. Findings from FTK (Appendix)

Here is where the evidence form FTk will be displayed. FTK was utilised in evidence gathering and to find out what the missing evidence was. These will be the screen shots that john will need to use when documenting his report. Many of the FTK tools was used such as the md5calculator and file decryption. These types of tools were vital in evidence gathering.  As without these tools the investigation would be made impossible as it would be impossible or other tools would have to be used to acquire the found data. 

This is where the all the video files can be seen and viewed as well as hidden messages that were decoded. Once these messages were decoded, they are shown to represent a hidden message within the file. This was key to the investigation as this secret message would not have been found if the investigators didn’t utilise tools within the FTk software
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