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2. [bookmark: _Toc534474563]Abstract
Byod- Bring your Own device allows staff and customers to use their own devices to work remotely and more efficiently. Byod however brings its own security risks. Personal staff data and customer data are the main concerns that are covered in this report. The software and security methods chosen are based from extensive research on the latest information and technology used. The report also covers the set up and security of the company’s network based on the analysis of the company’s needs.

3. [bookmark: _Toc534474564]Introduction	
The aim of this report is to provide a comprehensive security policy for Hyper-fort ltd. Hyper-fort are developing software that will need to be protected not only from data theft and data leakage from within the company, but from cyber security threats from hackers and rival companies.
	


	
4. [bookmark: _Toc534474565]Related work Gathered Research

Research has been carried out to find the best way of managing and securing Hyper-Fort Ltd. intellectual properties. The focus was on securing Hyper-forts software developers from threats when using a Bring your own device policy. University and peer reviewed journals have been searched for to find accurate and up to date information. 	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.




5. [bookmark: _Toc534474566]Implementation

Dataflow Diagram
The brief provided information on the current network structure of the organisation. From the research that was carried out in the last section, a data flow diagram was created to design and implement a secure Byod network infrastructure for Hyper-Fort Ltd.  
Below is a screenshot of the data flow diagram that was created.
[image: ]

As the data flow diagram above shows the network has been split up into two sections. The Hyper-Fort remote wide area network and the Hyper-Fort local area Network.  
The next stage was to use the data created from the data flow diagram along with the research carried out, to build the Hyper-fort network in cisco Packet tracer.  Cisco packet tracer is used to design and implement networks.
The below screenshot shows the Hyper-fort ltd Bring your own device network infrastructure. 
[image: ]
The above network is connected using wpa2 psk encryption from the wireless access points. The router and switch have 2 levels of security. Access to the user exec mode requires a password and the passwords is invisible from social engineering or near by hackers.  The console port for the switch is locked down and requires a password to prevent unauthorised access.

There is a banner message on the switch and router warning unauthorised users that they could be punished by law. 










New device configuration and authentication
Before a device can connect to the Hyper-Fort network it first needs to be set up and authenticated by the IT department. The device is added by the IT department through mobile device management software as explained below.
A username and password are then given to the employee. Each software developer logs in through an aes encrypted hyper- v virtual machine with an authorised user name and password on their device.  

What is mobile device management software?
IT departments are using management software on devices including tablets, smartphones and laptops. This software is being designed to remotely manage devices through application security. Applications can now be managed efficiently, safely and securely from remote locations. [1].
Devices including ios and android devices are managed by way of first needing to log into the Intune portal. Then the users can securely access company data as well as permitted personal data such as social media sites. 


What different software is available? 
There are a wide variety of software management software tools available. An example of this software is Microsoft Intune. Intune has been selected as it a central management portal that allows administration and maintenance of company data. 
Compare different software
Microsoft Intune is easier to implement with older devices and provides better integration with older infrastructure. Applications such as Microsoft active directory and MIcrosoft exchange server can be configured through Microsoft Intune or its Azure portal.   

Explain rationale for the choice of software
Microsoft Intune software has been selected to manage mobile device management for all developers connecting to the site. Reasons for using this software include:
· Compatibility with Microsoft applications/ compatibility with c++
· Compatibility with Microsoft windows 7 and later
· Compatibility with exchange 2008 and later and active sync
· Compatibility with ios, android, mac o/s, Linux
· Combines with Azure active directory to create policies at the contextual controls at the user, location, device and application levels
· Encryption technology used can be adapted and rolled out to all devices. Intune can roll out Bit locker encryption to encrypt Hard drives connecting to the network. [2]  Policies can be created within Intune to require devices to have aes 256-bit encryption.  Compatibility with exchange and Microsoft server technology
· Comprehensive resource catalogues and help sections
· Compatibility with Cisco routers and switches
· Administrative tasks can be carried out through active directory and office 365(devices would need to be individually added before connecting to the Hyper-fort ltd network)
· Remote wiping and locking of hardware through software commands
· Sccm compatibility- can manage devices through running updates remotely
· Github repositories are compatible for use of storing code created


Write the advantages and disadvantages for people to byot? (think of increase in productivity as opposed to risks).
Employees are more likely to look after their equipment if it is personally owned. This leads to less device breakages which should limit down time. Personal devices allow a user flexibility in where they can work. Issues such as being unable to travel to work can be mitigated as a user can work from home for example. Employees and customers are likely to use newer devices providing better speeds and connectivity increasing productivity further. Newer devices should allow for future proofing technology changes within the organisation. Familiarity with a device and its applications should reduce the need for user training, reducing training costs and improving productive.
An Intel whitepaper from 2012 [3] has recorded the number of employees using personal devices as increasing from 3000 in 2010 to 17000 in 2011. Each employee was able to gain an average of 57 minutes of productivity a day with Intel making an annual total productivity increase of 1.6 million hours.  
The below table lists some of the advantages and disadvantages of BYOD
	Advantages

	· Improved productivity

	· Cost savings

	· Employee satisfaction
· Remote configuration of devices and software

	Disadvantages (security policy needs to clearly outline preventative measures)

	· Increased risk of malware from employee or user error. 
· Disgruntled employees purposely causing damage to the organisation or its customers

	· Data being accessed from non-sanctioned devices
· Back up strategies need to be considered for employee owned devices

	· Remote wiping of devices may not always be possible due to location or device issues.

	· Device encryption needs to be carried out on all devices with sensitive data





Hyper-fort Bring your own technology framework- 

Code should be created through a virtual machine that is encrypted and backed up to a secure server to prevent data loss or data corruption. The code is to be stored securely using git hub repositories as an offsite protection measure. Cryptographic libraries are to be used to encrypt code to be transferred and stored. This method of encrypting code can render the code unusable to unauthorised personnel.

Software code will be created using Microsoft visual studio 2017 integrated developer environment. To protect the code from outside threats and vulnerabilities. This will prevent intellectual properties from theft, stolen by isolating the software code.

Developers are only allowed access to code governed by their access rights. New requests for access should first be requested by senior management and a request is then sent to an Administrator with access rights. Only senior management or permitted users or customers are allowed access to all or parts of the completed code.  A test environment should be created to ensure updates or software added does not weaken the network or harm its data.


Within the Integrated Developer environment global variables should be restricted or locked down to users with the correct permissions. Source control audits can be used to monitor download and transfer of code.  The below outlines common issues and security best practices that should be implemented by IT Team, Administrators and software developers.

· Buffer overloads can write over previously written code in memory once the buffer or memory address has exceeded its capacity. Heartbleed was a well-known buffer overload threat that exposed vulnerabilities in the ssl cryptographic library.
· Source control- is used to keep copies over the code at a granular level. This is essential as coding projects can contain thousands of files that are difficult to maintain and keep track of. [4]
· Sql injection- Applications that need to interact with databases are vulnerable from sql injections. Extra commands are inputted into the commands string which can delete customer and company data.
· Use peer reviewed libraries- such as boost can be added to c++ 11 so that code has been verified as safe and secure.
· Set coding on a least privilege basis- Developers are only permitted to access the absolute minimum code and resources that is allocated.
· Establish time out schedules for each task
· Use IPsec Vpns to secure data in transit- encrypts data for both users in office and users working remotely. [5]
· Lock down any coding features that haven’t been granted access
· Set up alerts- for any suspicious or unidentified ip addresses
· Use crypto libraries
· Block cipher algorithms
· Multi factor authorisation to login







The below security policy guidelines are designed to identify and mitigate against issues and threats to the Hyper-Fort network.																				
What type of data is retained by the mobile devices connecting to Hyper-Fort network?
The data retained by devices connected to the hyper-fort network depends on the access rights given by the administrator of the company.  Software developers connecting to the network could retain the following information:

	· ID Number
	· Static IP Address

	· Email address compatible with system
	· One-time password encryption

	· Password for the system
	· Data protection documents

	· Username for the system
	· Permissions and agreements

	· Cookies to allow access to the system
	· MAC Address

	· Social Media Details
	· Browser history

	· Login credentials
	· Diagnostic and data usage

	· Wi-Fi passwords
	· Emails

	· GPS data
	· Company resources

	· Photos taken
	· Intellectual properties

	· Contacts
	· Work files

	· Customer and client information
	· Employee data

	· Shared folders, calendars
	· 



The above information will remotely be retained by the mobile device, providing the employee logs in via the extranet portal and follow the guidelines laid out by the company security policy.
[6]

What is the potential for data leakage when the participating devices leaves the office environment?

Need to expand on this question. Make sure I look at the mitigating threats
      
Data exposure has now become a top priority for most organisations. If employees install or access a malicious app or if device security has not been updated then, the whole Hyper-Fort network is exposed and susceptible to a data breach. Customer data or employee data getting lost or stolen can result in serious consequences to the company or its employees with lawsuits and the company’s reputation being damaged.

To mitigate this issue, it is essential for employees to use lengthier passwords, i.e. longer than four or 5 pin numbers. This step should be carried out for all mobile device passwords both for securing the hardware and Operating system and applications (particularly personal applications) outside of the Intune management portal need to be kept up to date to prevent


Strategies and Device Management and Security Policy

Intro – why a policy?
A comprehensive security policy is needed for the hyper-fort ltd network. This policy has been created based on previous research carried out into network security and device management for bring your own device (BYOD) frameworks.  This policy adheres to the confidentiality, integrity and availability principles that has been created to provide protection for information security within organisations. [7]


BYOD – imperative to have a policy – clear guidelines on BYOD usage.

As mentioned above this policy is based upon the three principles of information security:

Confidentiality, integrity and availability

Confidentiality- to protect company and user data from unauthorised access. Encryption techniques are used to protect data leakage issues by using symmetric or asymmetric algorithms. 

Integrity- is needed to ensure that company and user data does not get altered either in transmission or through error. Encrypting company data and using digital signatures are necessary to ensure intellectual properties are protected and that threats and malpractice are reduced.

Availability- it is vital that a network and its data is available when authorised users request them. Cyber security threats such as distributed denial of service attacks (DDoS) as mentioned by Nasir Raza, Imran Rashid, Fazeel Ali Awan [8] (“Attackers send continuous and massive requests to the websites, hosted in cloud servers, just with an intention to consume the bandwidth”) can cause an organisation major availability issues.


1. How to address the blending of personal and business usage when devices are in office.

Microsoft Intune allows for the separation of personal and business data. This is achieved by locking down or isolating business data in a secure environment by way of encryption, authentication and password protection.  
The code that is created by the software developer is isolated from unsecure or personal applications not authorised. For example, emails opened from within the virtual environment are first scanned on the secure exchange email server before being permitted to open by the developer.  




2. What strategy to deploy to deal with different brands of devices.

Before devices can be used on the Hyper-fort networks they must first be added by the IT administrator through the Active directory application within the Microsoft Intune Portal.

The Microsoft Intune mobile device management software allows administrators to specify which brands are authorised and added to the system. Rules are set within Intune which enable administrators to block or remove devices from the network if it does not meet the required criteria.





3. What strategy to deploy to deal with different Operating System platforms?

Before a device can be added to the network it needs to be verified and added to Active directory via the Intune mobile management software.  Non-compliance of acceptable software versions can result in administrators blocking access for devices to the network or blocking them until the requirements are met. [image: ]Figure 1

Figure 1 shows a device being restricted from accessing its data until the recommended update has taken place

Examples of different operating systems that work with Intune could include: Microsoft windows 10, windows 8.1 and windows 7. Mac o/s, ios, Android and Linux devices can also be supported. Updates can take place and rolled out to all devices. [9]

If a device is unable to meet the operating system requirements, then a new device will need to be purchased by the employee or a different device that meets the recommended requirements will need to be used.







What strategy to deploy to deal with different application on user devices?

MIcrosoft Intune provides a way of setting application protection policies which prevent company data from saving to the local storage of a device. Data restrictions can be put in place to block the movement of data to unprotected applications. Figure 1 displays an image of some of the applications that can protected
[image: ] Figure 2	[10] 
Data can also be protected using management software such as Sccm to carry out remote updates and patches to the devise connected to the network. Group policy updates can also be pushed out to devices on the network using Sccm. Updates can also be run inside the office 365 environment for office suite applications and exchange server updates. 



4. What mitigating strategy will be deployed when the owner of a participating device leaves their employment, or the device is lost, stolen, or fails?

In the event of an owner of a participating device leaving their employment or a device being lost remote wiping can be carried out as a security measure to protect company and customer data. Pin Locking can also be applied from the Intune console or through Sccm or active directory. The IT department will be able to apply the above solutions. A dedicated landline number and recovery team should be available 24/7 to quickly and securely deploy the required security measures.
The IT service desk should be available to deploy device de-activation and re-activation as well as to carry out remote and local fixes where necessary.  The service desk should be able to provide information on insurance warranties for faulty devices. Vpn blocking should be carried out where necessary on the hyper-fort network.


6. [bookmark: _Toc534474567]Results/Findings and discussions

Through researching security and counter measures for Hyper-Fort it has been made clear that Byod device policies are increasingly being managed using mobile device management and application management software. The correct implementation varies for each company depending on the type of organisation and the needs of the organisation. 
Security policies should provide best practices sand strict guidelines so that the companies and clients information is secured with confidentiality, integrity and availability always. 








7. [bookmark: _Toc534474568]Conclusion, recommendation and future work:

This Cyber Security module and assignment has provided important information on the latest challenges and threats to organisations networks.  Bring your own device technology has added complexity to networks and created new issues.
The positives from Bring Your Own Device networks include increased productivity, flexibility and cost savings for companies. The bring your own device policy framework has been created by abiding to the information security principles of confidentiality, integrity and availability.
Before Implementing the network in cisco packet tracer, we had to combine knowledge of information engineering and networking from other modules to design and secure the Hyper-Fort network using the security policy guidelines.
All research which was carried out for this module provided me with interesting books and journals. These resources were read in depth to gather further knowledge and skills for future studying moving forward.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Report lack referencing. Mainly website used. References from journals/conference proceedings would add more credibility to your work.  You can access many journals from the online library - https://www.uwtsd.ac.uk/library/online-library/, IEEE and ACM are the main ones for computing.  (Grade mark: 56.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]8.5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated understanding of the underlying concepts and principles.  As mentioned above there are lack of referencing. (Grade mark: 60.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]9

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed all the areas covered.  A very detailed DFD. (Grade mark: 75.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]30

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A simple packet tracer implementation with countermeasures considered. (Grade mark: 70.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]14

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Required formatting.  Number your pages. (Grade mark: 65.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]68%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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