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[bookmark: _Toc26887004]Abstract
Smart cities are becoming more familiar. There are now cities that save energy with smart technology, cutting down carbon dioxide emissions and reducing our carbon footprint. This all leads to a better, sustainable life quality for everyone. Smart cities embrace new technology ensuring its residents and visitors benefit from simple indoor sensors that govern heating and light to the more advanced set-ups such as smoke, gas and air quality sensors that monitor the air for noxious gasses such as carbon monoxide and radon.  The outdoor sensors detect air pollutants such as particle matter, nitrogen dioxide, ozone and sulphur dioxide.  Smart cities use sensors that manage street lighting, that indicate the nearest parking space and monitor the flow of traffic. Part of smart cities are smart buildings. These buildings can be so advanced they generate energy while at the same time saving resources. This is achieved by using sensors to adjust the environment to the most advantageous use of energy. Task one of this paper will examine several smart cities representations and discuss smart buildings and how they contribute to energy harvesting operations and energy efficient solutions required for an effective smart city and task two will showcase a simulation of how IoT can be used in a smart building using packet tracer.	Comment by John Rees: their
[bookmark: _heading=h.30j0zll][bookmark: _Toc26887005]Introduction
[bookmark: _Toc26887006]Task 1 
What makes a city smart? There are many fundamental topics that make up a smart city. According to Econsult Solutions, Inc. (ESI) Thought Lab,  there are ten “Pillars of Smart City Success [1].” 
Included in the list are economy, governance, environment and public safety. 
Investing in smart cities can lead to economic growth by attracting new business and residents. 
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[bookmark: _Toc26883009][bookmark: _Toc26977366]Figure 1: Ten Pillars of Smart City Success [2]
“These investments trigger a virtuous cycle of economic growth by generating capital for new smart city investments, as well as an improved ability to attract businesses, residents, tourists, students, and talent.  [2]“
A smart city consists of technological devices that are suitably connected, interacting with each other and are effectively managed to ensure it uses public resources to the maximum. It utilises sustainable energy with dynamic power consumption to produce the lowest possible energy cost. It aims to increase quality of life for its visitors and citizens [3]–[6]. 
The sustainability of smart cities is directly connected to how the city’s infrastructure is managed. The citizens quality of life is linked to their health and welfare which is in turn affected by pollution, energy, economics, waste and climate change [7].	Comment by John Rees: Worth having another look at the possessive use of the apostrophe.
Why do we need smart cities?  With the expected rapid growth of urban population, United Nations have said that by 2050 over half the world’s population, 68 per cent, would be living in urban areas [8], smart city technology will allow for more efficient and effective ways to use energy [9]. 
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[bookmark: _Toc26883010][bookmark: _Toc26977367]Figure 2: World Urban Population Estimation 2050 [10]
By using smart energy solutions, it will allow for a reduced carbon footprint [11]. One way to use smart energy solutions is by using The Internet of Things (IoT) and smart devices.   The IoT has been around for many years. It officially came into being in 1999 [12]. IoT is any gadget that can be switched on and off and is connected to the internet. This opens up a multitude of ways to implement smart energy solutions for smart cities with the use of IoT in buildings.
In conjunction with IoT, smart buildings can be used to reduce energy consumption and therefore reduce air pollution [13]. In the United Kingdom the greatest environmental risk to public health is air pollution. The Environment Audit Committee of 2010 stated the effect of air pollution would probably be between 8 and 20 billion pounds due to related health issues [14]. 
[bookmark: _Toc26887007]Working Examples of Smart Cities
In 2018 the city rated number one in the world for smart city usage was New York City according to Instituto de Estudios Superiores de la Empresa (IESE) Business School’s Cities in Motion Index [15] primarily due to its Automated Meter Reading (AMR) system which allows leaks and wastage of what is being monitored to be identified much earlier.
San Antonio Texas introduced three Court Kiosks in 2015, which allow you to plead guilty to traffic citations in front of a Judge using video court monitors [16] Saving time and travel. 
London UK have implemented amongst other things, government-sponsored internet access creating over 5,900 public Wi-Fi hotspots across Greater London [17].
Vancouver CA changed to a renewable diesel fuel for its fleet of diesel vehicles in 2018. Vancouver have also changed its development requirements so that all new developments and houses must install wiring that will allow electric vehicles to have charge stations [18].
Cardiff Wales have introduced LED lighting in its streets and have also released an app named Park Cardiff which uses sensors to help find parking spaces [19].
Swansea Wales have installed 11 of its 23 InLinks which allows free wi-fi and public phone calls along with free express charging for mobile devices [20].
[bookmark: _Toc26887008]Smart Buildings
There are many smart energy solutions available nowadays and as mentioned in earlier, utilising smart buildings can reduce energy consumption. This report will be focusing on solutions related to smart buildings to answer the question of “How can cities leverage the benefits of digitalization to relieve stress on overstretched services and resources?” 
“Many problems cannot be solved with a set of binary solutions and we need a new way of development. Fuzzy logic is able to interpret many states, more than two states, giving to computers the capacity to react in a similar way to people.” [13]
Using fuzzy logic, an energy saving of approximately 40% can be accomplished [13].	Comment by John Rees: OK, but the sentence rather hangs out on its own.  The question of how one saves 40% is unanswered!
In Vienna, UNIQA Tower has reduced their carbon dioxide emissions by 84 tons by using a cooling and heating system that monitors the outside temperature and incorporates warmth from the earth [21]. 
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[bookmark: _Toc26883011][bookmark: _Toc26977368]Figure 3: The:UNIQA Tower Vienna
In Las Vegas, the ARIA Resort has reduced energy consumption by introducing in-room tablets for customers to control temperature, open and close curtains, control the lighting, make spa appointments and order room service [21].
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[bookmark: _Toc26883012][bookmark: _Toc26977369]Figure 4:The ARIA Resort LasVegas
One of the world’s most sustainable building is located in London and is called The Crystal. 
[image: ]
[bookmark: _Toc26883013][bookmark: _Toc26977370]Figure 5:The Crystal London
It has both a Leadership in Energy and Environmental Design (LEED) Platinum status and Building Research Establishment Environmental Assessment Method (BREEAM) Outstanding status. This is the first building worldwide to obtain both accolades. The building runs totally on electricity, producing 20% of the electricity from solar panels. Toilets are flushed using 100% of rainwater collected from the roof and the building boasts 70% lower carbon dioxide emissions compared with the average London office building.  
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[bookmark: _Toc26883014][bookmark: _Toc26977371]Figure 6: Dashboard for The Crystal [22] 
In 2017. the Edge building in Amsterdam had a 98.4%  sustainability score awarded to them by (BREEAM) [21].
[image: ]
[bookmark: _Toc26883015][bookmark: _Toc26977372]Figure 7: The Edge Building Amsterdam [23]
It has an app that connects employees to the building from the moment they wake-up. It has 28,000 sensors and knows where you live, how you like your office lighting and temperature and adjusts where you go in the building to suit. It recognises your car upon arrival and instructs you to a parking spot. It even knows your sugar consumption in hot beverages [21]. With the use of a smartphone or laptop, employees are able to connect wirelessly to flat screens that are strategically positioned around the building. 
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[bookmark: _Toc26883016][bookmark: _Toc26977373]Figure 8: Dashboard for Edge Building [21]
The building has an on-site gym which with the use of your phone follows your exercise progress. It can even mange your regime Some of the equipment in the gym is connected to the grid so when it is operated energy is being produced. Additionally, your smartphone allows you to 
 “order up a dinner recipe, and a bag of fresh ingredients will await you when the workday is over” [22]
There are built-in wireless chargers on every desk, so your phone will never be depleted. Using your phone for everything from finding colleagues, adjusting lighting and heating to organising your calendar is just a small part of what this phone app and smart building is capable of accomplishing [22]. 
Included in smart cites are smart hospitals. They use IoT, for amongst other things, measuring heart rates, glucose, blood pressure and weight. They use devices to wirelessly monitor  intensive care unit procedures and ultrasounds even monitoring patients vital signs remotely [24].  They even use IoT’s in surgical procedures.
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[bookmark: _Toc26883017][bookmark: _Toc26977374]Figure 9: Operating Room that uses IoT''s [23]
While this cuts down on errors and allows the monitoring of patient’s health to be in real time, it also allows for the data to be collected and analysed. This leads on to question what is being kept and analysed and why.
[bookmark: _Toc26887009]Ethical Considerations
Just a snapshot of the information being collected from its employees and visitors by the Edge building is enormous and could be classed as intrusive. Where does the monitoring stop? What is the company (Deloitte) who is collecting  and collating the information ([22] doing with it? Who is allowed access to the information? Smart cities, being on an even bigger scale, collect an enormous amount of data. Hospitals collect our most personal data. This is being collected wirelessly and is then being scrutinised and analysed.  Confidentiality is one of the biggest issues related to the collection of all the data. Security and privacy of this data is also a major concern.  For example, General Data Protection Regulation (GDPR) should be a major consideration for smart buildings and cities. 	Comment by John Rees: Good to see a few thoughts about privay.
[bookmark: _Toc26887010]Security 
One of the major issues with Smart anything is security. Both for the hardware and the software. Making sure IoT security requirements are met, such as changing the default password [25], [26]  and using password encryption [27] is of utmost importance. The current standard encryption used over wireless is Wi-Fi Protected Access 2 (WPA 2)[28]. There are many other security measures that can be put into play, such as firewalls, anti-malware, anti-virus and access control [28]. 
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[bookmark: _Toc26883018][bookmark: _Toc26977375]Figure 10: Security Threats To Smart Hospital  [29]
[bookmark: _Toc26887011]Sensor Connectivity
Sensors used for IoT are generally powered by batteries, have reduced processing powers and signal sending capabilities. Therefore, Low Power Wide Area Network (LPWAN) is the ideal solution to send data [3], [22], [30].  Smart buildings use sensors for monitoring things such as security, temperature, carbon monoxide density and fire. The use of LPWAN in these instances would be effective as the sensors used to carry out these roles require a long battery life and are inexpensive to run. As the sensors need only communicate infrequently, quality of service is not a requirement [3], [22], [30].
[bookmark: _Toc26887012]Sensors and Actuators
What are sensors and actuators and what do they do? A sensor is an electrical mechanism that becomes aware of and reacts to something from its physical surroundings and sends this information to an actuator in the form of an electrical signal.  The actuator takes this electrical information and performs a physical task [31], [32]. 
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[bookmark: _Toc26883019][bookmark: _Toc26977376]Figure 11: Difference between Sensors and Actuators [23]
IoT sensors are able to be accessed either locally or via the internet in a database [28]. 
[bookmark: _Toc26887013]Conclusion 1
With the explosion of IoT, smart cities are becoming more familiar. We have examined the different ways smart cites are being introduced and the many ways that IoT’s are playing and integral part in smart cities. How Iot’s are accomplishing ways to enhance everyday life from making personalised beverages, lowering energy consumption to reducing our carbon footprint. With this new technology there are questions that need to be addressed. Ethical questions regarding what information is collected? Should we be collecting this information? Who should be allowed access to this information and why? Then there is confidentiality. How is all this information being kept confidential? Does it conform to GDPR? Security questions such as what measures can be taken to ensure the safety of the general populous from automated machines being hacked? These are just a few concerns to be considered regarding the implementation of smart cities.
[bookmark: _Toc26887014]Design and Implementation
[bookmark: _Toc26887015]Task 2
Producing a simulation of a smart building with the use of a simulation package called Packet Tracer. While there are many types of IoT devices available in Packet Tracer, this report will be focusing on the use of sensors and actuators to simulate temperature control, motion detection, lighting and protection against the build-up of noxious gasses. 
Fig 12 shows the overview topology for the smart building.
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[bookmark: _Toc26883020][bookmark: _Toc26977377]Figure 12: Overview of Topology
Fig 13 shows the controller of all the IoT devices in the building.
[image: ]
[bookmark: _Toc26883021][bookmark: _Toc26977378]Figure 13: Controller
Conditions are added to devices to operate them.
[image: ]
[bookmark: _Toc26883022][bookmark: _Toc26977379]Figure 14: Programming a Device
To check if a programmed device works, click on the device name to expand the line. Fig 15 shows the motion sensor outside the Server Room door while there is no disturbance.[image: ]
[bookmark: _Toc26883023][bookmark: _Toc26977380]Figure 15: Motion Sensor and Camera for Server Door
When the motion sensor is activate as shown in Fig 16, you can see the web camera has now activated.
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[bookmark: _Toc26883024][bookmark: _Toc26977381]Figure 16: Motion Sensor and Camera for Server Door Triggered
The other sensor that has been implemented for the Server Room is when the door is opened the web camera is activated. Fig 17 shows the server room closed with no motion.
[image: ]
[bookmark: _Toc26883025][bookmark: _Toc26977382]Figure 17: Server Room Door Closed
When the Server Room door is opened the web camera is activated as shown in Fig 18.
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[bookmark: _Toc26883026][bookmark: _Toc26977383]Figure 18: Server Room Door Open
The Main Entrance is also covered by the use of a web camera and a motion detector. Also, when the door is opened the light is switched on. A lamp has been used to simulate an overhead light system. Fig 19 below shows the Main Entrance Door with no motion detected, the door is closed, and the light is off.
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[bookmark: _Toc26883027][bookmark: _Toc26977384]Figure 19: Main Entrance Door Closed, No Motion, and Light Off
As is shown in Fig 20, when the door is opened the light is turned on.
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[bookmark: _Toc26883028][bookmark: _Toc26977385]Figure 20: Main Door Open and Light On
When the motion detector by the Main Entrance is triggered, the web camera is activated as shown below in Fig 21.
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[bookmark: _Toc26883029][bookmark: _Toc26977386]Figure 21: Main Entrance Door Motion Triggered Web Cam Activated
To control the ambient room temperature, a thermostat and furnace was used. When the temperature is below a pre-determined temperature, 20 degrees in this instant, the furnace is activated.  Fig 22 shows furnace switched off.
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[bookmark: _Toc26883030][bookmark: _Toc26977387]Figure 22: Temperature at 20 Degrees or Over-Furnace Off
Fig 23 shows the furnace on as temperature below 20 degrees.
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[bookmark: _Toc26883031][bookmark: _Toc26977388]Figure 23: Temperature Below 20 Degrees-Furnace On
To demonstrate a build-up of Carbon Dioxide and or Carbon Monoxide, an old car was used. Fig 24 illustrates no emissions.
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[bookmark: _Toc26883032][bookmark: _Toc26977389]Figure 24:No Gaseous Emissions
When the car is switched on and the emissions build up, the alarm sounds, the fan is switched on to high and the window is opened. Fig 25 illustrates this,
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[bookmark: _Toc26883033][bookmark: _Toc26977390]Figure 25: Fan On, Alarm Sounding and Window Opened
Fig 26 shows the WPA2-PSK Security that has been added to the IoT’s, along with a new password.
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[bookmark: _Toc26977391]Figure 26: WPA2-PSK Security
[bookmark: _Toc26887016]Conclusion 2
Packet Tracer was used to simulate a smart building. It showed how remote monitoring of secured areas and main access could be attained with the use of motion detectors, smart doors and lights. It also showcased how energy can be saved by the use of motion detectors for lighting and by keeping the occupants of the building in a pleasant controlled climate. For safety issues regarding colourless, odourless gasses the use of a smart window in conjunction with a fan and an alarm was used. While this was a small-scale network, the use of IoT in smart buildings as previously discussed in task one, is only as limited as the IoT’s thought of. 
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