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Task 1
Abstract- in this research paper I will be explaining various IT systems and infrastructure on data security as well as preventing personal information from getting into the wrong hands. This paper will also try and explain why modern organizations need to create safe environments which should be able to protect, detect and react to attacks.
Introduction 
Cryptography is a technique used to encrypt data or securing information and communications which is to be sent to the people that it is meant for. Thus, preventing unknown third parties or people who do not have authorization from accessing it. Cryptography has been around for a long time but came into fruition in the IT world in the early 1970s, which was designed by an IBM “crypto group” by using block cyphers to protect customers data. This was then adopted by the USA as a national standard called the Data Encryption Standard (DES), till it fell apart in 1997.
It was then further improved by Whitfield Diffie and Martin Hellman in a research paper called the Diffie-Hellman key exchange. The Diffie-Hellman key exchange is a mathematical method that generates a cryptographic key over a public channel and was one of the first public key protocols. In 2000 the Advanced Encryption Standard created by the National Institute of Standard and Technoloy (NIST) replaced the DES, because the AES is more secure than the DES due to it being able to withstand the advancements in computing technology also because the new standards of the NIST was that the new algorithm was meant to be efficient in both hardware and software and in the AES both the user and the sender must have the same secret key.  
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Fig 1 shows the differences between DES encryption and AES encryption and the reason AES replaced DES.
Public key encryption uses a pair of keys, a public key used by the sender and a secret key used by the receiver to remove the encryption on the data. Examples of public key encryptions are-
· Rivest-Shamir-Adleman (RSA)
· Elliptic curve digital signature algorithm (ECDSA) adopted by bitcoin
· Digital signature algorithms (DSA)
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Fig 2 shows how the public key encryption works and how the pair of keys are applied.
cryptography has many real-world applications like:
· Secure communications- this is done by applying an encryption between users and operating systems to prevent third parties from spying. This is mostly used for communication between a client and a server, for example a web browser has encryptions that prevent unauthorized users from access as well as email client and email server like yahoo mail or Gmail.
· storing data – encryptions can be used to store an abundant amount of useful data on operating systems like passwords and make sure that updates are really from the maker of the system.

Cryptography has many advantages and disadvantages, such as 
· It ensures confidentiality because only the authorized person has access to the data being transmitted or stored.
· Authentication – all data sent is real data as both the people know each other and there is no risk of false information.
· Secure communications - because the data is encrypted third parties will not be able to spy on or alter the data being transmitted over.
· Secure transactions – digital transactions like ecommerce or online banking making sure that business personal information is safe from fraud or theft.
Disadvantages - 
· Cryptographic systems are complex to implement because they are very technical savvy thus requiring specialized knowledge and expertise.
· The algorithms and implementations are known to hackers which means it is open to attacks.
Modern organizations create safe environments using cryptography because of;
· Data breaches – the number of data breaches was high in the past years and with the implementation of safe environments it has drastically reduced as shown in fig 3[image: ]fig 3
· Cyber threats – with the rise in cyber threats like ransomware and phishing attacks have made organizations make safe environments with cryptography.
· Cloud security – organizations are using cryptography to transmit data unto a cloud storage
· Data privacy – organizations ensure collected personal data is kept safe from unauthorized access by using cryptography.
Security frameworks are steps or a structured approach that help organizations avoid or mitigate and identify risks by accessing vulnerabilities and implementing controls. Guidelines are provided to help organizations design, implement, and maintain a good and secure security posture.
There are various key components of a security framework, such as;
· Risk management – being able to identify and assess security risks 
· Security controls – making technical and physical controls to protect data.
· Continuous monitoring – regular checking and updating of software's, hardware's, and security frameworks to address emerging threats and vulnerabilities.
· Incident response – being able to respond in a timely fashion to security incidents.
Types of security framework
· NIST cybersecurity Framework – this framework is widely recognized for managing and reducing cybersecurity risks.
· ISO 27001 – this is a framework for information security management.
· COBIT – a framework for IT governance and management. 
· PCI DSS – a framework for protecting payment card data.
· HIPAA – a framework for securing protecting health information (PHI)
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Benefits of a security framework -
· Risk reduction
· Increased efficiency 
· Compliance
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