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ANSWER THREE QUESTIONS OUT OF FOUR

1. 
a. In reference with ISP redundancy, explain 
i. Single-homed
ii. Dual-homed
iii. Multihomed							(12 marks)

b. Explain EUI-64 process and give an example.			(7 marks)

c. Briefly discuss the four important security services provided by IPSec. 
(8 marks) 



2.  
a. Discuss when not to use BGP? 		 			(5 marks)

b. With reference to EIGRP, explain the following
i. Fast convergence
ii. Partial updates
iii. Multi network layer support
iv. Use of multicast and unicast
v. Sophisticated metrics						(20 marks)




3.  
a. On a OSPF broadcast network, the challenge is the number of adjacencies that would be required. Answer the following questions in reference to this:
i. How many adjacencies would be found on a network with 100 routers? 						(1 marks)
ii. What are the consequence of broadcast? 		(1 marks)
iii. In detail, discuss the solution offered by OSPF. 	(10 marks) 
b. Briefly explain OSPF packet types. 					(5 marks)



4. 
a. In reference to redundant topology, explain the following
i. Redundant topology problems
ii. Solution to these problems.					 (12 marks)

b. Refer to Figure 1, identify RSTP port roles and explain them.	 (13 marks) 
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Figure 1


5.  
a. In reference to Hierarchical networks: 
i. Draw the network design.					(4 marks)
ii. Explain the operation and functionality of each layer.	(9 marks)
iii. Discuss the access layer capabilities. 				(6 marks)

b. Explain how ASW(config)# spanning-tree uplinkfast configuration would affect the switch operation? 			(6 marks)	


6.  
c. Explain the functionality of a Routed port and how it can be enabled on a Switch? 								(7 marks)

d. Explain the HSRP router roles.					(12 mark)

e. Explain some benefits of VSS. 					(6 marks)





7. 
DigiTech enterprise has branches across the Globe with more than 25000 employees. The IT infrastructure team decided to upgrade the entire network to IPv6. You have been hired as a consultant to oversee this migration. In detail, discuss how and/or what steps you would take to complete the migration successfully. 						(25 marks)

(Tips/guidelines: expected discussion on approach but not limited to data/device gathering, steps on migrations, static, auto-configuration, SLAAC, DHCPv6, routing protocol choice.)    



8. 
UWTSD is building a new campus in SA1.  You are leading the team to design the infrastructure for the new campus. The infrastructure should support wired and wireless connections for staff (academic and all professional depts.), students, and guest. The network should support SAN, QoS and Security for data, voice and video communications. In detail, explain your approach and solutions that you would implement.
 									(25 marks)

(Note: your answer should discuss but not limited to LAN design/architecture, topology diagram, choice of devices, technology, security implementation, redundancy, VLANs, etc.)    
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