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Find a open7z file which is password protected
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Find as tickets in joe phone 
which is glasgow tickets 
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Insurging his live location sharing with Emma txt time & date
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I found some pictures in his phone in between 08.08.24 -15.10.24 Their location was in Glasgow.[image: ]








This image further proves that the device belonged to Joe, as he was located in Glasgow on 22/08/2024 and shared his live location with Emma during that time.[image: ]
evidance 1&2 aging i found in Samsung phone
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Emma usb all file analysis 
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open readme txt there is nothing
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Summary
Cellebrite Physical Analyzer version 7.72.0.10

Report creation time 09/05/2026 23:37:45 +01:00
Time zone settings (UTC) Original UTC value

Examiner name

a9

Source Extraction

File System
Extraction start date/time 28/10/2025 11:25:18
Extraction end date/time 28/10/2025 11:27:40
Unit identifier 1136568878
UFED version 7.73.0.162
Tnternal version 7.73.0.162
Seledted manufacturer Detected Model
Selected device name Note 14
Machine name UOW3609

Connection type Cable No. 100 or 170

Extraction type File System [ Android Backup ]

Extraction ID 01b92ef4-211e-4e30-a3fe-6aba2095a698
Extraction (UFD) file data integrity Intact

Preserved Extraction False

Decoding start date/time 09/05/2026 23:09:32

Device Information

Android ID 749c315aaaa’8ca3 Taken from UFD extraction file:
Chipset MT6761V/WBB Taken from UFD extraction file:
IMEI 355617730545771 Taken from UFD extraction file:
IMEI2 355617730545789 Taken from UFD extraction file:
Model Note 14 Taken from UFD extraction file:
0os 12 Taken from UFD extraction file:
Security Patch Level 2023-03-05 Taken from UFD extraction file:
Vendor Ulefone Taken from UFD extraction file:
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Plugins
1 |PreProject Cellebrite 20
2 | AndroidADBBackup Cellebrite 20
Decodes the android ADB backup file, generated by the shell command 'adb backup'.
3 | ContactsCrossReference Cellebrite 20
Cross references the phone numbers in a device's contacts with the numbers in SMS messages
and Calls. Will fill in the Name field of calls and SMS if there's a match.
4 | ProjectProcessorFinisher Cellebrite 20
5 [PostProject Cellebite 20
Contents
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B8 images 304 304
Text 24 24
™ Uncategorized 153 153
P videos 6 6





image36.png
= 42.3pg
Image Description
43.3pg
= 44.jpg
45.3pg
46.3pg
Image Description
7.3pg
48.3pg
49.3pg
= 4.3pg
Image Description

= 50.3pg
Image Description

1-[

: Evidence #1

: Join us. Become the Darkness

: Aesthetic dark wallpaper background,

: Evidence #2




image37.png
= SngaTrlonfo EmmaFlashDrive.EQ1
ewfinfo 20140813 ‘

Bo =

Acqujrmormatjgn Places ~ x [l Location: /mediafsayem/HPVISOW/Emma FlashDrive €@
e number: 1
G s

escription: EmmaFlashDriv

EEN0E IEe NighesshMurudan KRLIYAMNEEDY  crmaFashDrive.  Emmartashbrive

idence number:

README license. .
Ecqulsltlon dat

System date:
Operating system used:
ngtware version used:
assword:

EWF information
File format:
Sectors per chunk:
Compression method:
Compression level:

Media information
Media type:
Is physical:
Bytes per sector:
Number of sectors:
Media size:

Diges“nformation

MD5:

B

3 BFiteSystem E01 EOLtxt

B Documents
Thu Mar 12 15:41:12 2m m
Thu Mar 12 15:41:12 2026
Win 201x £03 04

ADI8.2.0.33
NA

Devices

Tlitems, Free space: 14.5GB

FTK Imager

64

deflate

no compression

fixed disk

yes

512

30720000

14 GiB (15728640000 bytes)

41a6d1cdaf265bbf4e531698e89boes4
15eladaf@fccedfaee103809b8b96928e22f1e11

I:[sayeniﬁarrot]—[/media/sayem/HP v150w/Emma Flash Drive]

ssf

E02

EmmaFlashDrive.
E05





image38.png
—[x]—[sayem@parrot|—[/media/sf_s/Emma Flash Drive]
——= $sudo fls -f fat /tmp/ewfmount/ewfl

v/v 498995715: $MBR

v/v 490995716: $FAT1

v/v 490995717: $FAT2

V/V 490995718: $OrphanFiles
r—[sayem@parrot]—[/media/sf_s/Emma Flash Drive]

— $sudo fls -f fat -r /tmp/ewfmount/ewfl 490995718





image39.png
-/T * 226465699: AAAYANAA AGA

-/d * 226475875: H3AHADS8 . AD$
-/T * 226485587: H3AHAD$@. AD$
-/T * 227881105: PLADSXLA . ASA
-/T * 227989905: PLADSXLA . AGA
-/T * 228098705: PLAD$XLA . ASA
-/T * 228207505: PLAD$XLA . ASA
-/T * 228348392: XHALS (HA . AX!
-/T * 228887679: H3AHADS$@. AD$
-/d * 229841719: BIAGKIEHTRE
-/d * 229841729: ATACHTAKEAAEE
-/T * 230762728: Collecti.ons
-/T * 235690115: FlsGetVa.lue
-/T * 490961987: UEFI_NTFS
-/d * 490961988: EFI

-/T * 490961990 README . TXT
-/d * 490962566 BOOT

-/d * 490962568: RUFUS

-/T * 490962630 BOOTAAG4 .EFI
-/T * 490962632: BOOTARM.EFT
-/T * 490962634 : BOOTIA32.EFI
-/T * 490962636 BOOTX64.EFT

E [sayem@parrot]—[/media/sf_s/Emma Flash Drive]
$1C




image40.png
l—_[iayerr@panot]—[/media/sf,s/Emma Flash Drive]
$cat ~/README.TXT
06 90 & ; & T 900000000 90 G & U GX0000 9 9000PT7 @ | ¢ [sayem@parrot|—[/media/sf_s/

Fmma Flash Drive]
—d




image41.png
Report Navigation

@ Case Summary
4 Tagged Files (0)
¢ Tagged Images (0)
 Tagged Results (0)

Autopsy Forensic Report

HTML Report Generated on 2026/05/10 21:35:08

Case: 66
Case Number: 66

Number of data sources 1
in case:

Image Information:

EmmaFlashDrive.£01




image1.png
(@ Cellebrite Physical Analyzer 7.72.0.10

tract  Python

© Huawei_POT-LX1 P Smart

Al Content File System

Extraction Summary

) Extractions: 1

File System
Huawei POT-LX1 P Smart
File System [ Android ADB ] &
28/10/2025 161
28102025 16:53:34
—

b5868257-6cae-4d08-2559-2262380d11
b387be41-7144-4acc-00b4-0cT16afec605
Kirin710.

42147b661afadTa

bda623570a22d453

True

BC2EFEB32TSE

HUAWEI P smart 2019

Lebara

POT-LX1

false

enGe

True

False
(UTC+00:00) London (Europe)
89441000304444770636
860962043462662
860062043422658
234150356207063

POT-LX1

Android 10

20200801

Huawei

HUAWEI <mart 2019

@ Extraction Summary (1) x

Tips & Tricks

O Call Log (15) O Contacts (65)

Image Hashes

Extraction images are
verified.

View details

8 Generate preliminary device report

2did settingsami : 0<CS
2did settingsami : 0<CS

Taken from UFD extraction file

settings securexml : OXBE21

settings securexm : OX2FIC

com.android settings preferences.xml: 0+9C3
settings securexm : 0x0027

settings securexml : 0xSD09

telephony.db : OxSFBA

settings globalyml: 0x1A%

persistent properties : 0x10CS
‘googlesettings.db : OX3FE2

persistent properties : 0D8
Checkinami : 0<6A

Taken from UFD extraction file
Taken from UFD extraction file
Checkinum : Ox7F

Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file
Taken from UFD extraction file

<oftan.conf : 0v6

O Device Events (16)

© Wireless Networks (11) © Chat (Genie: Chats) (11) © Genie: Contacts (71)

+ Add extraction & Add external fle % Project settings B Generate report # Open Virtual Analyzer

Insights from Installed Apps

) cost appicetons o) s Socal networking (10 30g5)
B3 Secure wipe (1 p00) M Utestyieqames
B3 srowser 1 some) B Utites 7 aeen
> Developer tools (11 spgs) @  Entertainment (1 20ps)
Content
> 25 data sources can be extracted using UFED Cloud
Data

% installed

3 Userhc

©  Web Hi:

DNata Filec





image2.jpeg
{rrl)

Extraction Report - Huawei POT-LX1 P Smart

.+ Cellebrite

www.cellebrite.com

Summary
Cellebrite Physical Analyzer version 772010
Report reation time. 09/05/2026 23:35:47 +01:00
Time zone settings (UTC) (UTC+00:00) London (Europe)
Examiner name o
Source Extraction
File System
Extraction start date/time 28/10/2025 16:12.56
Extraction end dateftime 281012025 16:53:34
Unit identifier 1136568878
UFED version 7.73.0162
Internal version 7.73.0162
Selected manufaciurer Huawei
Selected device name POT-LX1 P Smart
Machine name UOW3609
Connection type Cable No. 100
Extraction type File System [ Android ADB ]
Extraction ID 'd83d0678-7910-457d-a46a-27475€019b45
Extraction (UFD) file data integrity Intact
Preserved Exiraction False

Decoding start date/time

01/05/2026 12:51:19

Device Information
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Chipset Kirin710 Taken from UFD extraction file
IMEI 860962043462662 Taken from UFD extraction file:

IMEI2 860962043422658 Taken from UFD extraction file:

Model POT-LXT Taken fiom UFD extraction fie:

0s Android 10 Taken from UFD extraction file

Security Patch Level 20200801 Taken from UFD extraction file:

Vendor Huawei Taken from UFD extraction file:

Mock locations allowed False

‘Automalic date & tme True Com.android setlings_preferences xml. 0x9C3
Location Services Enabled True googlesetlings.db: OX3FE2

ICCID 80441000304444770636 Checkinxmk: 0x6A

IMSI 234150356207063 Checkin xmk 0x7F

Advertising ID #1
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adid_settings xml: 0xC5
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Device Name POT-LX1 Setlings_global.xmi. 0x1A%%6
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Time Zone (UTC+00:00) London (Europe) persistent_properties: 0xFD8
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Tethering
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Image Hash Details (1)

1 |FileDump Path Huawei_POT-LX1 P Smart zip
@ verified Size (bytes) 16095356618
SHA256 d5193dbf8246091dde7 be8558343085ab24a2e 1c14264d6401662b6507€3 11
Plugins
1 PreProject Cellebrite 20
Android Databases Cellebrite 20
Decodes User-data and 3rd party application databases for Android devices
3 [ AndroidUnlockPattem Cellebrite 20
Decodes Android Unlock pattern
4| AndroidUnlockPassword Cellebrite 20
Decrypts the numeric lock password for Android devices
5 |ProcdataAnalyzer Cellebrite 20
Analyze files in procdata
6 | ContactsCrossReference Cellebrite 20
Cross references the phone numbers in a device's contacts with the numbers in SMS messages
and Calls. Will fill in the Name field of calls and SMS if there's a match.
7 | ProjectProcessorFinisher Cellebrite 20
8 | PostProject Cellebrite 20
Contents
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28 Installed Applications 109 (1 Deleted) 109 (1 Deleted)
B Instant Messages 1 1
Q Locations 301 (1 Deleted) 391 (1 Deleted)
o Passwords 254 254
Q searched ltems 161 161
Sessions 1 T
ol Social Media [ (73 Deleted) [ (73 Deleted)
3¢ User Accounts 19 19
User Dictionary 501 501
B web Bookmarks 9 9
© web History 775 775
7 Wireless Networks 1 1
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irce: Chrome:
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‘Source file: Huawei POT-LX1 P
Smarlzlg/dlnmmxfmm er;aﬂdmmlapp_cnrm\sludmmweb Data : 0x27F8 (Table:

8 Genie Chats " 1
8 Genie: com huawei health (grouped by table) 1 1
8 Genie: Messages (grouped by Conversation Id) 8 8
W8 Gernie: Snapchat (grouped by Client Conversation Id) 1 1
W8 Genie: WhatsApp (grouped by table) 1 1
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o Genie Passwords 2 2

3 Genie User Accounts 6 6
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Last used date: 19/08/2024 11:-17:40(UTC+1)

Call Log (15)

8 To: 19/08/2024 00:00:00 |Not Video call: Source:
00917907025586 10:25:38(UTC+1) answered ‘Source file: Huawei_POT-LX1 P
e Smart zp/datcalacom andrad procor
ing cont: tabases/calls.db - 0 A
Duigowio mels calls Size: 61440 bytes)
2 Too 19/08/2024 00:00:00 |Not Video call:
00017907025586 102534UTC+1) answered SO0 e Huawel POT.LX1 P
Dieackion: Smart 2p/dataCatacom androd pronger
il acts/databasesicalls b - 0XD09B
(Tazle calls, Size: 61440 Wles)
3 [Te 1010872024 000000 ot Video call
0447917162891 102315(UTC+1) answered Souree fle: Huawoi POTLXT P
SANo. Smart 2p/datlcatacom andrd provcer
Direction: L S
) G ol e g7440 byes)
T [T 1810872024 000000 [Not Video cal: ‘Source:
0447917162891 10:04:27(UTC+1) answered ‘Source file: Huawei POT-LX1 P
SANo. * Smart zp/dataldataTcom.android provider
Direction: s contacts/databases/calls.db - 0xD2E7
Dracton: {Table- calls Size: 61440 byies)
5 To: 18/08/2024. 00:00:00 |Not Video call: Source:
0447917162891 10:04:01(UTC+1) answered ‘Source fle: Huawei POTLX1 P
SAtlo. + Smart Zpidataldatarcom.android provider
Direction: s contacts/databases/calls.db - 0xD3D3
Dcton: (Table: call, Size: 61440 bytos)
6 To: 18/08/2024 00:00:00 |Not Video call: Source:
0447017162801 07.5801(UTC+1) answered Source fle: Huawei POT-LX1 P
SANo. * Smart zip/data/data/com.android provider
ooy S Contacisidaiabasesica b OXDIBF
fiteeo] {ablo. calls. Size. 61440 bytos)
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2ip o anrad provider
SANo. * Smartzpdata/datacom androd provce
Direction: s. conlsctsmsuh sicalls.db
Oumony. e ol e GraAb by
8 [To 1810872024 000000 [Not Video call: Source:
07917162891 07:57:13(UTC+1) answered ‘Source file: Huawei_POT-LX1 P
lo. Zf jata/com.android provider
SANo. * Smart zp/dataldatlcom ardrod provdr
Direction: s .cont: databases/calls.db 696
Oltgong (Table: calls; Size: 61440 bytes)
9 [Te 1710872024 00:00:00 [Not Video call: Source;
+447917162891 06:20:34(UTC+1) answered ‘Source file: Huawei_POT-LX1 P
lo. it zip/ jata/com.android provider
SAN Smart zpldatalo indroid provider
Direction: s contacts/databases/calls.db - 0XD786
Omnam;i (Table: calls; Size: 61440 bytes)
10 From: 1710812024 00:00:00 |Missed Video call: Source:
+447917162891 06:16:12(UTC+1) Source file: Huawei POT-LX1 P
0. apidatidatalcom androd prouder
SAN Smart zip/data/datalc android. ider
Diroction: s contacis/databases/calls b - OxDBE
o (Table: calls; Size: 61440 bytes)
T [To 1310812024 00:0000 [Rot Video call: Source:
0047917162691 125254(UTC+) answered Source file: Huawei POTLX1 P
SANo. Smart zip/data/data/com. amma pmlﬂev
s
Dt s contacis/databases/calls.b - OXDASA
Ouigoing (Table: calls, Size: 61440 bytas)
7 |To 1310812004 000000 [Not Video call: Source:
07917162691 125221(UTC+1) answered ‘Source file; Huawei POT-LX1 P
SANo. * Smart zip/data/data/com android provider
Direction: s.conts labases/calls.db - 0XDBC2
Outgoing (Table: calls; Size: 61440 bytes)
3 |To 1010872024, 00:00:00 [Not Video call: Source:
0091797025586 055558(UTC+1) answered ‘Source file: Huawei POT-LX1 P
Dhescice’ Smart zpldata/datalcom android provider
Ougong G ol Soe CraA0 o)
iz
W |To 0210872024 00:00:00 [Not Video call ‘Source:
07917162891 21:3024(UTC+1) answered ‘Source file: Huawei_POT-LX1 P
lo. it zip/data/data/com android.provider
SAN Smar
Diroction: s contacis/databases/calls db - OODA4
O\mclnd (Table: calls; Size: 61440 bytes)
15 |To 02/08/2024 00:00:00 |Not Video call: Source:
07917162691 21:3833(UTC+1) answered Source file: Huawei POTLX1 P
SANo. Smart zip/data/datalcom android provider
Dieacton: s contacis/databases/calls b - 0DF08
Buigong (Table: calls; Size: 61440 bytes)
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