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[bookmark: _Toc235349486]Introduction:
This research project will provide the proposed network infrastructure for NOSSLONDON2026, with offices in Birmingham and London. It highlights the most fundamental and significant networking ideas, including hypervisors, IP addressing, routing, and network services, to provide secure communication, reliable connectivity, and centralized management. The recommended solutions support both Windows and Debian systems while ensuring good performance, security, scalability, and future network expansion.
[bookmark: _Toc235349487]Task 1:
[bookmark: _Toc235349488]1(a): Research on Hypervisor:
A hypervisor, also known as a Virtual Machine Monitor (VMM), is software that allows multiple virtual machines to run on a single physical computer. It enables a variety of operating software platforms, which includes Linux and Windows, to share the same hardware while operating independently.
There are two types of hypervisors. Type 1 runs directly on the physical hardware, offering better performance, security, and resource management. Type 2 runs on top of a host operating system and is commonly used for testing, development, and learning.  [1]
For this topology, A Type II hypervisor (Oracle VirtualBox) is suitable for small testing and learning environments because it supports both Windows Server 2022 and Debian Server, is easy to configure, and provides features such as snapshots and internal networking. However, for a larger enhanced topology with more virtual machines and higher workloads, a Type I hypervisor would be better due to improved performance, scalability, security, and resource management.
For the BIRMINGHAM.ACCA domain environment, Type II hypervisor (Oracle VirtualBox) is suitable for small-scale testing because it can run Windows Server 2022 and Debian clients on the same host. It requires standard hardware, supports internal networking, and provides basic virtual machine isolation for domain setup and connectivity testing.

[bookmark: _Toc235349489]1(b): Research on IP Addressing
IP addressing and subnetting enable devices to communicate on a network. An IPv4 address is a 32-bit address that identifies both the network and a specific device. It is divided into network and host portions using a subnet mask, and IPv4 addresses are classified into Class A, B, and C (Microsoft, 2022).
Subnetting divides a large network into smaller subnetworks, making the network more efficient. It reduces broadcast traffic, improves security, conserves IP addresses, and simplifies network management and troubleshooting.
There are two versions of the Internet Protocol: IPv4 and IPv6. IPv4 uses 32-bit addresses and is the most commonly used, while IPv6 uses 128-bit addresses to provide a much larger address space for the increasing number of Internet-connected devices.  [7]
In this project, the virtual machines used the 192.168.100.0/24 network. The Windows machines were assigned 192.168.100.2 and 192.168.100.3, while the Linux machines used 192.168.100.10 and 192.168.100.11. These IP addresses allowed each virtual machine to communicate successfully within the internal network.
The group discussion helped me understand that IP addresses identify devices and enable network communication. I also learned the roles of routers in connecting different networks and switches in connecting devices within the same local network. This activity improved my understanding of how data is transmitted across the Internet.
In my topology, static IPv4 addresses were assigned to the Windows and Debian virtual machines in VirtualBox to enable communication within the internal network. Successful ping tests between devices on the same network confirmed correct IP configuration, while failed communication between different networks showed the need for proper routing and network settings.
Key differences of IPv4 and Ipv6 address [7]
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[bookmark: _Toc235349490]1(c): Research on Routing
The process of choosing the most efficient route for data to take between various networks is known as routing. There are two kinds of routing: dynamic routing, in which routers use protocols like RIP and OSPF to automatically learn and update routes, and static routing, in which routes are manually specified. Network scalability, dependability, and efficiency are all enhanced by dynamic routing.  [2]
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Routing protocols. [2]

The best strategy for the suggested topology is dynamic routing with OSPF. By automatically updating routing tables in response to network changes, OSPF guarantees dependable communication between the Windows server hosting network services and the Debian server serving as a DHCP relay. This enables the Windows Server to effectively route DHCP requests from several subnets. OSPF is more suitable for the improved topology and future network development than static routing since it offers more scalability, quicker convergence, and less administrative work.


[bookmark: _Toc235349491]1(d): Research on Network Services
A Microsoft directory is called Active Directory Domain Services (AD DS) that centrally manages users, computers, and network resources within an organisation. It offers authorisation and authentication, and access control, allowing administrators to manage accounts, permissions, and security policies from one location. AD DS is widely used in enterprises to improve security and simplify identity management. Best practices include strong authentication, limiting user privileges, and applying regular security updates. [3]
A VPN provides a secure encrypted connection over public networks. Protocols such as IPSec, OpenVPN, and WireGuard protect data transmission, with WireGuard offering high performance, simple configuration, and strong security for modern networks. [4]
Authentication based on existing trust relationships verifies users and devices through trusted sources, such as certificates issued by a Certificate Authority (CA). SSL/TLS certificates help confirm that a server is genuine and create secure communication between systems. Protecting trusted sources, including CA systems and root certificates, is important because any compromise could affect the security of the entire network. [5]
A DHCP server automatically provides IP addresses and network settings to devices on a LAN, making network management easier. It helps administrators control connected devices by maintaining records of authorised hosts. DHCP also prevents IP address conflicts by assigning unique addresses and improves security by allowing administrators to monitor and identify unknown devices on the network. [6]


[bookmark: _Toc235349492]Task 2:
[bookmark: _Toc235349493]Choose your Hypervisor: Oracle VirtualBox Machine
[bookmark: _Toc235349494]Download and Setup: VirtualBox[image: A screenshot of a computer
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Downloaded and installing VirtualBox from the official website. Selected the version which matches the operating system (macOS) and follow the installation wizard. 

[bookmark: _Toc235349495]Evidence of Download and installation.

[image: A screenshot of a computer
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Downloaded windows server 2019 from the official website.

[image: A screenshot of a computer
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Downloaded Debian from the moodle.

[bookmark: _Toc235349496]Creation of Virtual machine windows 1 and 2. Virtual machine Linux Devian 1 and 2 (1 screenshot)

[image: A screenshot of a computer
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This is the VirtualBox and it is ready to create and run virtual machines for installing and testing different operating systems.
Creating a new virtual machine in virtual box by entering a name, selecting ISO image (server or Debian) and confirming the operating system details.











[bookmark: _Toc235349497]Installation of windows and Linux OS (Start 4 Machines and take desktop screenshots) (4 screenshots)
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Following the installation of the Linux and Windows operating systems, this phase displays the virtual machines operating correctly. After starting each virtual machine in VirtualBox, four desktop screenshots are collected to confirm that the operating systems are installed correctly and are performing as intended.
[bookmark: _Toc235349498]Creation of Network with Internal Network for windows (1 screenshot)
[image: A screenshot of a computer
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This step entails setting up the Windows virtual machine's Internal Network in VirtualBox. With the network adapter set to Internal Network, the Windows virtual machine can be separated from the host computer and the internet while interacting with other virtual machines linked to the same internal network. This configuration is helpful for network configuration and security testing.


[bookmark: _Toc235349499]Creation of Network with Internal Network for Linux (1 screenshot)
[image: A screenshot of a computer
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In order to enable communication between the Linux virtual machines while keeping them separate from the host computer and the internet, this step entails setting up an Internal Network in VirtualBox. Because both virtual machines are linked to the same internal network adapter, file sharing, secure communication, and network testing are all possible.









[bookmark: _Toc235349500]Evidence of 2 Windows PCs are connected with Internal Network (2 screenshot)
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The two virtual computers running Windows are successfully connected via the VirtualBox Internal Network, as seen by this screenshot. The virtual machines can securely exchange data and communicate without access to the external network since the successful communication between them verifies that the network configuration is right.

[bookmark: _Toc235349501]Evidence of 2 Linux PCs are connected with Internal Network (2 screenshot)
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The two Linux virtual machines are successfully connected over the VirtualBox Internal Network, as seen by this screenshot. The virtual computers are able to securely exchange data and communicate without access to the external network since the successful communication between them verifies that the internal network configuration is right.


[bookmark: _Toc235349502]Network IP address from Internal Network for windows (1 screenshot)
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The IP address that the Windows virtual machine was given via the VirtualBox Internal Network. In order to facilitate communication with other virtual machines linked to the same network, the IP address is used to identify the machine on the internal network. This attests to the Windows virtual machine's proper configuration for internal network connectivity.




[bookmark: _Toc235349503]Network IP address from Internal Network for Linux (1 screenshot)
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The IP address given to the Linux virtual machine on the VirtualBox Internal Network is shown in this stage. The Linux system can communicate with other virtual machines linked to the same network thanks to its IP address, which uniquely identifies it within the internal network. This attests to the Linux virtual machine's proper configuration and readiness for internal network connectivity.














[bookmark: _Toc235349504]Evidence of IP addresses set up in 2 Windows and 2 Linux  machine(for windows command is ipconfig and for Linux use the command ip add   ( 4 screenshots)
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This screenshot shows that all two Windows and two Linux virtual machines on the VirtualBox Internal Network have been correctly issued unique IP addresses. Successful network connectivity and testing are made possible by the proper IP configuration, which verifies that every machine can be uniquely identified and communicate with the other virtual computers on the same internal network.


[bookmark: _Toc235349505]Successful connectivity within windows network. (2 screenshots) (Ping 192.168.100.2 and Ping 192.168.100.3)
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The screenshots show that the two Windows virtual machines on the VirtualBox Internal Network are successfully connected to the network. The ping command allows 192.168.100.2 to successfully talk with 192.168.100.3 and 192.168.100.3 with 192.168.100.2. Both Windows virtual machines are properly configured and able to exchange data over the internal network, as confirmed by the successful ping replies.


[bookmark: _Toc235349506]Successful connectivity within Linux network. (2 screenshots) (Ping 192.168.100.10 and Ping 192.168.100.11)
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The screenshots show that the two Linux virtual machines connected via the VirtualBox Internal Network are successfully communicating with one another. From 192.168.100.10 to 192.168.100.11 and from 192.168.100.11 to 192.168.100.10, the ping command was run. The Linux virtual machines are properly configured and able to connect with one another across the internal network because the ping requests were successfully answered in both situations with no packet loss. This confirms that the network configuration is operating as planned.
[bookmark: _Toc235349507]Unsuccessful connectivity between Linux and windows networks (2 screenshots).
[image: A screenshot of a computer
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The Linux virtual machine with IP address 192.168.100.10 tries to ping the Windows virtual machine with IP address 192.168.100.3 in an unsuccessful connectivity test, as seen in the screenshot. Because the two virtual computers are set up on separate internal networks, the ping request was unsuccessful. They are unable to speak with one another directly since they are part of different network segments. This stops communication between the Linux and Windows networks and verifies that the network isolation is operating as planned. 
[bookmark: _Toc235349508]Task 3: 
[bookmark: _Toc235349509]3.1. Reflect on the following
[bookmark: _Toc235349510]3.1.1. Write a Technical reflection covering network deployment and testing.
This task gave me hands-on experience with Oracle VirtualBox virtual network deployment and testing. I set up internal networks, made virtual computers running Linux and Windows, and gave each machine an IP address. I used the ping function to confirm network connectivity. While communication between devices on different networks was unsuccessful as anticipated, the tests verified successful communication between devices on the same internal network. In general, this assignment enhanced my knowledge of IP addressing, virtual network configuration, and fundamental network troubleshooting.

[bookmark: _Toc235349511]3.1.2. Write your Personal Reflection
My comprehension of virtual machine settings and actual networking skills both improved as a result of this assignment. I successfully issued IP addresses, set up virtual machines running Linux and Windows, and used the ping command to check connectivity. Even though I had problems investigating network issues, I was able to fix them by looking at the network settings. In general, the task boosted my confidence in virtual network deployment, testing, and troubleshooting.

[bookmark: _Toc235349512]Conclusion
In conclusion, this report explored the design of a network infrastructure for NOSSLONDON2026. It covered important networking ideas, such as network services, IP addressing, routing, and hypervisors. The proposed network supports both Windows and Debian virtual machines, providing secure communication, reliable connectivity, and scalability for future growth.
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Vboxuser@:

443/64 sco

debian2: ~

pe link noprefixroute

valid_1ft forever preferred 1ft forever
vboxuser@debian2:~$ ping 192.168.100.10
PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data.

192.168.100.10: icmp_seq=1 ttl=64 time=3.36 ms
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vboxuser@debiant: ~ Qlfl =

inet /24 brd scope global noprefixroute enpos3
valid_Lft forever preferred Lft forever
ineté fedo::a00:27ff:fe7d 64 scope link noprefixroute
valid_Uft forever preferred lft forever
vboxuser@debianl:~$ ping 192.168.100.11
PING 192.168.100.11 (192.168.100.11) 56(84) bytes of data.
bytes from 192.168.100.11: icmp_seq=1 ttl=64 time=0.745 ms
bytes from 192.168.100.11: icmp_seq=2 ttl=64 time=0.601 ms
bytes from 192.168.100.11: icmp_seq=3 ttl=64 time=1.05 ms
bytes from 192.168.100.11: icmp_seq=4 tt
bytes from 192.168.100.11: icmp_seq=5 tt
bytes from 192.168.100.11: icmp_seq=6 ttl=64 time=1.21 ms
bytes from 192.168.100.11: icmp_seq=7 ttl=64 time=0.765 ms
bytes from 192.168.100.11: icmp_seq=8 tt
bytes from 192.168.100.11: icmp_seq=9 tt 740 ms
bytes from 192.168.100.11: icmp_seq=10 ttl=64 time=0.720 ms
bytes from 192.168.100.1 X .79 ms,
bytes from 192.168.100.11: icmp_seq=12 ttl=64 time=1.15 ms
bytes from 192.168.100.11: icmp_seq=13 ttl=64 time=1.24 ms
bytes from 192.168.100.11: icmp_seq=14 ttl=64 time=0.806 ms
bytes from 192.168.100.11: icmp_seq=15 ttl=64 time=1.17 ms
bytes from 192.168.100.11: icmp_seq=16 ttl=64 time=1.16 ms
bytes from 192.168.100.11: icmp_seq=17 ttl=64 time=0.607 ms
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C: \Users\Administrator>ping 192.168.166.16

[loinging 192.168.100.10 with 32 bytes of data
Reply from 192.168.100.3: Destination host unreachable
LBReply from 192.168.100.3: Destination host unreachable
Reply from 192.168.100.3: Destination host unreachable
Reply from 192.168.100.3: Destination host unreachable
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vboxuser@debianl:~$ ip addr
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vboxuser@debiant: ~

: <LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state

t qlen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
ed_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_Lft forever preferred 1ft forever
<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr

valid_Lft forever prefe

default qlen 1000
link/ether 08:00:27:7d:39
altname enx0800277d39a6
inet /24 brd
valid_1ft forever prefe
inet6 fedo::a00:27ff:fe7d

192.168.100.10
192.168.100.10
192.168.100.10
192.168.100.10
192.168.100.10
192.168.100.10

5 brd FFffFfffoFfff

ed_1ft forever
a6/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
vboxuser@debianl:~$ ping 192.168.100.3
192.168.100.3 (192.168.100.3) 56(84) bytes

Destination
Destination
Destination
Destination
Destination
Destination

Host
Host
Host
Host
Host
Host

of data.

Unreachable
Unreachable
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UNKNOWN group defaul

scope global noprefixroute enpos3
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