Critically examine the challenges associated with investigating the different types of cyber-crime and police responses designed to combat these challenges
In the 21st century the rise of technology has improved at a significant rate with fancy new software's and computers being made every year for the public to use, this is great in hindsight but has also shown problems as with new technology on rise also means cybercrime is on the rise. Cybercrime in today's world is the biggest problem the police face today with more and more gangs using it as a platform to perform illegal uses, according to (Dennis, 2019) he states that cybercrime is the use of a computer as an instrument to perform illegal stuff, such as online fraud, child pornography and many more, this is very disturbing and very common in today's society. Online fraud is the most common offence that happens in the cyber world as online fraud is a way of accessing people's data to steal money and information from them. Online fraud can be broken down into many sections such as, online shopping theft, identy theft and most importantly phishing. There are many more aspects to online fraud, but phishing can be seen as the most common one. Phishing according to (Kosinski, 2024) is a kind of cyberattack that deceives people into sharing private information, downloading malware, or otherwise putting themselves at risk of cybercrime by using phoney emails, texts, calls, or websites, this is very common to see nowadays with scam calls and fake emails happening to a member of the public today, so this essay will critically examine the issues that the police are facing and what investigations are in place to combat phishing and the outcome into fighting back against cybercrime.
[bookmark: _Int_c9VIPZfa]Phishing is one of the most common forms of online fraud, designed to deceive individuals into revealing personal, financial, or sensitive information. Offenders often disguise as legitimate organisations such as Microsoft or trusted contacts to gain victims’ trust. Phishing attacks can take multiple forms, including fraudulent emails, scam phone calls, text messages, and fake websites. By pretending to be authentic sources, attackers manipulate individuals into providing login credentials, banking information, or downloading malicious software, which can then be used for financial gain or identity theft (Chin, 2025). The office for national statistics (2019) states that the most common phishing attacks have targeted most adults in the uk, they also state that 25–44-year olds are most likely to receive a phishing attack than any other age, this is because the majority of people aged 25-44 having finished education and are working full time, this is shown as a way for organisations to target these individuals for their hard earnings. an example of where phishing was used at a large scale was in 2024 where the HM revenue and customs was hit by a phishing attempt from an organised crime group, the organised crime group according to (Masud, 2025) stole 47 million pounds from over 100,000 online accounts, they done this by posing as taxpayers to collect ordinary peoples information so that the organised gang can access and steal the money from the peoples bank accounts. Another relevant article from The BBC states that online fraud and phishing went up by 3% in the first half of 2025 compared to 2024. This number has risen significantly with the BBC also stating that a figure from the UK Finance show says £629.3 million was stolen in the first half of 2025, compared to £611 million in 2024 (BBC, 2025). This number is mindblowing and it shows the impact that phishing is still rising today. Being a victim of a phishing attack can lead to many consequences, emotionally and physically. Being a victim of phishing can also lead to financial lose where gangs will use your name and information to ruin your credit score or even taking away your money for their own leisure (noor, 2024) furthermore the home office published a report from auction fraud in 2017-2018 via 2 large scale surveys established that 87% of victims of online fraud felt angry and 73% was stressed on what could happen with their information and money, the survey also states that “the average loss was £4,600. However, the median loss was £100” this suggests that the victims would only lose a small amount of money instead of a huge sum at once, the key elements to this survey suggests that cyber does in fact impact the lives of ordinary people, especially from minority groups and women ( Home Office, 2025). All the methods out there are concerning, and it shows why there is a lot of significant investigation that are in place to help combat phishing attacks from happening. There are many methods organised gangs will use to challenge the police from tracking down their illegal businesses as the Eurojust and Europol, (2022) report states that the police are faced with massive volumes of digital data, this is alarming as the investigations can take up loads of terabytes and storage to crack down on online gangs, this then makes it harder for the police to analysis the data due to the amount of data they got to go through, another challenge the police face is the encryptment and anonymous communications, this can be from VPN’s to using a private browser like Tor browser which makes everything you do anonymous. These tools play a massive part into successfully keeping the police away as a VPN allows you to connect to another region without the likes of gangs spying on what you are doing (Hoffman and Lewis, 2018) furthermore gangs will use the likes of tor browser (The Onion Browser) this Brower helps hides what people do online by sending their internet traffic through lots of different servers around the world. Each server only knows the one before it and the one after, which makes it extremely difficult to track where the connection actually started. Furthermore this means that if an organised gang uses Tor to do illegal activity, it’s almost impossible for the police to find out who they are or where they’re really based additionally The Tor Browser also allows gangs to use the dark web, this can encourage gangs to communicate with each other to send out more online fraud material to attract victims as its seemed as a “safe spot” for gangs to get away with their crimes (McGowan, 2024) Another big challenge for the police is that most phishing and online fraud cases happen across countries. This means that if a gang in one country targets people in the UK, it’s hard for the police to track or arrest them without help from that country’s government. Different laws and lack of cooperation between countries make it slow and complicated for the UK police to investigate these crimes (Eurojust and Europol, 2022). Overall, these challenges show that the advance in technology is making it harder for the police to crack down on cybercrime, but doesn't make it impossible as the police do work hard to counteract phishing and online fraud, one of the main ways the police crackdown on cybercrime is the national crime agency (NCA). The NCA plays a major role in the uk to fight against cybercrime focusing on both prevention and enforcement. They do this by targeting high-profile cybercriminals as they lead operations which include large scale fraud. But how do they do this? The NCA describes the cyber world as its own cyber ecosystem, this is broken down into 5 stages such as infrastructure, financial services, marketplace and forums, initial access brokers and uk-based victims and enablers (National Crime Agency, 2019), this makes it easier to crack down on organised gangs as when tracking down these criminals they can use the eco system to their advantage as with infrastructure they can track down server networks to break and attack the malware the organised gangs use, secondly the NCA will use the financial services to their advantage to trace transactions used by organised to find out where the money goes too example a main gang bank account. Furthermore, the NCA will use victims to their advantage to trace back where the perpetrators used to attack them and help them recover any stolen information or money. One of the biggest cases that the NCA done to crackdown on online fraud was “Operation Henhouse” which shown 433 arrests and 7.5 million pounds sieved from just fraud alone another example was in Merseyside where the police sieved more than 2.7 million pounds worth of cash and 900,000 worth of high-end watches (National Crime Agency , 2025). These cases alone how much money gangs can make from years of online fraud and phishing; it also shows the impact of the police and the NCA on the investigation tactics they use to break down and secure the stolen goods. Another way the police investigate phishing and online fraud is by working with bank organisations, this is due to the high level of training bank staff must have to counteract any victims falling for scams or fraud the UK Finance, (2025) states that if any staff member feels that someone is being targeted they will contact the police this will then lead to an investigation to find the perpetrators, the UK Finance also states that the bank and police collaboration which launched in 2016 has stopped over 142 million pounds in fraud and led to 843 arrests additionally the bank and police use a take five action stop fraud campaign which tells the members of the public never to transfer money to someone else without your consent of it being legitimate. And saying no to anything that seems suspicious.
In conclusion, the rise of cybercrime in the 21st century has created major challenges for the police, especially when it comes to investigating phishing. As shown throughout this essay, the police and the National Crime Agency (NCA) work hard to crack down on phishing and online fraud, but organised gangs continue to find new ways to get around security and target members of the public. Cybercrime is constantly evolving, and it’s likely to keep getting more advanced, which makes it harder for the police to keep up. Phishing is not just dangerous financially, but it also affects people emotionally. Victims of online fraud can feel stressed, anxious, and even unsafe, especially when their personal information is stolen. This essay has shown that phishing is one of the most common types of cybercrime in the UK, and it explained how criminals use fake emails, scam calls, and websites pretending to be trusted organisations to trick people. It also looked at real examples, like the HMRC attack where an organised gang stole £47 million from over 100,000 accounts. The essay also explored the challenges police face, such as criminals using VPNs and private browsers like Tor to stay anonymous. Another issue is that phishing often happens across different countries, which makes it harder for UK police to investigate due to different laws and limited cooperation. Finally, the essay looked at how police and the NCA respond to these crimes, including the use of the cyber ecosystem model and successful operations like Operation Henhouse. It also explained how banks and police work together through the Banking Protocol to stop fraud before it happens. Overall, phishing is a serious and growing problem, and tackling it requires strong teamwork between police, banks, and other agencies to protect the public and fight back against cybercrime.
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