





1. Introduction
2. Types of viruses
2.1 What are viruses 
2.2 How they can be prevented
3. Ransomware
3.1 What is ransomware
3.2 How ransomware works
3.3 How it can be prevented
4. Crypto wall
4.1 What is crypto wall
4.2 What the crypto wall does
4.3 How to prevent a crypto wall
4.4 What to do if infected
5. Conclusion
6. References 



1. Introduction
This report covers the types of viruses that roam around the internet that would cause severe harm to the computer or even steal sensitive information and blackmail the user for it back by requesting money. This also covers ransomware and what implications it causes and how to prevent from getting ransomware on the computer. Finally, the report covers crypto walls and how to deal with them when infected.




2. Different Types of viruses
There are several different types of viruses that roam around the internet. The internet can be a safe place if used correctly with the correct protection on the computer as there are multiple different viruses that could try to get onto the device.

2.1. What are viruses
[bookmark: _GoBack]The CISA state that [1] computer viruses are programs that start by infecting files or a certain area of the computer or network router hard drive then duplicating itself. Although some viruses may not deal any damage to the computer other could destroy it. However, the reason that viruses get onto a computer is the user’s fault, with correct protection (Anti-Virus, firewall etc.) the user could be safe. Yet CISA [2] points out that viruses require user interaction to spread around the computer infecting other files.
2.2. How they can be prevented
Preventing viruses is quite a simple task but a very important one. Other than having an antivirus Xavier Becerra [3] states that you should keep everything up to date this being the system, regular apps and even the browser. As soon as an update is dropped it usually patches any holes left for the hackers to try sneak through making it much safer and a very important task.

3. Ransomware
3.1 what is Ransomware
Ransomware is a type of virus that can be quite serious if not found quickly. Ransomware is malware that takes over the computer system or files eventually locking the user out in attempts to extort money [4]. 
3.2 How Ransomware works
The malware locks your computer or files and threatens you with either police jailing you or locking your computer overall unless you pay the sum. It starts by infecting the computer when a user clicks on a malicious link, email attachment or a infected site.  NJCCIC [5] say that: the ransomware first infects the system which then contacts a command and control server which creates an encryption key and slowly encrypts files on the machine. This then runs in the background until it encrypts as many files as it can, deleting shadow copies and restore points so the user couldn’t restore the files after a disk wipe. Finally when everything is finished there is a note that displays on the screen that is placed by the hacker telling them about the ransom, in most cases when the ransom is paid the computer files are never decrypted rendering the computer unusable.
3.3 How it can be prevented?
Ransomware is quite difficult to prevent. A successful way of dodging/avoiding ransomware would be a very good backup strategy, anti-viruses and avoiding untrustworthy/suspicious websites. NJCCIC [6] say that the most effective way of preventing ransomware infection is by regular training for the employees which would ensure everyone knows how to safely browse the internet, alongside this they say regular backups that are kept offline in a secure location would ensure recovery to be possible.

4. Crypto wall
4.1 What is crypto wall?
Crypto wall is a type of ransomware that hides itself quite well within the OS and start-up folder of the computer. Crypto wall is a harsher type of ransomware that does much more than the general piece of ransomware that can be found. Jeff Petters [7] states that the crypto virus is easy to use and cheap, it can spread fast and the users that are infected will pay the ransom in hopes of getting their data back. Never pay the ransom as the hackers will leave the files encrypted and walk away with the money.
4.2 What the Crypto wall does?
           For the crypto wall to work the user must be infected by it which can only happen by certain actions. For example, if a user falls for phishing emails they’re very likely of getting infected by the crypto wall. There are other ways like exploit kits and malicious adds however the phishing email is most common. In Jeff Petters blog [8] he states that once the crypto wall is on the computer it injects new code that restarts the explorer.exe and installs malware, deletes the shadow copies of files which stop the ability to recover data and disables windows services. When the crypto wall finishes encrypting the files there’s a file places with the ransom to be paid to decrypt the files.
4.3 How to prevent Crypto wall?
To prevent crypto wall from happening on your computer you should take similar steps as to avoiding ransomware. Ensure that there are backups of the sensitive and important files that are offline and can’t get infected. Jeff Petters [9] also says a great way is to keep the computer up to date, use a firewall and antivirus to stop any viruses smuggling their way into the computer. Ensure you don’t click the links as you could potentially download infected data that would damage the system.
4.4 What to do when infected?
When you discover that your computer has been infected with crypto wall make sure that you never pay the ransom to the hacker as they will run away without decrypting the device. BleepingComputer [10] suggests that you should immediately run an antivirus or anti malware program in attempts to prevent further damage. Sadly there is no way to retrieve the encrypted files as there is no way to do so without paying the ransom. 
5. Conclusion
To avoid ransomware and viruses make sure to use correct anti-viruses and create backups of important files. Never pay the ransom that is requested to decrypt the files as the files most often won’t be decrypted. Finally make sure that you use trustworthy sites and don’t click on suspicious links as they could potentially infect the computer.
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