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[bookmark: _Toc61179432]Abstract
This write -up is to analyze three selected cybersecurity framework model, namely: NIST 800-53, ISO 27002 and NIST Cybersecurity Framework. The analysis of these frameworks shows their strengths and weaknesses, as there is no sufficient framework.
The frameworks have the flexibility of merging to give a better result as a hybrid. This implementation would produce a better security model that suits each organization according to their needs.
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The need for the organization's risk management activities in terms of a cybersecurity breach is 
the push to execute a system security program in a well-defined, thoroughly documented and observable manner.
The phrase protection framework is a collaborative term or voluntary guidance for organizations 
to develop and reduce cybersecurity risk, based on current standards, guidelines, and procedures.

The framework's design is to foster risk and cybersecurity management communications amongst internal and external organizational stakeholders to mitigate organizations' security risks.
In implementing the security framework for an organization, it is good to understand the industry best practices, which involves distilling expectations for both cybersecurity and privacy requirements. The process identifies reasonable expectations that best suited for an organization since every organization has its own unique requirements.
The narrow emphasis on a specific area, subject or approach is one vulnerability common across all security frameworks.
Safety should be a comprehensive activity, with guidance from a number of fields and a wide-ranging analysis of the issue and knowledge relevant to the scenario or setting.
As Eugene Spafford famously said, "a secure system is one that does what it is supposed to." (Breaux, Antón, & Spafford, 2009) Thus, it is difficult to describe a security state that applies to all computers, as not all computers are supposed to do the same in the users' minds.
Does the best practice mean something that will work for everyone in all situations? It is minimal (possibly nothing) that will be "secure" in any and every environment. 

 Security frameworks differ from one another, and the followings criteria can review them:

· Written details available
· Scope of coverage
· The overall structure of requirements and formatting
· Industry-specific terminology
Given the above list, some specific checklists confirmed before choosing a security framework. The checklists are;
· Do all applicable statutory, regulatory, and contractual requirements address the framework?
· Does the framework have appropriate resources (staffing, processes, and technology considerations) to implement it? 
· Will the framework be compatible with the organization's culture? (that is, will there be backlash from the staff?)
Please note that all frameworks are NOT equal. It is imperative to do due diligence in selecting a security framework. A more comfortable set up framework than the other does not mean it provides appropriate coverage.
Once one can know the framework applicable to the organization, it will be easy to identify or predict the expectations that will be needed to comply with the organization resources in terms of people, process, and technology. 
Industry best practices differ from organization to another; however, each organization is not limited to using only one framework. The hybrid approach of using more than one framework to overlap one another is now a standard organization approach to align with best practices in selecting and implementing controls.
Most times organization are prone to require more just one statutory, regulatory or contractual security frameworks requirement. No two organization will be the same with their definitions of their framework best practice, based on the geographic considerations where the organization conducts operations, since that often impacts statutory and regulatory requirements.

[bookmark: _Toc61179434] Choosing Right Cybersecurity Framework For Industries
Organizations most often choose to identify a basic set of best practices in cybersecurity from these ‘top 3' cybersecurity frameworks::
· [bookmark: _Hlk60910837]NIST 800-53
· ISO 27002
· NIST Cybersecurity Framework

[bookmark: required][bookmark: _Toc61179435]NIST 800-53

The National Standards and Technology Institute (NIST) is a U.S. non-regulatory agency. Department of Commerce, set up to promote and support innovation and science by promoting and maintaining a set of industry standards, tasked with researching and establishing standards across all federal agencies.

The NIST SP 800-53 guidelines were created to heighten the security of the federal government's information systems. The guidelines themselves apply to any information system component that stores, processes, or transmits federal information. 
The guidelines are revised following the evolving nature of information security and cover areas like mobile and cloud computing, insider threats, application security, and supply chain security. Federal agencies must follow these standards, and the private sector should follow the same guidelines.
NIST SP 800-53 breaks the guidelines into 3 Minimum Security Controls spread across 18 different control families.

Minimum Security Controls:

· High-Impact Baseline
· Medium-Impact Baseline
· Low-Impact Baseline
Control Families:

· A.C. – Access Control: These controls are focused around ensuring that only authorized users can access critical systems and information
· A.U. – Audit and Accountability: These controls are intended to provide auditors with records to recognize and keep cybersecurity maintenance users and administrators accountable .
· AT – Awareness and Training: The Security Awareness and Training family of controls mandate that end-users (employees) are trained to prevent, detect, and respond to cybersecurity incidents appropriately.
· CM – Configuration Management: In order to provide optimum security, configuration management requires configuring information systems. Controls include, among others, change control and security effect evaluations. 
· C.P. – Contingency Planning: This family involves planning for incidents and contingencies to allow for optimal response.
· I.A. – Identification and Authentication: The Identification and Authentication family is designed to ensure that when using networks or accessing confidential data, users are authenticated correctly. Controls cover the authentication forms to be used, encryption and authentication policies and procedures.
· I.R. – Incident Response: The Incident Response family focuses on ensuring processes are in place to respond to and remediate incidents quickly. Controls provide instruction in incident management, incident handling, incident tracking and incident handling.
· M.A. – Maintenance: This family focuses on ensuring that structures are managed adequately. Timely maintenance, managed maintenance, and non-local maintenance controls included.
· M.P. – Media Protection: The Media Protection family involves controls designed to protect media, including stored media, media access, and media sanitization.
· P.S. – Personnel Security: This family deals with security concerns resulting from employees at the facility which requires controls such as screening, dismissal, and personnel policies and procedures.
· P.E. – Physical and Environmental Protection: Physical and Environmental Security is just as it sounds. This family of controls has less to do with cybersecurity and includes disaster recovery planning, emergency power, emergency lighting, and Fire Protection.
· P.L. – Planning: Planning in NIST 800-53 involves creating a system security plan, rules of behaviour, and information security architecture.
· R.A. – Risk Assessment: This collection of controls identifies how to execute a risk assessment, risk assessment policies, and vulnerability screening..
· S.C. – System and Communications Protection: These controls are designed to mitigate risks from common cyberattacks such as a distributed denial-of-service and malware. Encryption, segmentation, VoIP security, and others are included in these controls. 
· S.I. – System and Information Integrity: These controls are focused on ensuring organizational information systems' integrity. Controls include, among others, the handling of errors, spam protection, memory protection, and fail-safe procedures.
· S.A. – System and Services Acquisition: These controls deal with System Development Life Cycle, Acquisition Process, and Information System Documentation, among others.
[bookmark: _Toc61179436]Benefits of NIST SP 800-53
NIST SP 800-53 is an excellent roadmap covering all the basics for a good data security plan. If we establish policies and procedures and applications to cover all 18 areas, we will be in excellent shape.
Once we have achieved the baseline, by adding additional software, more rigorous criteria, and improved monitoring, we can further improve and protect the system.
As data security, like NIST SP 800-53, is evolving rapidly,a data security team needs to continually look for more ways to reduce the risk of a data breach and protect their data from insider threats and malware. The Varonis Data Security Platform maps to many of the basic requirements for NIST and reduces the overall risk profile throughout the implementation process and into the future.
[bookmark: _Toc61179437]NIST 800-53 Compliance Best Practices
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Implementing the fundamental data protection standards to work towards NIST 800-53 compliance:


· Discovery and classification of confidential data
· Locate all confidential data and protect it.
· Classify company policy-based data

· Data and permissions map
· Define users, classes, directories and permissions for files
· Determine who gets access to what details



· Managing Control of Access
· Identification and deactivation of stale users
· Manage Memberships for users and communities
· Delete Classes with Global Access
· Implement a paradigm of limited privilege



· Data, file operation, and user behavior monitoring
· Audit and report on file and event operation
· Insider threat detection, malware, misconfigurations, and security violations
· Detect and remediate protection vulnerabilities
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ISO 27002's main objective is to lay down guidelines and general principles for starting, introducing, managing and strengthening the management of information security in an organization. This also requires the collection, execution and management of controls, taking into account the risk environments defined in an organization.

ISO 27002: benefits for companies?
The advantages offered by ISO 27002 certification are representative for businesses, primarily because they are worldwide recognized. Understand certain advantages associated with implementing the model:

· Stronger information security awareness;
· Tighter protection of information and confidential assets;
· Provides an approach to implementing control policies;
· Opportunity to discover and fix shortcomings;
· Reducing the possibility of accountability for the failure to enforce an ISMS or to evaluate guidelines and practices;
·  It becomes a strategic differentiation for the achievement of consumers who esteem certification;
· A better organization with procedures and structures well-designed and managed;
· Encourages cost savings by avoiding instances of information security;
· Compliance with laws and other regulations.



What are the main elements that make up ISO 27002? :
The central part of the standard is set across the following sections, which correspond to information security controls. It is worth remembering that these guidelines can be used by the organization as a basis for the ISMS's growth in this fashion:

Section 5 – Information Security Policy
A document on the information security policy of the organization should be developed, containing information security principles, a framework to set priorities and forms of control, the commitment of management to policy, among many other factors.
Section 6 – Organizing the Information Security
It is important to set up a framework to manage it properly in order to enforce Information Security in a business. For this function, information security practices should be coordinated by the organization's members, who must have well-defined duties in order to protect information of a sensitive nature.
Section 7 – Asset Management
Asset is something that has meaning to the company, according to the standard, and needs to be covered. The asset must be defined and labeled for this, so that an inventory can be organized and maintained subsequently. They must also follow existing guidelines that specify what kind of use is permissible for those properties.
Section 8 – Human Resource Security
Before recruiting employees or even suppliers , It is important that they are properly analyzed, especially if they deal with confidential information,. This section aims to minimize the possibility of resource abuse, fraud or misuse. They should be aware of the risks to information security and their roles and duties while certain workers work in the business.
Section 9 – Physical and environmental safety
Critical or sensitive information processing equipment and facilities must be maintained in safe areas, with adequate levels and access controls, including protection against physical and environmental threats.

Section 10 – Protection for Operations and Communications 
It is important to identify the processes and obligations for the management and execution of all information processing services. This involves outsourced management of facilities, preparation of system resources to minimize the risk of failures, design of protocols for backup and recovery, and stable administration of communications networks.

Section 11 – Access Control
Based on business requirements and information security, access to information and information processing tools and business processes should be managed. As well as avoiding unauthorized access to information systems, permitted user access should be ensured in order to avoid harm to records and to the information processing services accessible to everyone.
Section 12 – Acquisition, production, and maintenance of systems
In order to preserve their confidentiality, authenticity, or integrity through cryptographic means, information system security specifications must be established and decided upon before their creation and implementation is secured.

Section 13 – Information Security Incident Management
It is important to develop standardized registration and escalation protocols; personnel, vendors and third parties should be aware of information security incident reporting procedures to ensure that they are reported as soon as possible and resolved promptly.

Section 14 – Business Continuity Management
Business continuity plans should be developed and implemented to prevent disruption of business activities and ensure that core operations are quickly recovered.
Section 15 – Compliance
Avoiding the breach of any criminal or civil law, ensuring laws, legislation, or contractual obligations and any provisions for information security is important. If required, to verify its compliance and adherence to legal and regulatory requirements, the company can employ a specialist consultancy.
[image: ]
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The NIST also put together a general-use framework, known as NIST Cybersecurity Framework, for any entity interested in strengthening their cybersecurity. It is designed to be cost-effective and flexible so that it is usable in many industries. It has a five-step process for addressing cybersecurity risks and maintaining a secure system which are: 
· Identify: Identify is focused on laying the foundations for a successful program for cybersecurity. In this category, controls include performing a risk review, inventorying I.T. Properties, and implementing a systematic plan for risk management.Risk detection and documentation of where the enterprise has stored sensitive data will ensure that safeguards are efficiently enforced to protect the most important business processes and most valuable data.




· Protect:  The protection role includes the introduction of technology and the creation of processes to ensure that data is properly protected. These safeguards include implementing safety awareness training for staff, utilizing protective technology such as anti-virus, and access controls.
· 
· Detect: It is important to identify possible cybersecurity incidents. Many businesses only find out that they have been violated when their proprietary or consumer data is sold on the dark web. The NIST Cybersecurity framework's Detect function involves controls designed to ensure the organization detects potential incidents when they occur. 
· Respond: No matter how good the cybersecurity posture is, incidents can still happen. Controls contained in the response feature concentrate on ensuring that when an incident happens, seconds matter, the company can respond quickly and effectively to a cybersecurity incident. 
· Recovery: Recovering from a cybersecurity incident can be challenging. We have to worry about managing brand reputation, restoring functionality to I.T. assets, and ensuring that the systems are clean. Controls in the Recover function cover lessons learned, planning for recovery before the incident, and testing recovery processes.

The primary components consist of the following:

The Core provides advice to organizations who want their information systems to obtain better security. It uses clear words, so the organization does not need an expert to understand exactly what to do.
The Profiles cover the goals of the company when it comes to its cybersecurity initiatives. To assess the controls in place, it brings together the specifications, level of risk and security tools.
The Implementation Tier helps businesses build a risk appetite and evaluate a budget for any possible modifications to cybersecurity.
This security structure helps to raise cybersecurity standards for several unknown organisations where their cyber defense should begin.. This publication is evident on the controls that should be in place and how they benefit companies that implement them.

Unless their industry or regulatory body mandates a specific framework, most companies should focus on following the NIST Cybersecurity Framework. It is comprehensive, understandable, and meets many compliance requirements by default. By following the NIST Cybersecurity Framework, we can be confident that we are adhering to cybersecurity best practices.




	NIST 800-53

	ISO 27002

	NIST

	
	ISO 27002 is essentially a subset of NIST 800-53
	he NIST Cybersecurity Framework (NIST CSF) takes parts of ISO 27002 and parts of NIST 800-53 but is not inclusive of both

	
	the fourteen (14) sections of ISO 27002 security controls fit within the twenty-six (26) families of NIST 800-53 rev4 security controls
	

	
	
	That makes the NIST CSF better for smaller companies that need a best practice framework to align with, where ISO 27002 and NIST 800-53 are better for larger companies or those that have unique compliance requirements

	
	
	



	
	ISO 
	NIST

	Information Security – 
There is similarities in their fundamental concept  of information security 
	Preservation of confidentiality, integrity and information availability. 
	Protecting information and information systems from unauthorized access, use, disclosure, damage, alteration or destruction guarantees confidentiality, dignity and accessibility.

	Risk Management –
In NIST concept of risk management, they have outlined their RMF. Risk management is all about these two norms.ISO's focal point is an organizational risk, and NIST is centred on the information system. However, we can see from the colour coded words that managing risk is very similar. 
	Coordinated risk-related practices to steer and manage an organization. NOTE: In general, risk control covers risk evaluation, risk treatment, risk acceptance, risk communication, risk monitoring and risk review.
	The method of managing risks to agency activities, agency properties, or individuals arising from the activity of an information system. It involves risk assessment; cost-benefit analysis; security control selection, execution and evaluation; and formal authorisation to operate the system.

	Risk – ISO breaks it into two distinct definitions to underscore information risk's importance to the overall organizational risk. 
	Information Security Risk: The capacity for a threat to leverage an asset or asset group's weakness and thus cause harm to the organization
Risk: The combination of an event's likelihood and its implications
	The extent of effect of the activity of an information system on agency activities (including mission, functions, picture, or reputation), agency properties, or individuals, considering the possible impact of a threat and the probability of that threat occurring.

	Risk Analysis – This is a typical ISO definition: short and vague; I suspect to provide a more extensive application of the definition. Also, note the ISO distinction between risk analysis and risk assessment. NIST emphasizes just the opposite. 
	Risk Analysis - Use of information systematically to classify sources and to estimate risk.
Risk Assessment - Overall risk analysis and risk management process. 
	The process of defining system security threats and assessing the probability of occurrence, the consequent effect, and the additional protections that mitigate this impact. Part of risk management and synonymous with the measurement of risk.

	Risk Treatment/Mitigation – Different terms, same meaning 
	Risk Treatment - Selection process and application of risk-modification steps.
Documented in a Risk Treatment  Plan
	Risk mitigation includes prioritizing, reviewing and enforcing the necessary risk reduction controls recommended by the risk assessment method. Documented in the Risk Assessment Report and the Plan of Actions and Milestone 


	Policy – We can start to feel a divergence between the two standards with the definition of policy; ISO is and squarely focused on the management process, whereas the NIST term revolves around a system. 
	Overall intention and direction as formally expressed by management. 
	A document that delineates the security management structure and assigns security responsibilities and lays the foundation necessary to measure progress and compliance reliably. 
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Likely Compliance Requirements:
1: Choose an information security framework to adhere to 
Considering the nature of the business process and staff strength, ISO 27001 is best recommended for this organization. ISO 27001 focuses more on the protection of information rather than cybersecurity alone. This method sets in place a series of control targets that the business can strive to achieve. ISO 270001 defines a set of requirements for a cohesive information security policy to be architected, introduced, managed, and constantly modified.
2: Nominate a Chief Information Security Officer 
The enlistment of a Chief Information Security Officer is a crucial step towards the implementation of a successful cybersecurity program. A CISO does not necessarily need to be an external hire or even a full-time role, depending on its size. Appointing a CISO is essential because it provides the organization with a single individual responsible for cybersecurity. This allows us to keep track of the security program's status quickly and ensures that the business devotes adequate attention and resources. Also, appointing a CISO is a crucial aspect of several cybersecurity compliance requirements, including the NYDFS Cybersecurity Regulation. If the organization is large, it may make sense to appoint a security team to assist the CISO in improving data security and reducing the likelihood of a data breach. 
3: Identify I.T. assets and current security controls
Once we have selected an information security standard, it is time to perform a gap assessment. Begin by identifying I.T. systems, sensitive data, and existing security controls. These should be thoroughly documented. Asset management is a critical step toward developing acceptable cybersecurity practices. In many cases, the organization may have already met a substantial portion of the new framework. Through a gap evaluation that should serve as a guide to the implementation of a cohesive security policy, we should document the difference between current and needed new controls. After this phase, we should have:
· An I.T. asset inventory
· Software inventory
· I.T. security gap assessment

4: Perform risk and vulnerability assessments
Once we have a completed gap analysis and have extensive documentation of the current security posture, the next step should be to conduct risk and vulnerability assessments. A risk assessment categorizes external risks to the business (both cybersecurity risks and others) and ranks them in order of likelihood and impact. The risk assessment should help guide the implementation of security controls and ensure that it handles the most considerable risks it faces first while implementing the gap assessment. 
The vulnerability assessment should identify the critical I.T. assets and rank them in order of vulnerability. For example, suppose we have an internal server with PHI or PII on it that hasn't been patched for two months. In that case, that may represent a significant vulnerability compared to a server that hosts non-sensitive data. The vulnerability assessment should leave us with an excellent idea of the company's vulnerability to cyber threats and the patching's current state. 
5:  Roadmap the security program
By this stage, we should have a good idea of what the I.T. assets are, where the sensitive data is stored, and the most significant vulnerabilities and risks that the organization faces. The next step is to map the new controls to suit the areas found in the gap evaluation based on the criticality of the threats and vulnerabilities faced by those properties. 
The cybersecurity roadmap should be focused on a cybersecurity system, and it should clarify precisely how what requirement listed is either already met or intended to be met. Take the time to talk to key stakeholders and industry leaders to get a buy-in. The cybersecurity program roadmap should enable us to meet the business needs rather than hinder them. 

Step 6: Implementation
Now comes the time for the new cybersecurity team to implement the roadmap and work towards cybersecurity maturity. Ensure that team functions are distinguished and that the cybersecurity program and cybersecurity policies are efficiently and cohesively enforced by a single person (ideally the CISO). 
Every cybersecurity program should include
· SECURITY: 
· [bookmark: _Toc61179442]Do not collect the personal information you do not need.
· [bookmark: _Toc61179443]Keep on to data only as long as you require a valid business.
· [bookmark: _Toc61179444]Please do not use personal information when it is not necessary.

· CONTROL ACCESS TO DATA SENSIBLY:
· [bookmark: _Toc61179445]Restrict access to sensitive data.
· [bookmark: _Toc61179446]Limit administrative access.

· SECURE PASSWORDS AND AUTHENTICATION
· [bookmark: _Toc61179447]Insist on complex and unique passwords.
· [bookmark: _Toc61179448]Store passwords securely.
· [bookmark: _Toc61179449]Guard against brute force attacks.
· [bookmark: _Toc61179450]Protect against authentication bypass.


· SECURELY STORE CONFIDENTIAL PERSONAL INFORMATION AND PROTECT IT DURING TRANSMISSION
· [bookmark: _Toc61179451]Keep sensitive information secure throughout its lifecycle.
· [bookmark: _Toc61179452]Use industry-tested and accepted methods
· [bookmark: _Toc61179453]Ensure proper configuration


· SEGMENT THE NETWORK AND TRACK WHO TRIES TO GET IN AND OUT OF THE NETWORK
· [bookmark: _Toc61179454]Segment your network.
· [bookmark: _Toc61179455]Monitor activity on your network.


· SECURE REMOTE ACCESS TO YOUR NETWORK.:
· [bookmark: _Toc61179456]Ensure endpoint security.
· [bookmark: _Toc61179457]Put sensible access limits in place.


· USING SOUND PROTECTION PRACTICES WHEN DEVELOPING NEW PRODUCTS.
· [bookmark: _Toc61179458]Train your engineers in secure coding.
· [bookmark: _Toc61179459]Follow platform guidelines for security.
· [bookmark: _Toc61179460]Verify that privacy and security features work.
· [bookmark: _Toc61179461]Test for common vulnerabilities.

· ENSURE SERVICE PROVIDERS IMPLEMENT REASONABLE SECURITY MEASURES.
· [bookmark: _Toc61179462]Service Level Agreement with Provider
· [bookmark: _Toc61179463]Verify compliance.

· PUT PROCEDURES IN PLACE TO KEEP YOUR SECURITY CURRENT AND ADDRESS VULNERABILITIES THAT MAY ARISE.
· [bookmark: _Toc61179464]Update and patch third-party software.
· [bookmark: _Toc61179465]Heed credible security warnings and move quickly to fix them.



· SECURE PAPER, PHYSICAL MEDIA, AND DEVICES:
· [bookmark: _Toc61179466]Securely store sensitive files.
· [bookmark: _Toc61179467]Protect devices that process personal information
· [bookmark: _Toc61179468]Keep safety standards in place when data is en route.
· [bookmark: _Toc61179469]Dispose of sensitive data securely.
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