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In this evolving technological era, cyber threats and data breaches are increasingly prevalent, so organisations need to establish various security measures to protect their systems and infrastructure, while also being able to adapt and evolve to emerging threats. This paper evaluates some measures that are necessary for organisations when developing an environment that protects, detects, reacts, and safeguards any applications. Measures examined include key security technologies such as firewalls, access controls, and Virtual Private Networks (VPNs). Alongside these are Intrusion Detection and Prevention Systems (IDPS) and the implementation of security strategies and frameworks to ensure that policies and training are in place for employees to follow. After extensive research, the findings were that employee training is possibly one of the most vital elements in securing an organisation, as this ensures that personnel at all levels are aware of best practises. Additionally, the research has shown that a skilled team of personnel is required to manage the organisations security posture, including physical and information technology security, and overall compliance. 
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In today’s digital world there is an increase in cyber threats and data breaches. A government survey has shown that 50% of businesses have experienced some form of cyber attack or breach in the past 12 months. These breaches and attacks cost businesses £1,205 on average, which increases to £10,830 for medium and large businesses. By far the most common form of cyber-attack reported is phishing with around 84% of businesses experiencing at least one incident over a 12-month period. A threat that potentially poses more of a financial impact could be fraud, however, only 3% of businesses report being victims of fraud because of a cybercrime, with this number rising to 7% for larger businesses. With technology being vital to the world, it would be expected that businesses would prepare for cyber threats, and although this is the case for the most part, businesses still lack in their preparation. Under half of all businesses review the risks posed by their immediate suppliers, and only 31% of businesses overall complete risk assessments. This does rise to 72% for large businesses. Security monitoring is key to protecting a business, but again only 71% of large businesses have implemented a system. Policies and strategies are a type of compliance documentation that can aid with cyber security, a strategy and incident response plan, being some examples. 66% of large businesses have a formal strategy in place and 73% have an incident response plan. Some of the most common security hygiene methods include:
· Updated malware protection
· Password policies
· Backups
· Access controls
· Firewalls
· Phishing processes
· Regular training
[1]
Additionally, to some of the basic hygiene methods, a business must have a robust and secure infrastructure. This ensures that data and applications are accessible anywhere they are required. Flexibility is also a factor that must be considered as often businesses evolve and so require adaptability and scalability. The infrastructure must remain resilient, with a recommended approach being that of Zero Trust, so that only those that require access are granted it. Compliance to specific regulations and standards is paramount for businesses to avoid any legal issues, that can potentially lead to fines and damage to reputation [2] [3]. There are a few areas of data compliance. General compliance is the process of adhering to legal requirements, standards and policies in relation to collecting, storing, processing, and sharing any data. Privacy compliance links in as it involves the protection of personal identifiable information (PII). Then security compliance refers to measures and controls in place to safeguard data from security threats and unauthorised access. A key data compliance regulation that covers all aspects, would be the General Data Protection Regulation (GDPR) [4]. 
[bookmark: _Toc173081282]Objective of the paper
The objective of this paper is to evaluate and detail some of the available security technologies and practices that are essential for businesses and organisations when developing their environment to ensure its security and compliance. 
[bookmark: _Toc173081283]Security technologies
Some essential technologies regarding security include:
· Firewalls
· Access control
· Virtual Private Networks (VPNs)
· Intrusion Detection and Prevention Systems (IDPS)
[bookmark: _Toc173081284]Firewalls
A firewall is a form of network security that can monitor and filter both inbound and outbound traffic based on established rules and policies. The basic purpose of a firewall is to act as a barrier between internal networks and the internet, allowing only essential and safe traffic into the organisations network. A firewall can filter packets after analysis and deliver depending on specific rules that have been created. There is also a dynamic packet filtering method known as stateful inspection. This monitors connections and decides which packets should be allowed through the firewalls. Alongside a firewall, a proxy service could be established which would filter messages at the application layer to ensure that the network only receives safe and secure messages. Firewalls are a necessity in an organisation’s architecture. Next Generation Firewalls (NGFW), do the same work of a standard firewall, but has additional features that aim to block malware, and has an intrusion prevention system (IPS) integrated. This means that NGFWs can detect suspicious activity and shut it down through carrying out assessments based on established policies that will help in defending the network [5].
As mentioned, firewalls are essential for an organisation in maintaining the security of their network, as they are essential a first line of defence, while also being relatively simple to implement, especially for a qualified network professional. However, a firewall is quite limited as it cannot prevent internal threats from within the organisation, and for the most part is in place to just detect and drop non-essential packets.
[bookmark: _Toc173081285]Access Controls
Access controls are essential for security as they determine who can access certain items within the organisation. These restrictions are usually based on an employee’s role or experience. Having these controls in place help an organisation from having data stolen or mistreated. The controls can be specifically designed to grant, limit, or block access completely depending on organisational needs. There are 4 main types of access controls, these include:
· Discretionary access controls (DAC)
· Mandatory access controls (MAC)
· Role-based access controls (RBAC)
· Attribute-based access controls (ABAC)
With DAC, every item has an owner who has complete control and grants access to users on a situational basis. MAC grants access based on a clearance level. This is usually regulated by an individual or authority that has organised items into a specific tier. RBAC providers users’ specific rights based on their role, which means they will only have access to items that they specifically require for their job. Finally, ABAC is a flexible model that combines conditions such as time and location to decide who has access to certain areas. An organisation can manage all these permissions manually, however, to avoid potential user error, an organisation should implement an identity and access management solution that allows for automated and simpler management of access controls [6].
Access controls help to prevent unauthorised and unnecessary access and can be adapted to meet organisation needs, but they do require constant management which can be quite complex in larger organisations.
[bookmark: _Toc173081286]Virtual Private Networks (VPN)
 A VPN allows an organisation to have a secure connection between devices that may be in separate locations. VPNs create encrypted connections, allowing users to access the organisations data and services while working remotely. They secure data making potentially sensitive information more secure when in transit over an untrusted network [7]. Typically, when accessing a website, your internet service provider (ISP) receives the request and then directs you to that specific site. When using a VPN, this instead redirects your request through the VPNs providers remote server, encrypting and encapsulating the traffic and sending it through an encrypted tunnel, then directing you to the site originally requested. Another useful feature of a VPN is location spoofing. This means your IP address is hidden and replaced with one from the VPN server. Additionally, with some providers your IP can be changed to one from a different country, this allows a user to access services that may not be available in their home country. Two main types of VPN include:
· Site-to-site (S2S)
· Remote access
S2S VPNs allow users to securely connect with multiple networks that are apart of the same business or organisation. This allows for separate offices to share information and resources, while not being in the same physical location. Remote access VPNs enable users to connect to a remote network using a specialised software. This again allows users to connect with each other and share resources. The difference between them being that S2S securely links multiple networks, while remote access involves a client/server model and software installation to allow a user to access a network that they are unable to directly access [8].
Overall, a VPN is a useful tool to help ensure the privacy and security of an organisation and users’ data, while supporting remote working. However, can cause performance issues in some cases, can potentially bring vulnerabilities related to the software, and needs management and therefore creates more work for a networking team. 
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An IDPS can be set up by an organisation to monitor the network and detect and prevent any malicious activity. They are usually set up in one of three ways:
· Signature-based
· Anomaly based
· Protocol based
Signature-based will detect threats based on unique identifiers or patterns from previous attacks but will often miss threats that follow more unusual methods. Anomaly based has a baseline for typical network traffic and uses this to detect unusual activity. This method can catch novel threats unlike signature-based methods but can lead to high false positive rates. Protocol based IDPS works from a set of defined policies that will prevent any violations of these policies. This is a more manual base and requires a security expert to set up [9]. 
Intrusion Detection Systems (IDS)
IDS is a security tool that monitors and analyses a network or systems traffic and detects any potentially malicious or unusual activity, such as unauthorised access and cyber threats. A policy is usually created to state what is normal traffic so that an IDS does not alert safe and usual activity. Typically, an IDS will detect and report findings, however, some can also act [10] [11]. 
Two types of IDS include: 
· Network IDS (NIDS) 
· Host IDS (HIDS)
NIDS are set up on a specific part of a network, such as a firewall, to monitor traffic from any device on that network. The NIDS will observe the traffic and compare against known attacks. If an attack or any unusual activity is detected, then an alert is sent to specified users. HIDS are set up on an individual host or device. The HIDS will monitor all packets from that specific device and will alert specified users if there is anything suspicious. It also takes a snapshot of a system to compare with a previous snapshot. When analysed, if there is a difference, then an alert is sent out. HIDS could be used with devices that are not expected to change [11]. 
An IDS can detect incidents early and give visibility into a network, however, they do not typically prevent an attack and are more reactive than proactive while also having a high false positive rate. 
Intrusion Prevention Systems (IPS)
An IPS differs from an IDS as it is more advanced. It can monitor a network and act by reporting, blocking, or dropping the traffic. An IPS is often included in NGFWs or Unified Threat Management Solutions (UTMS) and can include a honeypot, which is a decoy high value item or data that can be used to attract an attacker, distracting them from an actual system. An IPS is sometimes called an IDPS as it is a hybrid system containing both IDS and IPS functionality [9] [12]. 
A few main types of IPS include:
· Network IPS (NIPS)
· Host IPS (HIPS)
· Wireless IPS (WIPS)
· Network behaviour analysis (NBA)
A NIPS is placed at strategic points of a network to scan for threats and monitor any traffic. HIPS is often used alongside NIPS as it is placed on a specific device and monitors traffic just on that device. HIPS can be seen as a last line of defence for any attacks that have made it past a NIPS. WIPS scans a WIFI network and drops any unauthorised devices from the network. An NBA IPS is like NIPS as it analyses network traffic to detect unusual flows of traffic. NBA is particularly useful against Distributed Denial of Service (DDoS) attacks [12]. 
An IPS is a more proactive solution than an IDS and has an automated response to threats, but can be a drain on resources and performance, while also being complex to configure which could lead to misconfigurations. 
[bookmark: _Toc173081288]Recommendations
Some recommendations for an organisation or business looking to improve their cyber security posture could include, but is not limited to, regular risk assessments of systems and third-party companies that they may work with. This can be done in the form of a Code of Connection (CoCo) that provides a formal agreement between an organisation and third-party that specifies security measures that must be in place before they are able to connect to the organisation. This can include giving assurance that a particular issue has been remediated or that they are compliant with industry standards such as ISO 27001. While assuring that any third-parties are compliant, it is also useful for an organisation to uphold themselves to ISO 27001 as it is a well-known and respected standard that defines the requirements needed for information security management systems (ISMS) [13] [14]. An additional optional for an organisation is to conduct regular Penetration tests of their network and services. A Penetration test is when a professional conducts an authorised test to discover security vulnerabilities. Once found these can then be discussed with developers and service owners to remediate and secure an organisation [15]. 
As mentioned, a policy of zero trust should be considered, along with other policies and standardised procedures to ensure employees act and complete tasks in a safe manner. Additionally, implementing access controls and various other security technologies, such as those mentioned above can help protect an organisation. If an organisation does implement security technologies and measures, then correct management of these is required. This includes management of alerts, software, and hardware, including patching, and compliance with industry and organisational standards. For all this to happen there needs to be specific teams for managing the different aspects of security, including:
· Client team for hardware
· Infrastructure team
· Design and compliance team
· Networking team
· Operational security team.   
The final recommendation for an organisation would be to conduct regular training to raise awareness and promote any best practises related to security. 
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To conclude, there are various security technologies and measures that can be implemented by businesses and organisations when considering data security. As the research has shown, nearly all businesses have experienced cyber-attacks and breaches, which highlights the importance of security and compliance. There are multiples ways to help in preventing a cyber threat, such as those mentioned above, along with other measures. What measures are used will depend on the specific organisation, however, training of all employees, including those not working a security role, especially for phishing is of utmost importance to help protect an organisation. 
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[bookmark: _Toc173081291]Executive Summary
This report outlines the approach to setting up a new Information Security Unit (ISU). This ISU is designed to address threats, both current and emerging, while ensuring compliance with necessary requirements. This report covers various aspects, such as the structure, risk management, planning, compliance, and policies. 
Organisations spend around 4% on IT Security [16]. Around 12.7% of an organisations IT budget is spent on IT Security, with around 5.6% of the IT budget being used for security and risk management. An organisation will spend about £68 billion on cyber security, however, each record that is stolen during a breach will cost around £120, meaning on average £370 billion per data breach [17] [18]. These numbers will vary depending on the source and size of an organisation or business, but these statistics, and those presented in the research above, emphasise the costs and importance of security for an organisation. 
[bookmark: _Toc173081292]Organisational Structure
The organisational structure of the ISU will establish clear roles across different areas. This unit covers roles from the general day-to-day, up to the chief of the entire unit. A copy of the structure can be seen below:
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[bookmark: _Toc173081272]Figure 1: ISU Organisational Structure
It is worth noting that various roles in this structure are not specifically security related, however, will communicate with security regularly to maintain the organisations wellbeing. It is also worth noting that not all these roles are essential to create the unit, however, over time the roles lower in the structure will become more vital and so recruitment would be required. 
Chief Technology Officer: ISUs lead is responsible for the overall strategy and its implementation. They ensure that security is a priority. 
Information Governance Team
Chief Information Governance Officer: Responsible for the data management and ensures compliance with regulatory requirements and organisation policies.
Head of Information Governance and Compliance: Manages governance and compliance efforts. 
Compliance Officer: Conducts audits to ensure compliance. 
Information Governance Specialist: Monitors data management. 
Head of Project Management: Responsible for all projects. 
Project Manager: Manages individual projects. 
Security Operations Team
Chief Information Security Officer: Responsible for information security and ensuring the organisation is resilient and protected against cyber threats. 
Head of Security Operations: Reports to the CISO on all security related matters and manages the overall security structure.
Head of Penetration Testing: Responsible for any penetration tests conducted and the vulnerabilities found within the organisation. 
Risk Manager: Manages risk assessments and mitigations.
Risk Analyst: Analyses potential risks that could impact the organisation. 
Senior Security Consultant: Conducts penetration tests. 
Security Consultant: Organisation of penetration tests. 
Head of Operational Security: Responsible for the day-to-day security monitoring and management.
Senior Security Specialist: Implements security monitoring policies. 
Security Specialist: Monitors security alerts.
Head of Design and Compliance: Responsible for security standard integration. 
Senior Security Compliance Specialist: Conducts security audits. 
Security Compliance Specialist: Supports compliance monitoring. 
Operations Team
Chief Operations Officer: Oversees the Infrastructure, Client and Networking teams. 
Head of Infrastructure: Responsible for data centres (DC) and servers used by the organisation. 
Senior Infrastructure Specialist: Implementation and maintenance of DCs and servers.
Infrastructure Specialist: Supports day-to-day management and troubleshooting.
Head of Client: Responsible for devices such as laptops within the organisation. 
Senior IT Technician: Technical hardware/software support for organisation and clients.
IT Support Technician: Supports day-to-day management and troubleshooting.
Head of Networking: Responsible for the architecture, design and operation of the organisations network. 
Senior Network Specialist: Manages the network infrastructure and connections.
Network Specialist: Supports the maintaining and troubleshooting of the network.
[bookmark: _Toc173081293]Policies and Procedures
The ISU will need policies and procedures developed to ensure the safety of data within the organisation. Policy development will involve chiefs and heads of department to ensure they meet the organisational standards. Some key policies include:
· Information Security Policy: This will outline the commitment to information security. The CIA Triad will be used as a framework and will define the specific roles and responsibilities for different areas that control the monitoring and auditing of the policy. 
· Access Control Policy: There are various types of access controls that could be used that will specify how access is managed [19]. The main controls used within the organisation will be DAC and RBAC. The CTO will have access to all areas within the ISU, with each of the chiefs having access to everything within their areas, and other areas if relevant for collaboration. 
· Incident Response Procedure: This procedure will need developing once all chiefs are in their respective positions. The procedure will provide a step-by-step guide on how to respond to incidents, who to contact, and will also establish an on-call function. 
· Data Protection Policy: The policy will detail how any personal data is used and protected. This will align with GDPR and the Data Protection Act 2018 [20]. This policy will be managed by the information governance team. 
· Acceptable Use Policy: This policy will cover how organisational resources are used, defining what is acceptable and unacceptable, such as social media usage during work hours and on work devices. 
· Password Policy: The password policy will define the minimum password complexity levels required for staff in the organisation [21]. An example password policy for standard user accounts could be as follows:
· Password expiry: Some research states that there should not be expiration for passwords, however, to begin with, the expiration will be every 90 days. 
· Account lockout: Accounts will lockout after 10 unsuccessful attempts and will be a 5-minute lockout. This lockout time will increase with the more unsuccessful attempts.
· Password complexity: Minimum of 12 characters and must include both upper and lowercase, numbers, and special characters.
Admin accounts will follow the same policy, but the minimum character length will be increased to 14 characters. Additionally, for all accounts there will be a requirement for multi-factor authentication (MFA), and there must not be any shared access accounts where possible. The final element of the password policy will detail the procurement of a password manager. A manager will be useful due to the recommendation that different passwords are used for different services, and it includes a strong password generator that can be edited to fit the required complexity levels [22].
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To ensure compliance with regulations and policies, there will be a few steps and procedures required. A secure database will be developed or procured to catalogue any personal data held by the organisation. This data will be classified based on its sensitivity. For example, no PII, basic PII, and detailed PII. 
Both compliance teams will conduct privacy impact assessments (PIA) against any new connections from third parties, new projects, products, services, and systems. These will be conducted to identify potential vulnerabilities and privacy risks with the mentioned items [23]. If vulnerabilities are discovered, then the penetration testing team will provide their expertise. 
A process will be implemented to follow GDPR data subject rights. This will include the 8 GDPR rights:
1. Informed
2. Access
3. Correction
4. Erasure
5. Restrict processing
6. Data portability
7. Object processing
8. Not be subject to automation of decisions 
These 8 rights detail how an individual has the power and control over their personal data [24] [25]. Alongside the above, the governance and compliance teams within the organsiation will perform regular audits and assessments of all policies and procedures, to ensure that the organsiation is remaining compliant with data protection regulations. These audits will also bring to light any breaches of data protection and will identify individuals and teams that potentially require further training in these areas. 
[bookmark: _Toc173081295]Security Standards
The organisation will adopt industry recognised standards to ensure security is seen as a priority by individuals and clients that work for and with the organsiation. One of the main security standards is ISO 27001. This standard covers the establishment, implementation, maintenance, and improvement of ISMS. It is a worldwide recognised standard that is vital to adhere to. The compliance teams, mainly security compliance, will conduct regular internal audits to ensure compliance. Then an accredited ISO auditor will work with the compliance teams on an annual basis to review and renew the standard. 
There is the NIST Cybersecurity Framework that provides guidance for how to assess attacks, and improve the organisations’ ability to prevent, detect, and respond to any attacks [26]. This framework, alongside Center for Internet Security (CIS) controls will help the organisation identify and implement best practises for cyber security. Some of these controls have been previously mentioned:
· Data protection: managed by the information governance team.
· Inventory and control of assets: managed by the client team. 
· Access controls: mainly RBAC and DAC. Managed by individual teams, but with the security team monitoring and providing guidance where necessary. 
· Vulnerability management and Penetration testing: VMS solution and testing managed by the penetration testing team.
· Network infrastructure management: managed by network and infrastructure teams, with security teams being involved where appropriate. 
· Network monitoring: The operational security team will monitor any alerts, with the networking team being involved for their expertise. 
· Security awareness training: regular training for all members of the organisation to ensure they understand their importance in keeping the organisation secure. 
· Incident response: a procedure will be developed by the chiefs of the ISU.
· Data recovery: regular backups and snapshots taken by the relevant teams. 
Other controls not specifically mentioned, but will be implemented include:
· Service providers: management of these providers will require security assurance but will be managed by the relevant teams. 
· Application security: the security live cycle of software developed by the organisation will be managed by the relevant service teams and developers, with the penetration testing team providing their expertise. 
· Malware: protection against malware will be a security responsibility with the aid of other teams depending on the location of the vulnerability. 
· Email and web protection: training and controls will be managed by the security team. 
· Audit logs: managed by the relevant teams, with security involvement where necessary.
· Secure configuration: client, security, service providers and other relevant teams will be involved to ensure configuration of all assets is to a secure standard. A policy will be created to detail best practises for configurations in various areas, including all devices, software, services, code, and the cloud [27].
The implementation and management of these controls will require an organisation wide effort, requiring high level policies, procedures, work instructions, and training for all individuals within the ISU and the wider organsiation to ensure the secure posture is maintained. 
[bookmark: _Toc173081296]Contingency Planning
There will be times where unforeseen events occur. Planning for events like these is vital and so contingency plans will be introduced. As mentioned previously, there will be backup and recovery procedures introduced that involve regular backups and snapshots, along with a tested process to recover data and systems if it is required. The organsiation will produce a full disaster recovery plan (DRP) that links with the other contingency plans, and will focus on the recovery of any systems, services, and software that may be involved in any attacks or other unforeseen events [28].
A business continuity plan (BCP) will be created to ensure that the organisation can continue critical functions even if a disaster has occurred. Involved within the BCP will be a business impact analysis (BIA) that identifies key elements of the organisation and their purpose, the maximum length of time the organisation can function without that stated element and the time it will take to resume these elements. The BIA can also be used for individual teams to identify the importance of each role and how to handle a situation where a particular role has no individual in place [29]. 
The incident response procedure detailed previously will be included within the contingency plan and a more minor element of the plan will be details around the creation and decommissioning of any services, software, systems, or hardware used by the organisation. This will cover both normal and emergency situations. 
[bookmark: _Toc173081297]Governance and Strategic Planning for Security
To ensure objectives are met, the organisation need to ensure the effective planning and governance of initiatives. To meet these objectives, a committee named the Information Security Board (ISB) will be established with representatives from all teams within the ISU and other teams from the organisation where relevant. The ISB will provide oversight and lead on strategic developments within the organsiation, ensuring that everything is completed with security and overall best practises in mind. There will also be an Organisation Stats Board (OSB) that will define key performance indicators (KPI) to measure the effectiveness of programs and be a chance to discuss any issues that will be addressed at the ISB. 
One of the first tasks for the chiefs of the ISU, as well as the hiring of their team to meet the structure presented, will be to create a security roadmap. This roadmap and structure would be presented at ISB for scrutiny and approval but will include a 12-month plan for short term initiatives, and a 4-year plan that outlines the goals for the organisation regarding security.
[bookmark: _Toc173081298]Risk Management
A risk management framework and programme will be implemented and managed mainly by the Penetration Testing team. The risk assessment process will include regular identification and evaluation of risks over set time periods. To discover any risks the organisation will implement a Vulnerability Management System (VMS), such as Tenable Security Center. This product includes scanning of all infrastructure servers and can scan Web Applications, APIs and Active Directories [30]. The penetration testing team will conduct tests on an annual basis. This will typically be every year but can be ad-hoc. The testing will be conducted against all Web Applications, APIs, thick clients, mobile applications, and potentially code and cloud reviews. 
To ensure any identified risks are mitigated, the penetration testing team will hold regular remediation meetings with project and service managers to provide expert knowledge and discuss timelines. Within the risk management framework will be deadlines for remediating identified risks. If a vulnerability found is scored as a critical then it will need remediation as soon as possible. If there is a high, then the deadline is 14 days. Then 1 month for mediums and 3 months for low risks. These risks will be monitored and reviewed by both the penetration testing team and the service teams using a procured risk management register database. 
To discover how a risk is scored, the organisation will use the NIST CVSS scoring system [31]. The tester will use their knowledge to complete all the relevant fields within the calculator and will be given a score and risk level. An example of a high vulnerability can be seen below. 
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[bookmark: _Toc173081275]Figure 4: CVSS Score Ranges
[bookmark: _Toc173081299]Conclusion
To conclude, the establishment of an ISU involves a structure stating roles and responsibilities of everyone and the creation of multiple policies, procedures, plans, and standards to ensure the organisations security posture is maintained. By creating the unit and being compliant with all the relevant regulations and policies detailed, along with continuous training, the organisation will be able to support their overall objectives in a secure manner that protects all assets and data. Each team and individual will be essential in their respective ways in ensuring the security of information. It is recommended that each of the policies, procedures, plans, and standards detailed are implemented in a timely manner to ensure that experts are in position to aid in the development of the ISU and get the unit to full functionality. 
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