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1. Enterprise Network Requirements

1.1 [bookmark: _Toc190786244]Introduction
An enterprise network allows computers and servers to connect so employees can share files, communicate and use different services. NOSS2027 has two offices, one in Swansea and one in London, so both locations need a network that allows them to communicate and access shared resources safely.
For this assignment, the network will use Windows Server 2025 in Swansea, Debian Linux in London and Windows client computers. This report will look at what each operating system can do, the services needed for the network and how to keep it secure. It will also look at how the network could be expanded in the future. The research will help with planning and building the virtual network in Component 2.

1.2 Current Network Requirements
NOSS2027 requires a reliable network to allow employees in Swansea and London to communicate and access shared resources. Windows Server 2025 could provide important services such as Active Directory, DNS and DHCP. Active Directory would allow user accounts and computers to be managed centrally [1], while DHCP would automatically assign IP addresses and DNS would help devices locate servers by name.
Each office would use a different IP address range to keep the network organised and easier to manage. Windows RRAS and Debian Linux routing would allow communication between the two networks. A site-to-site VPN could also protect data transferred between the offices. However, relying on a single main server could create problems if it failed, as several important network services might become unavailable.






1.3 Future Network Requirements
In the future, NOSS2027 may need to support more staff, computers and network services as the organisation expands. The network in Swansea and London should be flexible enough to allow new users and devices to be added without major changes. Windows Server 2025 and Debian Linux could help manage these additional requirements.
Network security and availability will also be important as the organisation grows. Introducing another domain controller and keeping regular backups could reduce the impact of server problems. DHCP failover could provide additional reliability by allowing a second DHCP server to continue assigning IP addresses if the first server fails [2]. As more employees use the network, the VPN between the two offices may also need greater capacity. Regular system updates and monitoring would help keep the network secure and working effectively.


2. Windows Server 2025 and Debian Linux

2.1 Windows Server 2025
Windows Server 2025 would be used for the Swansea server (S-DC) in the NOSS2027 network. It provides important network services, including Active Directory, DNS and DHCP. These services would help the organisation manage employee accounts, computers and network configuration more efficiently [3].
A key benefit of Windows Server 2025 is its centralised security management. Active Directory allows administrators to manage user permissions, while Group Policy can apply security rules to computers across the organisation. Routing and Remote Access Service (RRAS) could also help establish communication between the Swansea and London offices.
Windows Server 2025 includes graphical administration tools and PowerShell, which provide different ways to manage the system. However, the operating system requires a paid licence and suitable hardware resources. If the Swansea server failed, several network services could be affected. Regular backups, system updates and a backup server could help reduce this risk.

2.2 Debian Linux (CLI)
Debian Linux would be used for the London server in the NOSS2027 network. It can run without a graphical interface, allowing administrators to manage the system through the command line. This could reduce hardware requirements and avoid the cost of an operating system licence.
The server could use IP forwarding to route network traffic between interfaces. Firewall rules would help control connections by allowing necessary traffic and blocking unwanted access. Debian also uses the APT package manager to install software and keep the system updated [4].
However, managing Debian through the command line requires technical knowledge. Incorrect settings could cause network problems and interrupt communication between the offices. Regular updates, backups and configuration checks would help keep the server secure and reliable.

2.3 Comparison of Both Operating Systems
Windows Server 2025 and Debian Linux offer different advantages for the NOSS2027 network. Windows Server is more suitable for the Swansea office because it provides centralised user management through Active Directory and Group Policy. Its graphical tools and PowerShell also provide different options for managing network services [3].
Debian Linux is a suitable choice for the London office because it is free to use and can operate without a graphical interface. It can provide routing and firewall services while using fewer hardware resources. However, managing the system through the command line requires suitable technical knowledge [4].
Using both operating systems would allow NOSS2027 to benefit from their different features. Windows Server would manage the main network services, while Debian would support communication between the offices. However, maintaining two systems could increase administration time and require knowledge of both platforms.



3. Network Services

3.1 DHCP and DNS
DHCP (Dynamic Host Configuration Protocol) automatically assigns IP addresses and other network settings to devices. For NOSS2027, Windows Server 2025 in Swansea could manage DHCP for both offices, using a DHCP relay for the London network. This would reduce manual configuration and help prevent IP address errors. However, relying on one DHCP server could cause problems if the service became unavailable [5].
DNS (Domain Name System) allows computers to find servers using names instead of IP addresses. It is also needed for Active Directory because computers use DNS to locate domain services. For NOSS2027, DNS would help employees in both offices access network resources. However, incorrect DNS settings or server failures could interrupt access to important services [6].

3.2 Active Directory and Domain Services
Active Directory Domain Services (AD DS) helps organisations manage staff accounts, computers and access to network resources from one location. In the NOSS2027 network, Windows Server 2025 in Swansea would provide central account management for employees working in both offices [1].
Group Policy could be used to manage security settings across multiple computers without configuring each one separately. This would save administration time and help maintain consistent security standards. However, having only one domain controller could affect user authentication if the server became unavailable. Regular backups and a second domain controller would help reduce this risk.






3.3 File Sharing
File sharing makes it possible for employees to use documents and other files stored on a shared server. For NOSS2027, Windows Server 2025 could provide shared folders through the Server Message Block (SMB) protocol, allowing staff in Swansea and London to access the same resources [7].
Keeping files in one location would make them easier to organise, manage and back up. NTFS permissions and security groups could also be used to limit access based on employee responsibilities. However, poorly configured permissions might allow unauthorised access to company information. If the file server became unavailable, employees could also lose access to important documents until the service was restored.

3.4 Web Servers and IIS
Internet Information Services (IIS) allows websites and web applications to run on Windows Server. For NOSS2027, the Swansea server could host an internal website, giving employees in both offices access to shared company information.
This would provide a convenient way to keep information in one location. However, an incorrectly configured web server could create security weaknesses. The Centre for Internet Security (CIS) publishes guidance on securing IIS and reducing possible risks [8]. Applying suitable security settings, limiting user access and keeping the server updated would help protect the service.

3.5 Remote Access and RDS
Remote access allows approved users to connect to computers and services from another location. Windows Server includes Remote Desktop Services (RDS), which can provide access to desktops and applications over a network. For NOSS2027, remote access could help IT staff support employees and manage systems across the Swansea and London offices.
This would make technical support more convenient because administrators would not always need to visit the other office. However, remote connections could become a security risk if access was not properly controlled. Strong authentication, limited user permissions and protected connections would help reduce the chance of unauthorised access [9].


3.6 Routing and VPN
Routing enables computers from different networks to communicate with each other. For NOSS2027, Windows Server 2025 in Swansea could use Routing and Remote Access Service (RRAS), while Debian Linux in London could handle traffic through IP forwarding. This would allow both offices to exchange data while keeping their own network address ranges.
A site-to-site Virtual Private Network (VPN) could provide a secure link between the two locations by encrypting information sent across the connection. This would help protect business data from being intercepted. However, routing mistakes or incorrect VPN settings could affect network communication. If the VPN connection stopped working, employees might also lose access to resources at the other office [10]. 


3.7 Digital Certificates
Digital certificates help identify trusted servers and provide secure communication over a network. For NOSS2027, they could be used to enable HTTPS on the internal website hosted by Windows Server 2025 in Swansea. Certificates could also help protect connections to other services accessed by employees in both offices.
Using digital certificates would improve security by helping to protect data while it is being transferred between devices. However, certificates must be managed correctly because expired or incorrectly installed certificates could cause connection problems and interrupt access to services. Regular checks and renewing certificates on time would help maintain secure and reliable connections [11].

3.8 Network Logging and Monitoring
Network monitoring allows organisations to check the performance and availability of their IT systems. For NOSS2027, monitoring could be used to observe Windows Server 2025 in Swansea, Debian Linux in London and the VPN connection linking the two locations.
Regular monitoring would help administrators notice server problems, unexpected network activity and connection failures. System logs could also provide useful information when investigating technical issues or security threats. However, collecting monitoring data alone would not be enough if warnings were ignored. Configuring useful alerts and reviewing logs regularly would help reduce downtime and improve network security [12].

4. Network Security

4.1 User Authentication and Access Permissions
User authentication helps ensure that only approved employees can access the NOSS2027 network. Access permissions control what information and services each employee can use.
For NOSS2027, Active Directory on Windows Server 2025 could manage user accounts for both the Swansea and London offices. Administrators could use security groups to give employees access to the files and services required for their jobs [1].
However, allowing staff more access than necessary could increase the risk of sensitive information being exposed. Reviewing permissions regularly and using multi-factor authentication for important accounts could help protect the network.

4.2 Passwords and User Privileges
Password protection and user permissions are important for keeping the NOSS2027 network secure. Windows Server 2025 could use Group Policy to manage password requirements for employees in the Swansea and London offices.
Staff should have strong passwords that are not used for other accounts. Administrator accounts should also have stronger security because they can make important changes to the network. Limiting user permissions to what employee’s need for their daily tasks would help reduce security risks.
However, weak passwords or giving employees too many privileges could allow unauthorised access to company systems. Multi-factor authentication and regular checks of user permissions would provide additional protection [13].




4.3 Firewall Rules
Firewalls help improve network security by controlling the traffic entering and leaving a network. For NOSS2027, Windows Server 2025 in Swansea could use Windows Defender Firewall, while Debian Linux in London could use nftables to manage network connections [14].
Firewall rules would help control communication between the two offices by allowing necessary traffic and blocking unwanted connections. This would reduce the risk of unauthorised access to company systems.
However, incorrect firewall rules could stop employees from accessing important services or create security weaknesses. Regularly reviewing firewall settings and limiting unnecessary connections would help keep the network protected.

4.4 System Updates and Safe Operation
Regular system updates are important for keeping the NOSS2027 network secure and reliable. Windows Server 2025 in Swansea and Debian Linux in London require security updates to fix known vulnerabilities and reduce possible threats.
Windows Server uses Windows Update, while Debian Linux uses the APT package manager. Testing updates before installation helps prevent unexpected problems with important network services.
Delaying security updates increases the risk of cyberattacks, while installing them without planning may interrupt daily operations. Regular backups, scheduled maintenance and network monitoring help reduce these risks and maintain network stability [15].








5. Conclusion

This report has explored the network needs of NOSS2027 and the services required to connect the Swansea and London offices. Windows Server 2025 provides central management of users and network services, including Active Directory, DNS and DHCP. Debian Linux supports network routing and firewall protection between the two locations.
Using these operating systems together allows NOSS2027 to benefit from their different features. File sharing, remote access and a secure VPN connection are important for employees working across both offices. Network monitoring also helps identify problems and maintain reliable services.
Protecting the network requires strong passwords, suitable access permissions, firewall rules and regular security updates. The use of two operating systems adds some complexity, making technical knowledge and ongoing maintenance necessary.
Overall, the proposed network provides a practical solution for NOSS2027. It supports the organisation's current needs while allowing room for future development and provides a foundation for the virtual network implementation in Component 2.
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