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1 Introduction
The below report looks into advantage and disadvantages of implementing a BYOT framework into a business. The report looks at an example company, Hyper-Fort, and includes a layout of their network, as well as a proposed MDM solution to best meet their needs.

2 BYOT: Advantages and Disadvantages
Successful implementation of BYOT into an organisation involves finding the right balance between security and accessibility. Each companies’ requirements, and thus solution, will be unique, however below are detailed some common advantages and disadvantages to a BYOT framework.
2.1   Advantages
Increased staff satisfaction [1]
Staff who are able to work and access company data using their own devices are more satisfied in work; they are able to use devices they are already comfortable with and are able to work more flexibly.
Cost savings [2]
Companies do not need to purchase and supply devices to each user.
Increased productivity 
With mobile employees working on average 240 hours more per year [3] than their office based counterparts it is evident that a BYOT implementation provides business benefits.
Out-of-office flexibility [4]
BYOD provides companies with the opportunity to allow employees to work at times and locations most convenient for them, including utilising time that may have otherwise gone to waste such as between off-site meetings or as part of a commute.
Training
As employees will be using devices they are already comfortable with, there will be a lower requirement for time devoted to training. [5]
2.2  Disadvantages
Less control over device security features
Without a strong policy and MDM in place, many users may not fully utilise the security features of their device, a 2017 study found that 28% of smartphone users have no lock screen on their phone [6]. Of the 25% that use a pin code [6] many do not choose a unique number; the same 20 most popular pin codes are used in 26.83% of cases [7].
Support complexity
Due to the larger scope of devices that employees may bring to work, there is a requirement for an increased level of support that I trained and able to cope with each of these individual requirements. [8]
Always online
As opposed to work devices, personal devices are generally left switched on and internet connected at all times [5], increasing the opportunity for an attacker to exploit a vulnerability.
Employees may not wish to provide their employer with access to their personal device [4]
Employees may not be comfortable providing a company access to their device which stores a large amount of personal data, with the worry that the company will have access.

3 Hyper-Fort
Hyper-Fort act as a global consultancy company operating within the energy sector. Due to the nature of this work, it is assumed that the company will be handling sensitive data such as payment records, customer PII and information on future company plans which may be required to be kept confidential.
With security of personal staff and client data, as well as Hyper-fort’s intellectual properties, forming a major concern for the company, it is evident that their BYOT plan must provide increased service accessibility without negatively compromising security to a level beyond the company’s risk appetite.

4 Network Configuration
[bookmark: _GoBack][image: ]
Above is a network diagram showing the layout of the Hyper-Fort network and external device connections. The above diagram makes the assumption that the majority of Hyper-Fort staff work in one head-office location with no satellite branches, with other’s working remotely from locations including their homes, this may be anywhere across the globe.
For connections on site, the network is laid out in a three-layer hierarchy. Each item on each layer is connected to all the resources above and below in order to provide high resiliency should a hardware failure occur. Due to the nature of the company, both staff and clients need access to company resources, for this reason I have created a DMZ connected to the outer firewall pair which allows access to shared resources required by both staff and clients, negating the need for clients to access the rest of the network. Traffic is filtered on the firewall pair both into and out of this DMZ.
Two Layer 3 switches operate at the core layer, connected to these is another firewall through which guest devices are able to connect to the network for internet access. The firewall rules are set to limit the direction of data to provide internet access only, mimicking an outside connection.
A further two layer 3 switches are installed within the distribution layer, which then connect to the application layer below. At this layer, company resources are found and accessed within the server room, and standard PCs have ethernet connections. As 95% of Hyper-Fort workers use wifi, the diagram shows a device connected via a wireless access point – this is representative of a full wireless network covering all necessary areas of the company’s site, depending on its size.
Remote users are able to access company assets via a VPN solution.

5 Data Flow Diagram
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It is assumed that a VPN solution is in place for existing remote access, otherwise access to the company network for remote users must only be possible via a company provisioned VPN, this ensures that all company data is encrypted whilst in transit. This reduces the risk of data leakage whilst an employee is outside of the office environment, as the only attack surface would be the end device which is locked down as part of the BYOT framework detailed in sections 6 and 7.

6 MDM Software
The recommended MDM implementation for Hyper-fort would be MaaS360, which offers key features that prove are likely to prove the most useful in the Hyper-Fort environment.
Hyper-Fort already utilise cloud services to deliver IT services to its staff and clients, therefore it is assumed that a full risk assessment has been completed surrounding their corporate data being stored with third party cloud providers. Based on this, as strong recommendation for an MDM solution would be the cloud-based [9] MaaS360. Considering a SaaS solution for a company already bought into the cloud eco-system offers a number of benefits including no need to purchase additional on-premise hardware, and increased ease of availability. With the ‘five nines’ of availability [10] often being a target, it is estimated that cloud solutions become the most economical option for availability over approximately 99.95% [11]. 
MaaS360 offers containerisation [12] for supported devices (see section 7 for more information on supported devices), any business data retained on the device is placed in a separate encrypted environment, keeping both sensitive data from leaving the container as well as preventing access to malicious content [13]. This also provides the added benefit of allowing a selective wipe, ensuring that if a wipe of corporate data from the device needs to be completed, this can be done without affecting the employee’s personal data. Access control can be applied [12] to containerised apps requiring the employee to provide authentication information before access to the information or service. This ensures that data kept on a company device remains secure even when outside the office environment.
MaaS360 offers the facility to implement a per-device policy framework, the use of this is recommended to enforce the policies detailed within the next section to maximise security.

7 Policies
A number of policies should be considered for users of mobile devices as part of the BYOT framework.
Firstly, device support should be considered. With an expectation that users will be utilising their own personal devices to access corporate data and services, this brings forward the issue that IT staff must now offer support for a multitude of devices. In order to best utilise resources, it would be recommended that hardware is limited to those that are 1) supported by the chosen MDM tool, MaaS360 (a full list is linked in Further Reading below); and 2) most widely used by staff. According to Statcounter [14][15] the OS’s with the largest market share are:

Therefore, to operate the MDM successfully at a basic level, the Hyper-Fort should be equipped with the resources and staff training required to support Windows, OS X, Android and iOS. In order to incorporate more of its users for optimal operation, a business should strive to support as many devices as possible, however assuming that Hyper-Fort only has the resources to support these 4 devices, a further process should be considered. A process should be implemented to provide users with these devices if they do not already have their own or do not wish to use their personal device for work under the BYOD scheme, such as COPE [16] (Corporately Owned, Personally Enabled) devices.
A security policy should be created and distributed which, as a minimum, covers the following areas in relation to BYOD:
Declaration:
A security declaration should be signed by all BYOD users which confirms that they have read and understood the security policy, as well as the employee making a declaration that they will be following the security guidance.
Remote wipe:
In order to ensure data security when a company device leaves the office, remote wipe should be enabled as detailed in section 6. The declaration above should also include a statement that this facility is in operation.
Patching and updates:
Where possible, automatic updates should be enabled for the OS, applications and anti-virus. Otherwise, users should be required to update their device on a frequent basis to ensure security updates are installed promptly. Compliance Rules should be set within MaaS360 [16] to ensure connections are only possible with devices on recent operating system versions.
Screen lock:
Employees should be required to utilise a password or pin protected lock screen on their device; this secret authentication information must be known solely by the user. If the employee believes this information has been shared or compromised, they should be instructed to change it immediately and notify their Service Desk.
Leaving the company, Loss or Theft:
Should an employee lose their device, they must notify the Service Desk immediately for a remote wipe of company information to be arranged. This process, and relevant contact information, should be regularly distributed to ensure employees hold a consistent level of process awareness should a loss or theft incident occur.
When an employee leaves the company, Service Desk must be notified immediately so that the device can be provided to the IT Department for company data to be removed, the responsibility for notification should lie with the employee’s line manager. Where a user leaves the company unexpectedly, or the device is not available to the IT department, a remote wipe should be initiated.
Elements of this policy which can be enforced via the MDM should be put into place, such as enforcing the use of remote wipe, screen locks or frequent updates. 
Allowing the use of personally owned devices may encourage some users to blend personal and business device use on company time. The level as to which this would be acceptable, and how it would be monitored will differ depending on business areas, for example the PR team may utilise the camera function to post images to Social Media, whereas an employee within the finance department is unlikely to need the camera for work purposes. For this reason, heads of group for each area should define acceptable usage to meet their business needs, and this should be shared amongst all managers in the area, with responsibility for compliance resting with each individual’s line manager.

8 Conclusion
In conclusion, the recommendation for a BYOT solution for Hyper-Fort includes utilisation of MaaS360, a cloud-based MDM solution which meets the requirements of the business, offers containerisation for protection of company information both inside and outside of the office environment, and supports a multitude of devices that may be required as part of the BYOT framework. 
The solution also includes a VPN for remote connections, an a multitude of policies which support the technical solution, with various responsibilities split between administrators, managers and employees.
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10 Further Reading
Full list of devices/operating systems supported by MaaaS360
https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/pag_source/concepts/devices_supported_sps_mdm.htm

Desktop	
Windows	OS X	Other	0.76239999999999997	0.1265	0.1111	


Mobile	[VALUE]

Android	iOS	Other	0.74919999999999998	0.222	2.8799999999999999E-2	

image1.png
DLE0D
Home Gateway

Remote User

Laptopd Main Offce.

H O Type here to search




image2.png
Checking MDM profie

device patch level and o  Massaso
authentication

Recaive correct MDM
profie for device

Guest Device

MDM Settings
and Profiles

Browsing the intemet

On-site
BYOT Device

VeN

Intemnet Accessing company

i Services and data

Confidential
Company Resources

Accessing Public
Services

Accessing network

Off-site
_ BYOT Device

Public Company Device
Company Resources





