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This is a report on four different types of forensic tools and the case scenario.
[bookmark: _Toc134135305]Introduction
Computer forensic tools are essential in today's digital age for the maintenance of good information governance and the investigation of cybercrimes, data breaches, and other computer-related incidents. 
The complexity of modern computers means that it is now impossible to manually track and monitor computer functions to recognise where there has been an error, breach or malicious attack. This now requires increasingly sophisticated tools which increasingly use Artificial Intelligence.  
These tools can help to gather digital evidence, analyse it, and provide the information required to prove the incursion for criminal investigations. 
There are numerous computer forensic tools available, ranging from commercial to open-source software which can be analysed according to their features such as open-source or commercial, types, platforms, hardware, and software.
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[bookmark: _Toc134135307]Pros and cons of FTK® Forensic Toolkit
FTK® Forensic Toolkit is a digital forensics software used by investigators and analysts to extract and analyze digital evidence from various sources. Here are some pros and cons of using FTK:
Pros:
1. User-friendly interface: FTK has a user-friendly interface that allows even non-technical users to navigate and use the tool effectively.
2. Fast processing: FTK is designed to process data quickly, and it can analyse large volumes of data in a short amount of time.
3. Advanced searching capabilities: FTK has advanced searching capabilities that enable investigators to quickly and easily find the evidence they need.
4. Comprehensive analysis: FTK supports a wide range of file formats and can analyse data from multiple sources, including hard drives, smartphones, and cloud storage.
5. Customizable reporting: FTK allows users to generate customized reports that can be used in court proceedings or shared with other stakeholders.
Cons:
1. Expensive: FTK is a commercial tool, and it can be costly for individuals or small organizations to purchase.
2. Limited OS support: FTK is primarily designed for use on Windows operating systems, which can be a disadvantage for investigators working with other operating systems.
3. Limited automation: Although FTK has some automation features, it still requires significant manual intervention, which can be time-consuming.
4. Large file size: FTK is a large software package, which can make it difficult to install and use on older or less powerful hardware.
5. Lack of open-source support: FTK is a proprietary software, which means that there is limited open-source support for troubleshooting or customizing the tool.
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X-Ways Forensics is a popular digital forensic software that is used to recover digital evidence from electronic devices. Here are some of the pros and cons of X-Ways Forensics:
Pros:
1. Powerful search and analysis capabilities: X-Ways Forensics has powerful search and analysis capabilities that allow investigators to quickly identify and recover relevant digital evidence.
2. Comprehensive file format support: X-Ways Forensics supports a wide range of file formats, including common file types such as Microsoft Office documents, PDFs, and images.
3. Customizable reporting: X-Ways Forensics provides customizable reporting that allows investigators to create detailed reports that are tailored to their specific needs.
4. User-friendly interface: X-Ways Forensics has a user-friendly interface that makes it easy for investigators to navigate and use the software.
Cons:
1. Expensive: X-Ways Forensics is relatively expensive compared to other digital forensic software, which can be a barrier for smaller organizations or individuals.
2. Steep learning curve: While X-Ways Forensics has a user-friendly interface, it has a steep learning curve, which can be challenging for new users.
3. Limited technical support: X-Ways Forensics has limited technical support options, which can be frustrating for users who need assistance with the software.
4. No built-in data carving: Unlike some other digital forensic software, X-Ways Forensics does not have built-in data carving capabilities, which can make it more difficult to recover deleted or damaged data. 
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EnCase Forensic is a powerful digital forensic tool that is widely used by law enforcement agencies, corporations, and government agencies for digital investigations. Like any software, EnCase Forensic has its pros and cons, which we will discuss below:
Pros of EnCase Forensic:
1. Comprehensive and thorough: EnCase Forensic is a comprehensive digital forensic tool that can analyse all types of digital devices, including hard drives, mobile devices, and cloud storage. It can also recover data that has been deleted or damaged.
2. Easy to use: EnCase Forensic is user-friendly and easy to use, with an intuitive interface that allows even novice investigators to navigate the software.
3. Reliable and trusted: EnCase Forensic is a well-established digital forensic tool that is widely used and trusted by law enforcement agencies and other organizations around the world.
4. Supports a wide range of file formats: EnCase Forensic supports a wide range of file formats, including emails, images, documents, and multimedia files, making it a versatile tool for digital investigations.
5. Strong encryption: EnCase Forensic can decrypt and analyze encrypted files and containers, including BitLocker, TrueCrypt, and PGP.
Cons of EnCase Forensic:
1. Expensive: EnCase Forensic is a premium tool that is relatively expensive compared to other digital forensic tools on the market.
2. Steep learning curve: Although EnCase Forensic is easy to use, it has a steep learning curve, and it may take some time to master all of its features and capabilities.
3. Resource-intensive: EnCase Forensic requires a powerful computer with high RAM and processing power to run effectively, which can be a challenge for some investigators.
4. Limited remote access capabilities: EnCase Forensic has limited capabilities for remote access, which may be a disadvantage for some investigators who need to analyze devices located in remote locations.
In conclusion, EnCase Forensic is a powerful and reliable digital forensic tool that offers comprehensive digital investigation capabilities. However, it is relatively expensive, resource-intensive, and has a steep learning curve, which may make it less accessible to some investigators.

[bookmark: _Toc134135310]Related work (Research aspect/literature review focus) 
Problem formulation if necessary (this will outline the problem that you will investigated and implemented). 
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There are many forensic tools out there.
	Tool
	Category
	Features
	Type
	Platform
	Hardware
	Software

	CAINE Linux: Pros:


	CAINE Linux: Pros:

	CAINE (Computer Aided Investigative Environment) is a free, open-source Linux distribution designed specifically for digital forensics.
It includes a variety of forensic tools, including those for imaging, data recovery, file analysis, and network analysis.
It is easy to use and has a user-friendly interface.
It is designed to be run from a live CD, so it does not require installation on a hard drive.
Cons:
As with any Linux distribution, there may be a learning curve for those unfamiliar with Linux.
Some users may prefer a more robust commercial toolset.

	Disc forensics,  imaging
	mac
	yes
	yes

	FTK® Forensic Toolkit: Pros:

	FTK® Forensic Toolkit: Pros:

	FTK is a popular commercial forensic tool that is widely used by law enforcement and corporate investigators.
It has a powerful search functionality that can quickly find relevant evidence.
It supports a wide range of file systems and can recover data from damaged or corrupted drives.
It has a user-friendly interface and is easy to use for those with some experience in digital forensics.
Cons:
FTK is a commercial tool, which means that it can be expensive for individuals or small businesses.
It can require a significant amount of system resources, which may slow down older or less powerful computers.
FTK is not open-source, which means that users cannot modify or customize the software to meet their specific needs.

	Disc forensics,  imaging
	mac
	yes
	yes

	X-Ways Forensics: Pros:

	X-Ways Forensics: Pros:

	X-Ways Forensics is a powerful forensic tool that supports a wide range of file systems and can recover data from damaged or corrupted drives.
It has a user-friendly interface that is easy to use for those with some experience in digital forensics.
It includes a variety of forensic tools, including those for imaging, data recovery, file analysis, and network analysis.
It offers advanced features, such as live RAM analysis and virtual file system support.
Cons:
X-Ways Forensics is a commercial tool, which means that it can be expensive for individuals or small businesses.
It may be less intuitive for those unfamiliar with digital forensics, as it offers advanced features that may not be necessary for all users.
Some users may prefer a more open-source toolset.

	Disc forensics,  imaging
	mac
	yes
	yes

	EnCase Forensic: Pros:

	EnCase Forensic: Pros:

	EnCase is a powerful and widely used commercial forensic tool that is designed for large-scale investigations.
It has a comprehensive set of forensic tools, including those for imaging, data recovery, file analysis, and network analysis.
It has a user-friendly interface and is easy to use for those with some experience in digital forensics.
It supports a wide range of file systems and can recover data from damaged or corrupted drives.
Cons:
EnCase is a commercial tool, which means that it can be expensive for individuals or small businesses.
It may be less intuitive for those unfamiliar with digital forensics, as it offers advanced features that may not be necessary for all users.
It can require a significant amount of system resources, which may slow down older or less powerful computers.

	Disc forensics,  imaging
	mac
	yes
	yes
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[bookmark: _Toc134135317]Case Study: Sabotage at CEC Mobile Manufacturing Company
Rob Jengelley was a talented designer working at CEC Mobile Manufacturing Company in Swansea, Wales. CEC was a leading company in the mobile phone industry, designing innovative interfaces and graphical user interfaces for popular vendors. Rob was particularly proud of his latest design, which he had created for the Samsung Galaxy S20 Plus phone. He believed that his design rivalled the interface of the Apple iPhone 12, and was eager to share it with others.
Rob had secretly been in contact with CEC's competitor, Samtech, and had struck a deal to sell them his design. A week later, Rob resigned from CEC, leaving the company with a major problem. The engineers at CEC discovered that many of the mobile phone designs on Rob's computer were missing, including the new Samsung Galaxy S20 Plus phone design. Millions of pounds had been spent on research and development for these designs, and they were critical to CEC's future success. Unfortunately, Rob had sabotaged the designs before leaving the company, leaving CEC in a difficult situation.
CEC's CEO, Ms Dee Rod, was deeply concerned about the situation. The company had planned to patent the designs, so that they could license the technology to mobile telephone manufacturers around the world. However, if the designs were leaked out, CEC stood to lose millions of pounds. Ms Dee Rod had read about success stories of computer forensics investigation around the world, and she knew that she needed to act quickly.
Ms Dee Rod hired Barry Lynch, a CHFI and CEH certified professional, to investigate and provide evidence of Rob's sabotage, and to retrieve the missing data. Barry was an experienced computer forensics investigator, and he had worked on many cases involving data theft and sabotage. He was confident that he could help CEC recover the missing data and identify the culprit behind the sabotage.
Barry began his investigation by creating a forensic image of Rob's computer. This image was an exact copy of the hard drive, and it would be used to preserve the original data and to perform forensic analysis. Barry used specialized tools to analyze the image and to recover deleted files. He also searched for evidence of the data being transferred to an external device or to an online storage location.
Barry found evidence that Rob had transferred the missing data to a USB drive, which he had taken with him when he left CEC. Barry also discovered that Rob had used a secure deletion tool to erase the data from his computer's hard drive, which made it difficult to recover the files. However, Barry was able to use advanced forensic techniques to recover the deleted files from the unallocated space on the hard drive.
Once Barry had recovered the missing data, he analyzed it to determine the extent of the sabotage. He found evidence that Rob had altered the designs in a way that would make them unusable for CEC's competitors, and he had also added a hidden watermark to the files that would identify CEC as the original creator. This meant that if the files were leaked out, CEC could prove that they were the rightful owners of the designs.
Barry provided Ms Dee Rod with a detailed forensics report that included all of the actions he had taken to recover the missing data and to identify the culprit behind the sabotage. The report also included the evidence he had found, including the altered designs and the hidden watermark. Ms Dee Rod was relieved to have the missing data back in her possession, and she was grateful for Barry's professional service.
In conclusion, Barry's computer forensics investigation was critical in helping CEC recover the missing data and to identify the individual responsible for the sabotage. His expertise in computer forensics allowed him to use specialized tools and advanced techniques to recover the data.
[bookmark: _Toc134135318]Overview
CEC Mobile Manufacturing Company is a market leader in mobile phone interface and GUI design for popular vendors. The company has invested millions of pounds in research and development to design mobile phone interfaces that rival Apple's iPhone 12 designs. Rob Jengelley was a designer at CEC who was involved in the design of the latest Samsung Galaxy S20 Plus phone. He had secretly planned to offer the design to CEC's competitors and contacted Samtech, a CEC competitor, to sell them the design. A week later, Rob tendered his resignation and left CEC.
CEC's engineers discovered that many of the mobile phone designs on Rob's computer were missing. Rob had sabotaged the designs before he left the company. CEC planned to patent the designs and license the technology to mobile telephone manufacturers around the world. The company stood to lose millions of pounds if the designs were leaked out. CEC's CEO, Ms Dee Rod, hired Barry Lynch, a CHFI and CEH certified professional, to investigate and provide evidence of Rob's sabotage and retrieve the data.
[bookmark: _Toc134135319]Problems 
Because they were not aware that they needed security online, they haven’t considered all of the vulnerabilities and risks associated in service security.
[bookmark: _Toc134135320]Solutions
The first requirement is to do a check of all systems and see what the problems there are, and then you can go about hiring new people to do the tasks. The jobs are to fix those problems.
[bookmark: _Toc134135321]Recommendations 
Hire a cyber security team, so that the company's intellectual property is secure.
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The forensics methodology used to investigate and restore the deleted design files on Rob's computer involved the following steps:
1. Identification: The first step was to identify the scope of the investigation and collected information about the system and the evidence computer and storage media used by Rob to store the design files. The team identified the relevant data sources, including the hard drive, emails, internet history, and cloud services, and the tools used for the investigation. The computer was identified as a Dell Inspiron laptop running Windows 10 operating system.
2. Preservation: The second step was to preserve the original data and ensure that it was not altered in any way. The laptop was seized and transported to a secure facility where it was isolated from any network or internet connection. The laptop was then imaged using a write-blocker device to create a forensically sound copy of the hard drive. The forensics team ensured the integrity of the evidence by creating a forensic image of the hard drive, which is an exact copy of the original data. This step was crucial to prevent any tampering with the original data and ensure that the evidence was admissible in court.
3. Analysis: The third step was to analyse the image of the hard drive to identify any evidence of sabotage. A range of computer forensics tools and techniques were used to conduct a comprehensive analysis of the image. The investigation revealed that Rob had deleted the design files from his computer before he left the company. The team used various tools, such as the AccessData FTK tool, to search for deleted files and metadata that could provide clues about the sabotage. The team also analysed the internet history and email communication to identify any contacts with CEC’s competitors.
4. Recovery: The fourth step was to recover the deleted design files. Computer forensics tools and techniques were used to recover the deleted files from the hard drive image. The files were then examined to ensure that they were not corrupted or altered in any way. Reconstruction: The forensics team reconstructed the deleted design files from the fragmented data using specialized software. The team used various file recovery tools, such as the EaseUS Data Recovery Wizard, to reconstruct the design files.
5. Documentation: The final step was to document the investigation and the findings. A professional forensics report was prepared based on the actions taken to restore the data. 
6. Reporting: The forensics team prepared a report that documented the findings of the investigation, including the evidence of sabotage and the reconstructed design files. The report also included a detailed analysis of the evidence and the tools used for the investigation.
[bookmark: _Toc134135323]Professional Forensics Report
A professional forensics report was prepared based on the actions taken to restore the data. The report was generated using the AccessData FTK tool and included the following sections:
1. Executive Summary: This section provided an overview of the investigation and outlined the key findings and conclusions of the report.
2. Introduction: This section provided an overview of the investigation, including the reason for the investigation, the scope of the investigation, and the methodology used to conduct the investigation. 
3. Case Information: This section provided background information on the case, including the date of the investigation, the client, and the case number.
4. Background: This section provided background information on the case, including a description of the incident, the evidence collected, and the methodology used to investigate the case.
5. Evidence Collection: This section provided a detailed description of the evidence collected during the investigation, including the computer system, external storage devices, and any other devices that may be relevant to the case.
6. Evidence Analysis: This section provided a detailed analysis of the evidence, including the identification of deleted design files and evidence of sabotage. The analysis also included information on the internet history and email communication. This section provided a detailed analysis of the design files, including the file type, size, and metadata. The analysis also included information on the reconstruction of the files using specialized software.
7. Findings: This section detailed the findings of the investigation, including the identification of the computer and storage media used by Rob, the preservation of the original data, the analysis of the hard drive image, and the recovery of the deleted design files. The section also included evidence of Rob's sabotage, including the deletion of the design files from his computer before he left the company.
8. Conclusion: This section summarized the findings of the investigation and provided This section summarized the findings of the investigation and provided recommendations for further action and an opinion on the likelihood of success in any legal action that CEC may take against Rob. The conclusion also included information on the admissibility of the evidence in court.
9. Recommendations: This section provided recommendations to CEC on how to prevent similar incidents from occurring in the future. The recommendations included the implementation of a data backup and recovery system, the use of access controls to limit employee access to sensitive data, and the monitoring of employee activities on company computers.
[bookmark: _Toc134135324]Sample Evidence Files
1. Evidence collection: This involves collecting and documenting all available evidence from the scene, including the computer system, external storage devices, and any other devices that may be relevant to the case.
2. Analysis: The collected evidence is analysed to identify any potential leads and digital artifacts that may be relevant to the investigation. This may include analysing metadata, file attributes, and other information that can be obtained from the evidence.
3. Recovery: Once potential leads have been identified, efforts are made to recover any deleted or missing files or data that may be relevant to the case. This may involve using specialized tools and techniques to recover data from various storage devices. 
4. Preservation: All recovered data and evidence is preserved in a secure manner to prevent any alteration or tampering that may compromise the integrity of the data.
5. Reporting: Finally, a detailed report is prepared outlining the findings of the investigation, including any evidence that was recovered and the methodology used to collect and analyse the data.
6. Conclusion: This section provided a summary of the key findings and conclusions of the investigation, including any evidence that was recovered and the methodology used to collect and analyse the data.
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The professional service taken to restore the files and the written professional forensics report was invoiced to CEC. The invoice contained the following details:
Billing Information: This section provided the billing information, including the name and address of the client, the date of the invoice, and
[bookmark: _Toc134135326]Professional Forensics Report
The professional forensics report generated by the AccessData FTK tool provided detailed information on the investigation and the findings. The report contained the following sections:
This is a commercial computer forensic tool developed by Guidance Software. It is widely used by law enforcement agencies and private investigators due to its robust features and ease of use. EnCase Forensic supports a wide range of operating systems, including Windows, macOS, Linux, and Unix. It also provides support for various file systems, including NTFS, HFS+, and EXT, among others. EnCase Forensic offers a comprehensive set of features, including evidence collection, analysis, and reporting. It also offers advanced features such as encryption detection, deleted file recovery, and keyword searching.
[bookmark: _Toc134135327]Categorisation:
Type: Commercial Open-source
Platform: Windows, macOS, Linux, Unix
Hardware: Compatible with various hardware systems
Software: Supports various file systems, including NTFS, HFS+, and EXT
Autopsy: Autopsy is an open-source computer forensic tool used for digital forensics investigations. It is developed by Basis Technology and is widely used by law enforcement agencies, military organizations, and private investigators. Autopsy supports a wide range of file systems, including FAT, NTFS, HFS+, and EXT, among others. It also provides support for various operating systems, including Windows, macOS, and Linux. Autopsy offers a comprehensive set of features, including keyword searching, hash matching, file carving, and email analysis, among others. It also provides a web-based interface for remote access. \
The Sleuth Kit: The Sleuth Kit is another open-source computer forensic tool widely used by law enforcement agencies and private investigators. It provides support for various file systems, including FAT, NTFS, HFS+, and EXT, among others. The Sleuth Kit is also available on various operating systems, including Windows, macOS, and Linux. It offers a comprehensive set of features, including file system analysis, keyword searching, and file carving. The Sleuth Kit is known for its low-level analysis capabilities, making it an excellent tool for analyzing disk images and other low-level data.
[bookmark: _Toc134135328]Conclusion:
In conclusion, computer forensic tools play a crucial role in the investigation of cybercrimes and other digital-related incidents. The three computer forensic tools analyzed in this report, EnCase Forensic, Autopsy, and The Sleuth Kit, offer unique features and capabilities. EnCase Forensic is a commercial tool that provides a comprehensive set of features, while Autopsy and The Sleuth Kit are open-source tools that provide support for various operating systems and file systems. The categorization of these tools based on different features such as type, platform, hardware, and software can help forensic autopsy. 
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