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[bookmark: _Toc530566972]Introduction
For this assignment a critical evaluation of Samsung Electronics supply chain vulnerability will be researched. This research will consist of who Samsung Electronics are, identification of Samsung global supply chain management system, and supply chain vulnerability literature that identifies key factors that affect the supply chain integrity, such as the internal and external risks. Research will then be carried out into published literature to identify how a supply chain can become more resilient and what supply chain resilience is. These studies will have different methodology approaches to supply chain resilience, therefore the studies will be compared to establish which methodology can be implemented into Samsung Electronics supply chain to make the supply chain more resilient by mitigating and managing risks. 
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[bookmark: _Toc530566974]Samsung Mobile
Samsung Electronics is a global information technology leader which consists of three divisions which include IT & mobile communications, customer electronics and device solutions. Each of these divisions has its own factory and assembly plant which it is accountable for. There is no outsourcing of assembly through these plants (Christiansen, 2014). Samsung are well known for their electronic components such as mobile phones, televisions, earphones, PC monitors, DVD players and printers. Samsung electronics started as a TV producer and was founded in 1969 as a division of Samsung Group.  (Lee, 2006). 
[bookmark: _Toc530566975]Samsung Global Supply Chain Management
 
[image: ]Figure 1: Samsung Global Supply Chain
The definition of a supply chain is a set of three or more companies directly linked by one or more of the upstream and downstream flows of merchandise, services, finances and information from a source to a customer (Mentzer, 2001). Development, procurement and manufacturing to logistics, sales and services are all monitored by Samsung through the companies supply chain management system. This allows for better detection in market conditions, gauge any unusual events and minimise the supply chain risks (Samsung Electronics sustainability report, 2017). 
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[image: ]Figure 2: Samsung Mobile Faulty Batteries
In September of 2016 Samsung Electronics recalled 2.5 million units of Samsung Galaxy mobile phones due to faulty batteries. A published article by (Staff, 2016) on Samsung’s Galaxy Note 7 Supply Chain on Fire, identified the quality issue that was in the supply chain which resulted in the mobile phone catching fire. As a result of this quality issue, Samsung Electronics suffered a 1.5 trillion (US$1.34 billion) loss on account of the recalls. Samsung Electronics blamed this issue on one for the battery suppliers (though the vendor has not been officially confirmed by Samsung), (Sourceror, 2017). Samsung Electronics removed this supplier from their production process to resolve the problem. However, after replacing the device it was reported that these replacements were also catching fire. This is clear evidence that there is an issue in the supply chain of Samsung Electronics thus, effecting the vulnerability of the global supply chain.
This quality issue resulted in Samsung Electronics halting the production of the faulty smartphones. This then brought to light some critical supply chain issues that are in Samsung Electronics. An article published by (Angus Loten, 2017), discusses the quality issues when it comes to upgrading products. The article goes on to mention the quality issues that comes with the upgrading of a product by suggesting that, although improvements and innovations are cautiously being made, modern technology and management software may not always be able to adequately handle increasingly complex nature of supplier’s networks. In this article, Forrester Research Principle Analyst, Frank Gillet stated that ‘A design flaw should have been caught during the review and testing, and this is much harder to do at a global scale with multiple suppliers and factories for the same part’. This is the issue that is found in the supply chain of Samsung Electronics and clearly identifies a risk which must be resolved. 
[bookmark: _Toc530566977]Findings
An article published by (Roos, 2016) on Samsung’s Other Battery Supply Chain Problem, found issues in Samsung Electronics supply chain strategy. Samsung received most of its lithium batteries from one supplier, rather than assigning orders between multiple vendors Samsung was also found not having a recall management strategy in place. This produced a limitation on the company’s options in the event of a forced recall of a product. One of the biggest mistake Samsung Electronics made was waiting until a product had already been distributed before assessing its risk management strategy. (Angus Loten, 2017). This risk that was once imbedded in the supply chain of Samsung Electronics had now progressed into a catastrophe for the company by costing millions to fix the problem. 
[bookmark: _Toc530566978]Violation of Hiring Migrant Workers.
An article by (Staff, 2013) found a second issue in Samsung’s Supply Chain. The article found that Samsung carried out an onsite investigation into working condition and employees hired by this company in Malaysia. The report published detailed violation rights with workers contracted by labour companies for Samsung as well as mistreatment. There were reports that workers were being deceived about pay levels and that they were being forced to pay a large agency fee in order to secure the job positions in the company and they also had their passports illegally confiscated that. The violations also described how working conditions had restricted toilet breaks and long periods standing without rest. Based on the final outcome of the investigation it said, ‘We identified one of our labour supply companies to be in violation of the hiring process of migrant workers, and as consequence, we terminated our contract with this company. The remaining labour supply companies are under investigation.’ To prevent this problem from occurring again Samsung Electronics constructed a new policy called ‘Samsung Migrant Work Guidelines’ The purpose of this policy states the, ‘The intent of the guidelines is to eradicate any existing or potential of forced or coercive labour, slave labour or human trafficking of migrant workers either at Samsung or among any of our suppliers.’. This again, has identified a risk within the production side of Samsung’s global supply chain which resulted in a labour company of Samsung Electronics being sacked and a policy constructed to prevent this mistreatment occurring again. (Staff, 2013).  
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 (Koberg and Longoni, 2018) study into a systematic review of sustainable supply chain management in global supply chains raises the issues involving supply chain related sustainability incidents by suggesting that companies with a global presence struggle to improve social, environmental and economic outcomes in a global supply chain. However, a study conducted by (Wagner, Kemmerling and Bode, 2013) suggests that due to the increasing development of globalisation, factors such as, development in modern information, customer demand and communications technology, companies are now reorganise the operation of the supply chain internally to increase product and service quality, cut costs and remain agile.
A framework for designing robust food supply chains conducted by (Vlajic, van der Vorst and Haijema, 2012) argues the need for companies to excel in the logistics performance in order to stay competitive. Markets require high quality products, full responsiveness, high stability and lower costs. This study goes on to suggest that there are many reported events that have led to the disturbance in supply chains process such as fires in warehouses, natural disasters, delivery postponements caused by accidents, product recalls due to lack of satisfaction and quality and safety requirements. Based on the literature review through this study, it was recognised that there are two basic group vulnerability sources, internal and external. The external sources of supply chain vulnerability are market, financial, infrastructure, legal, environment and social. The internal sources that affect the supply chain are organisation structure, information system, managed systems and managing system. 
[bookmark: _Toc530566980]External/Internal Risks
External risks come from interactions with its environment and are external to the supply chain. These include extreme weather, accidents, pressure groups, legislation, wars, natural disasters, and crime. Internal risks rise from operations within an organisation. These risks include accidents, equipment reliability, failures of information and technology systems, quality issues and human errors (Waters, 2007). Samsung Electronics is a global supply chain and therefor subject to these external and internal risks. 



[bookmark: _Toc530566981]Advantages and Disadvantages of Global Supply Chain.
Companies working in a global supply chain can gain advantages such as increased revenues, reduced costs, and improved reliability because they use international manufacturing sources. (Meixell & Gargeya, 2005). (Christopher et al., 2006) suggests that companies can gain in cost savings by switching their manufacturing from the developed world to developing economies in other countries. Due to regulatory controls and significant lower wages companies can save costs. The advantages and disadvantages in a global supply chain can be seen below by (Abdellaue, 2011).
[image: ]Figure 4: Advantage/Disadvantage of a Global Supply Chai
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In a stable environment a supply chain can work more effective but is subject to more disruption vulnerability such as, manmade and natural disasters, economic cycles and consumer demand (Tang, 2006). Company’s long term financial performance can also be effected by supply chain disruptions. (Hendricks and Singhal 2005) suggest that, companies are subject to between 33-40% lower stock returns related to benchmarks of their business due to disruptions in a global supply chains. The company must reflect on the risks to all other entities and the relations between the organisations and their operations to assess the vulnerability that the company is exposed to (Jüttner 2005). Samsung Electronics global supply chain as discussed are subject to internal and external risks such as, 
[bookmark: _Toc530566983]Organisational Risk (Internal)
Potential risks within the boundary of the supply chain and range from labour to IT systems and production entities is known as an organisational risk (Jüttner, Peck & Christopher, 2003).
[bookmark: _Toc530566984]Network Related Risks (External)
Interactions between firms within the supply chain produce network related risks (Jüttner, Peck & Christopher, 2003). Any interaction between the organisations within the supply chain and has caused damage can be attributed to the network related risk sources. A supplier going out of business or fraud at another company are important factors which could also disrupt the supply chain of a company (Kleindorfer & Saad, 2005). 
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Any uncertainties ascending from interaction with the supply chain environment are known as environmental risk sources (Jüttner, Peck & Christopher, 2003). Environmental risks can come from nature and occur in political instability and terrorism. Environmental risks also include business volume risk and market risks (Enyinda, Ogbuehi & Briggs, 2008).
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[bookmark: _Toc530566987]Resilient Supply Chain
A better, more resilient supply chain can be constructed when a company identifies and priorities the risks in which they are exposed to. Each company has a specific strategy that must be taken to build a more resilient supply chain, each company is different depending on the identified risks. The construction of a resilient supply chain is carried out using different methodologies. Many companies use business continuity planners, insurance professionals and security professionals to manage their risk management systems and the continuity of business (Sheffi & Rice Jr., 2005). From research there are two ways the Samsung Electronics supply chain can become more resilient. A Warning capability strategy developed by (Tang 2006) is described as the coordination and connections of resources in the supply chain future or past disruptions and to spread information regarding the disputations  to the suppliers in the supply chain. Recovery capability is a second supply chain strategy that was produced by (Tang 2006) for companies who want to return to normal and planned levels of product flow within the supply chain. 
A plan developed by (Kleindorfer and Saad 2005) prevents risks from occurring and shows how to recover from a risk in the supply chain by using key principles. These principles were created by using a combination of the capability strategy and recovery strategy developed by (Tang 2006). These ten principles created by (Kleindorfer and Saad 2005) can be implemented into Samsung’s supply chain. The key principles are as follows: 
· Companies have to use divergence theory 1.
· A good working internal supply chain must be created. 
· Extreme leanness and efficiency increases with Vulnerability.
· A company must have a good back up system and contingency procedure.
· Modularity of product designs, process, agility and flexibility for a lean supply chain design.
· The supply chain robustness is determined by the weakest link in the supply chain.
· Avoidance is better than fixing a process.
· The best practise among supply chains is collaborative sharing of information.
· Total quality principles such as six sigma should be implemented. 
· Linking risk assessment and quantifications with risk management options is important for evaluating and undertaking appropriate measures.
Resilience commonly means the ability to recover from some shock, insult or disturbance. Supply chain resilience may be defined as ‘the ability of the supply chain to handle a disruption without significant impact on the ability to serve the supply chains mission’ (GOLINSKA, 2016). 
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[bookmark: _Toc530566989]Quantitative Modelling Approach in Supply Chain Resilience
[bookmark: bb0325](Pires Ribeiro and Barbosa-Povoa, 2018) study states that, by focusing on the development and analysis of quantitative methods to support decisions, supply chain resilience will be improved. This literature identified that due to environmental concerns, increase of society and objectives drawn by economic activities, the supply chain scope has been changing. This model requires supplies chains to move from direct flows to closed loop, and also includes forward and reverse flows and activities. (Salema et al., 2010)To carry out this methodology to improve supply chain resilience (Barbosa-Póvoa et al, 2018) approach was carried out and proved to be very effective. This methodology consisted of six key steps involving research questions consisting of previous literature review analysis, descriptive analysis, material collection, category selection and material evaluation. The conclusion of this study was that by developing quantitative models that represents real scenarios, including supply chain with reverse flows the resilience in the supply chain will improve. 
[bookmark: _Toc530566990]A Systematic Review on Research Development of Supply Chain Resilience
(Hohenstein et al., 2015).  Study provided a structured review on the supply chains ability to be prepared for unexpected risk events, supply chain resilience, responding and recovering quickly to potential interruptions. The methodology conducted through this study improved resilience in a supply chain and this was achieved through a sand cone model which was adopted to develop an inclusive supply chain resilience framework.  
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[bookmark: bbib87][bookmark: bbib99](Kamalahmadi and Parast, 2016) discussed the need to incorporate supply chain risk management into the design of the supply chain to become more resilient. In the study (Ponomarov and Holcomb 2009) and (Scholten et al.2014) emphasised that restructuring of supply chains and the need to integrate, build in resilience. This study highlighted the significance of the following factors for constructing supply chains, supply chain understanding, design principles of supply chain resilience based on strategy assessment, supply based strategy (risk awareness of suppliers). This study constructed a structure for the principles of supply chain resilience. This framework was created based on the lack of literature review. It delivers a suitable conceptualisation of supply chain resilience and integrates major components of a resilient supply chain as seen in figure 5.    
[image: ]Figure 5 Supply Chain Resilience Framework
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After carrying out research into various methods of making Samsung Electronics supply chain more resilient, it is clear that by implementing (Kamalahmadi and Parast, 2016) supply chain resilience framework, (Pires Ribeiro and Barbosa-Povoa, 2018) study of supply chain resilience quantitative modelling approach and, (Kleindorfer and Saad 2005) ten principle approach, would improve and make the supply chain more resilient at Samsung Electronics.
[bookmark: _Toc530566993]Development of Framework on the Phases of Supply Chain Resilience
(Kamalahmadi and Parast, 2016) method was successful though their study and generated a solution to improve resilience in a supply chain through the implementation of a newly created framework. This framework was created by firstly researching past literature to establish what context is currently available for the construction of a resilient supply chain. Past literature review shown that some methods had been used in the past but were very unreliable. The following factors affected the supply chain resilient framework:
[image: ]Figure 6: Three Stage Supply Chain Resilience
· Anticipation: Operation mangers and supply chains should forecast the potential occurrence of disturbances and prepare their supply chains for any unexpected and expected changes to the environment.  
· Resistance: As soon as an unexpected or foreseen disruption is identified in a supply chain, the ability of the chain to neutralise and resist the risk before it expands would play a vital role in ensuring the stability and integrity of the operations.
· Recovery and Response: If the disorders have the ability to unsettle the supply chain, effective and instant responses based on the resource availability is needed to minimise the negative effects of disturbances on the supply chain. 

[image: ]Figure 7: Supply Chain Resilience Principles
These supply chain resilience principles detect the relationship among key variables in the model. The literature review supported the presence of the variables and their relationships. Through the study, is was addressed that supply chains are designed to achieve two objectives of customer fulfilment and cost optimisation. Given the risks in the supply chain, it was clear that a supply chain risk management system must be incorporated into the supply chain and the supply chain needs to be restructured to integrate resiliency into the design (Ponomarov, 2009).
Figure 8: Supply Chain Resilience Framework
[image: ]This frame work is the final resilience principles could be potentially implemented into the supply chain. The arrows signify the interactions among key variables in the model based on the review of literature. The dotted arrows signify the relations which were reported in several studies in this literature review. 
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(Pires Ribeiro and Barbosa-Povoa, 2018) study should also be implemented into Samsung Electronics supply chain. The approach of this study would make a supply chain more resilient by focusing on the analysis and improvement of quantitative methods to support choices. The methodology from this literature recommended that a quantitative method approach should be applied consisting of key company questions including, previous literature review analysis, research questions, material collection, descriptive analysis, category selection and material evaluation.
From the work developed in the literature review, the implementation of resilience methods can be one effective and significant strategy for companies to create a competitive benefit. The study goes on to propose that the relationship between resilience concerns and risk events should be managed correctly. This would affect not just Samsung Electronics supply chain, but it could also be used as a general methodology into any supply chain. 
The implementation of quantitative models to support choices when constructing and functioning a resilient supply chain was shown to be very effective. A set of tasks based on the six key questions in the quantitative model generates challenges that can be developed and implemented in to the supply chain to become more resilient. The improvement of decision-making tools in this study provided better accurate data for decision to be made in the supply chain, which can only be achieved by developing a broader quantitative model that represents real scenarios, including supply chains with reverse flows and direct flows are a factor.  







[bookmark: _Toc530566995]Ten Principle Approach
(Kleindorfer and Saad 2005) identified ten principles to reduce risk in the future and recover from failure in case of disruptions in the supply chain. They are as follows:
· Companies have to use divergence theory 1.
· A good working internal supply chain must be created. 
· Extreme leanness and efficiency increases with Vulnerability.
· A company must have a good back up system and contingency procedure.
· Modularity of product designs, process, agility and flexibility for a lean supply chain design.
· The supply chain robustness is determined by the weakest link in the supply chain.
· Avoidance is better than fixing a process.
· The best practise among supply chains is collaborative sharing of information.
· Total quality principles such as six sigma should be implemented. 
· Linking risk assessment and quantifications with risk management options is important for evaluating and undertaking appropriate measures.
These steps identified above if implemented will reduce in the supply chain. As discussed previously, Samsung Electronics was subject to issues in the supply chain such as the quality of batteries which were catching fire and illegal work force through its production system. It was found that the supply chain through Samsung has issues with the recall management and the workforce policy. Even though these risks have now been managed by implementing a better management software and Samsung’s migrant work guidelines policy. It could still be managed better by carrying out these tem steps shown above to make the supply chain more resilient. 
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In its rush to beat rival products to market, notably Apple's new iPhone, which launches tomorrow, Samsung Electronics has
accelerated new phone launch cycles, but its haste is raising concerns that it fell short on quality testing.
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4.4. Supply chain resilience principles framework

While the literature on principles of supply chain resilience is substantial, there
is a lack of an overarching framework for supply chain resilience. Therefore, we
present a framework for the principles of supply chain resilience in Fig. 6, based
on the existing body of knowledge in the literature. Our framework provides an
appropriate conceptualization of supply chain resilience and incorporates major
components of a resilient supply chain as discussed in the literature. We argue
that our framework incorporates the suggestions and findings of all previous
studies into a cohesive, unified, and comprehensive model. Thus, we believe
this model could be used by researchers in future studies to examine supply
chain resilience in a more systematic way.
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the available resources are needed to minimize the negative impacts of
disruptions on the chain. Well-prepared responses should not only have
the ability to reposition the firm to its pre-disruption status, but also to
transcend the disturbance and restore the firm's positions to a higher
level that can lead to competitive advantages. We need to mention that
as we talk about the pace of responses, we enter the realm of one of the
most important aspects of resiliency: agility. More information about
agility can be found in the next sections.

Download full-size image

Fig. 4. Three phases of supply chain resilience.

In the next sections, we discuss how operationalization of these dimensions of
supply chain resilience can be implemented to enhance the competitiveness of
the supply chain

4.3. Supply chain resilience principles

Many researchers have tried to define principles of supply chain resilience
Although sometimes these elements have been used interchangeably by
different authors, we try to distinguish them and identify ultimate supply chain
resilience principles. For this purpose, we review principles of supply chain
resilience introduced by Christopher and Peck (2004), a source frequently cited
that serves as a basis for understanding supply chain resilience (Briano et al.,
2010, Christopher et al., 2011, Mandal, 2012).

Christopher and Peck (2004) defined four principles for supply chain resilience:

(1) supply chain reengineering, (2) collaboration, (3) agility, and (4) SCRM

culture. Later, Christopher et al. (2011) adapted the model of Christopher and

Peck (2004) for resilient supply chains to develop strategies for mitigating global Feedback ()
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and Peck (2004) as four pillars for supply chain resilience. Finally, Scholten et

al. (2014) considered the four principles along with knowledge management as

five capabilities for developing SC resilience

The supply chain resilience principles introduced by Christopher and Peck
(2004) are shown in Fig. 5. The arrows represent the relationships among the
key variables in the model. In the following sections, we wil review the literature
to support the inclusion of the variables and their relationships, and how the
model evolved over time.

Priciples

Cataboraion .l‘.ﬂQD
Gy

Download full-size image

Helila

Fig. 5. Supply chain resilience principles (Christopher and Peck, 2004)

4.3.1. Supply chain reengineering

Supply chains are mainly designed to achieve the two objectives of cost
optimization and customer satisfaction. Given the risks inherent in supply
chains, the need to incorporate SCRM into the design of supply chains has
become more significant (Wilding, 2013). Therefore, traditional supply chains
need to be redesigned to integrate resiliency into their design. Poi
Holcomb (2009) and Scholten et al. (2014) emphasized reengined
chains and the need to incorporate build in resilience. Christopher]
(2004) underlined the importance of the following factors for reeng
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