Q11: Which of the following are NOT types of security controls?

A. Common controls
B. Hybrid controls
C. System-specific controls
D. Storage controls

Answer: D
Explanation: Storage controls are not a type of security control. Security controls are safeguards or countermeasures that an organization can employ to avoid, counteract or minimize security risks. System-specific controls are security controls that provide security capability for only one specific information system. Common controls are security controls that provide security capability for multiple information systems. Hybrid controls have characteristics of both system-specific and common controls.


Q12: Which of the following is NOT a type of learning activity used in Security Awareness?
A. Awareness
B. Training
C. Education
D. Tutorial

Answer: D
Explanation: The three learning activities that organizations use in training for security awareness are Education, Training and Awareness (see ISC2 Study Guide, chapter 5, module 4). A tutorial is a form of training, but is not on the list of types of learning activities.


[bookmark: _Hlk191037701]Q13: The magnitude of the harm expected as a result of the consequences of an unauthorized disclosure, modification, destruction, or loss of information, is known as the:

A. Vulnerability
B. Threat
C. Impact
D. Likelihood

Answer: C
Explanation: The sentence matches the definition of the concept of impact (see NIST SP 800-60 Vol. 1 Rev. 1 under Impact). Furthermore, the ISC2 Study Guide, chapter 1, defines likelihood as the probability that a potential vulnerability may be exploited. A threat is defined as a circumstance or event that can adversely impact organizational operations. A vulnerability is a weakness that a threat can exploit.


Q14: The implementation of Security Controls is a form of:

A. Risk reduction
B. Risk acceptance
C. Risk avoidance
D. Risk transference

Answer: A
Explanation: The implementation of Security Controls involves taking actions to mitigate risk, and thus is a form of risk reduction. Risk acceptance will take no action, risk avoidance will modify operations in order to avoid risk entirely, and risk transference will transfer the risk to another party.


Q15: Which of the following attacks take advantage of poor input validation in websites?

A. Trojans
B. Cross-Site Scripting
C. Phishing
D. Rootkits

Answer: B
Explanation: Cross-Site Scripting (XSS) is a type of attack where malicious executable scripts are injected into the code of an otherwise benign website (or web application). Websites are vulnerable to XSS when they display data originating from requests or forms without validating it (and further sanitizing it, so that it is not executable). Trojans and phishing are attacks where software applications and messages try to appear legitimate but have hidden malicious functions, not necessarily relying on poor input validations. Finally, input validation does not even apply to a rootkit attack.


Q16: Which of the following is an example of an administrative security control?

A. Access Control Lists
B. Acceptable Use Policies
C. Badge Readers
D. No entry signs

Answer: B
Explanation: Policies are a type of administrative security controls. An access control list is a type of technical security control. A badge reader and a 'No entry' sign are types of physical security controls.

Q17: In Change Management, which component addresses the procedures needed to undo changes?

A. Request for Approval
B. Request for Change
C. Rollback
D. Disaster and Recover

Answer: C
Explanation: In Change Management, the Request For Change (RFC) is the first stage of the request: it formalizes the change from the stakeholders' point of view. The next phase is the Approval phase, where each stakeholder reviews the change, identifies and allocates the corresponding resources, and eventually either approves or rejects the change (appropriately documenting the approval or rejection). Finally, the Rollback phase addresses the actions to take when the monitoring change suggests a failure or inadequate performance.


Q 18: Which of the following properties is NOT guaranteed by Digital Signatures?

A. Authentication
B. Confidentiality
C. Non-Repudiation
D. Integrity

Answer: B
Explanation: The correct answer is B. A digital signature is the result of a cryptographic transformation of data which is useful for providing: data origin authentication, data integrity, and non-repudiation of the signer (see NIST SP 800-12 Rev. 1 under Digital Signature). However, digital signatures cannot guarantee confidentiality (i.e. the property of data or information not being made available or disclosed).


Q 19: Which devices have the PRIMARY objective of collecting and analyzing security events?

A. Hubs
B. Firewalls
C. Routers
D. SIEM

Answer: D
Explanation: A Security Information and Event Management (SIEM) system is an application that gathers security data from information system components and presents actionable information through a unified interface. Routers and Hubs aim to receive and forward traffic. Firewalls filter incoming traffic. Neither of these last three options aims at collecting and analyzing security events.


Q 20: What is an effective way of hardening a system?

A. Patch the system
B. Have an IDS in place
C. Run a vulnerability scan
D. Create a DMZ for web application services

Answer: A
Explanation: According to NIST SP 800-152, hardening is defined as the process of eliminating the means of an attack by simultaneously patching vulnerabilities and turning off nonessential services. The ISC2 Study Guide, chapter 5, module 2, under Configuration Management Overview, reads "One of the best ways to achieve a hardened system is to have updates, patches, and service packs installed automatically". Vulnerability scans and IDS do not eliminate the means of an attack. The DMZ does not eliminate vulnerabilities in a system.

Q 21: Which type of key can be used to both encrypt and decrypt the same message?

A. A  public  key
B. A  private  key
C. An asymmetric key
D. A symmetric key

Answer: D
Explanation: Symmetric-key algorithms are a class of cryptographic algorithms that use a single key for both encrypting and decrypting of data. Asymmetric cryptography uses pairs of related keys: the public and the corresponding private keys. A message encrypted with the public key can only be decrypted by its corresponding private key, and vice versa. The term 'asymmetric key' is not applicable here.


Q 22: Which regulations address data protection and privacy in Europe?

A. SOX
B. HIPAA
C. FISMA
D. GDPR

Answer: D
Explanation: The General Data Protection Regulation (GDPR) is the official EU regulation for data protection and privacy. The remaining three options only apply to the United States. The Federal Information Security Management Act (FISMA) contains guidelines and security standards that protect government information and operations in the United States. The Sarbanes–Oxley (SOx) Act of 2002 is a United States federal law that mandates and regulates financial record-keeping and reporting practices for corporations. The Health Insurance Portability and Accountability Act (HIPAA) is a United States federal law that establishes national standards to protect sensitive patient health information from being disclosed without the patient's knowledge and permission.


Q 23: Which of the following types of devices inspect packet header information to either allow or deny network traffic?

A. Hubs
B. Firewalls
C. Routers
D. Switches

Answer: B
Explanation: Standard firewalls examine IP packet headers and flags in order to block or allow traffic from predefined rules. More recently, firewalls with Intrusion Detection Capability (IDS) also analyze each individual packet, looking for specific patterns known to be malicious, and then blocking traffic whenever such patterns are found. Routers, Switches, and Hubs have limited packet filtering capabilities, or none at all. A Router is a device that acts as a gateway between two or more networks by relaying and directing data packets between them. Hubs broadcast (i.e. copy) packets between ports so that all segments of a LAN can see all packets. A Switch is "smarter" than a Hub and can forward packets between network segments instead of copying them.

Q 24: A web server that accepts requests from external clients should be placed in which network?

A. Intranet
B. DMZ
C. Internal Network
D. VPN

Answer: B
Explanation: In Cybersecurity, a DMZ (demilitarized zone) is a physical or logical subnetwork that contains and exposes external-facing services (such as web services). An Internal Network is an organization-controlled network that is isolated from external access. An Intranet is itself an internal network that supports similar protocols and services to the Internet, but only for the organization's internal use. A Virtual Private Network (VPN) creates a secure tunnel between endpoints (whether between networks, or between networks and devices), allowing traffic to travel through a public network and creating the illusion that endpoints are connected through a dedicated private connection.

Q 25: Sensitivity is a measure of the …:

A. … protection and timeliness assigned to information by its owner, or the purpose of representing its need for urgency.
B. … urgency and protection assigned to information by its owner.
C. … importance assigned to information by its owner, or the purpose of representing its need for protection.
D. … pertinence assigned to information by its owner, or the purpose of representing its need for urgency.

Answer: C
Explanation: Sensitivity is also defined as the measure of the importance assigned to information by its owner, or the purpose of representing its need for protection.



Q 26: Which of these types of user is LESS likely to have a privileged account?

A. System Administrator
B. Security Analyst
C. Help Desk
D. External Worker

Answer: D
Explanation: Typically, external workers should not have access to privileged accounts, due to the possibility of misuse. The Help Desk (or IT Support Staff) may have to view or manipulate endpoints, servers and applications platforms using privileged or restricted operations. Security analysts may require fast access to the IT infrastructure, systems, endpoints and data environment. By definition, systems administrators require privileged accounts, since they are responsible for operating systems, deploying applications, and managing performance.


Q 27: Which of the following is NOT an element of System Security Configuration Management?

A. Inventory
B. Baselines
C. Updates
D. Audit logs

Answer: D 
Explanation: System Security Configuration Management elements are inventories, baselines, updates and patches. Audit logs can be generated after 'Verification and Audit'. However, 'Verification and Audit' is a configuration management procedure, and not a configuration management element (see ISC2 Study Guide, chapter 5, module 2, under Chapter Resource).

Q 28: Which of the following is an example of 2FA?

A. Badges
B. Passwords
C. Keys
D. One-Time passwords (OTA)

Answer: D
Explanation: One-time passwords are typically generated by a device (i.e. "something you have") and are required in addition to the actual main password (i.e. "something you know"). Badges, keys and passwords with no other overlapping authentication controls are considered single-factor (and thus are not 2FA).

Q 29: The predetermined set of instructions or procedures to sustain business operations after a disaster is commonly known as:

A. Business Impact Analysis
B. Disaster Recovery Plan
C. Business Impact Plan
D. Business Continuity Plan

Answer: D
Explanation: A Business Continuity Plan (BCP) is a pre-determined set of instructions describing how an organization's mission/business processes will be sustained during and after a significant disruption (see Chapter 2 ISC2 Study Guide, module 4, under Terms and Definitions). A Business Impact Analysis (BIA) is a technique for analyzing how disruptions can affect an organization. A Disaster Recovery Plan is a written plan for recovering information systems in response to a major failure or disaster. The term 'Business Impact Plan' does not exist.


Q 30: Which are the three packets used on the TCP connection handshake? 

A. Offer → Request → ACK
B. SYN → SYN/ACK → ACK
C. SYN → ACK → FIN
D. Discover → Offer → Request

Answer: B
Explanation: TCP uses a three-way handshake to establish a reliable connection by exchanging three packets with the SYN, SYN/ACK and ACK flags. Although SYN, ACK and FIN are valid TCP packet flags, the sequence SYN → ACK → FIN is not the TCP handshake. Both the sequences Discover → Offer → Request and Offer → Request → ACK are used in DHCP (but are still incomplete, since DHCP is a four-way handshake).


Q 31: What is the consequence of a Denial of Service attack?

A. Exhaustion of device resources
B. Malware Infection
C. Increase in the availability of resources
D. Remote control of a device

Answer: A
Explanation: A denial of service attack (DoS) consists in a malicious overload of requests which will eventually lead to the exhaustion of resources, rendering the service unavailable, as well as causing the activation of safety mechanisms that delay or limit the availability of that system or service. This type of attack seeks to compromise service availability, but not to control a device nor to install malware.


Q 32: Which of these tools is commonly used to crack passwords? 

A. Burp Suite
B. Nslookup
C. John the Ripper
D. Wireshark

Answer: C
Explanation: John the Ripper is a famous Open Source password security auditing and password recovery tool. Burp Suite is a well- known set of tools for vulnerability scanning, penetration testing, and web app security (not for cracking passwords). The remaining options are both network analysis tools. Wireshark is the most used network protocol analyzer in the world. Nslookup is a network administration command-line tool for querying the Domain Name System to obtain the mapping between the domain name, IP address, or other DNS records.

Q 33: In order to find out whether personal tablet devices are allowed in the office, which of the following policies would be helpful to read?

A. BYOD
B. Privacy Policy
C. Change Management Policy
D. AUP

Answer: A
Explanation: The Bring Your Own Device (BYOD) policy establishes rules for using personal devices for work-related activities. The Acceptable Use Policy (AUP) defines the permissions and limitations that users must agree to while accessing the network and using computer systems or any other organizational resources. The Privacy Policy (PP) outlines the data security mechanisms that protect customer data. In the context of Cybersecurity, a Change Management Policy (CMP) establishes the use of standardized methods to enable IT and process change while minimizing the disruption of services, reducing back-out, and ensuring clear communication with all of the stakeholders in the organization.


Q 34: An exploitable weakness or flaw in a system or component is a:

A. Threat
B. Bug
C. Vulnerability
D. Risk

Answer: C
Explanation: A Vulnerability is a weakness in an information system, system security procedures, internal controls or implementation that could be exploited by a Threat source (NIST SP 800-30 Rev 1). The Threat is the circumstance or event that can adversely impact operations. A Risk is a possible event that can negatively impact the organization. A Bug is a flaw causing an application to produce an unintended or unexpected result that may be exploitable.


Q 35: Risk Management is:
A. The assessment of the potential impact of a threat.
B. The creation of an incident response team.
C. The impact and likelihood of a threat.
D. The identification, evaluation and prioritization of risks.

Answer: D
Explanation: Risk Management is the process of identifying, assessing and mitigating risks (ISC2 Study Guide, chapter 1, module 2). "Impact and likelihood of a threat" is a definition of risk. "Creating an incident response team" and "assessing the potential impact of a threat" can be considered Risk Management actions but are not in themselves Risk Management.
	



