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[bookmark: _Toc535062894]Executive Summary
Digital identities and brands within e-commerce play a crucial role in a business' success when regarding societies progression to the digital age. The company ‘Sony' tend to utilise Online Social Media (OSM) and microblogging in order to promote said business. However, Sony’s use of OSMs has not been portrayed as a linear success journey, as many security ramifications have become apparent throughout its time when using digital technology. Within the paper, evidence sourced from academic literature was studied to uphold relevant and credible examples of Sony’s experience with various cyber-criminal activities. With the provision of security protocol, this paper intends to suggest various software and policy, in which Sony may use to aid in lessening cyber-attacks. 

Another marginal percentage of the paper will consist of methodology and rationale regarding the OSE known as Twitch. Twitch and Amazon’s need for customer digital identities has been conveyed within the paper through the use of academic articles and journals to portray credibility regarding the efficient use of advertisement. However, Big Data's integrity may pique the interest of cyber-criminals, as Big Data upholds many individual's credit card and personal information, in which the value of this may be exploited. 





[bookmark: _Toc535062895]Introduction
[bookmark: _GoBack]Within the report, information regarding various methodologies and rationale when concerning self-promotion will be analysed. This is achieved through the speculation of Sony’s digital identity within social media. Sony’s digital identity brand will be analysed. Rationale behind this may concern the platform's high audience count and relationship between business and customer. 
This report will provide evidence of potential security ramifications that may cause detriment to not only Sony’s digital identity’s integrity but consequentially, the business' integrity as a whole. A section of the report will suggest various protocols that a business may utilise to prevent such security breaches. This information will be obtained through evidence of previous security ramifications within similar corporate companies. 
Within this report, the leading online social entertainment domain ‘Twitch’ will be evaluated. Analysis regarding as to why Twitch requires such digital identities will be achieved throughout the paper. Evidence towards previous security ramifications regarding Twitch's users and customers will be provided to increase this paper's credibility. Information regarding the potential security-related risks within an online social entertainment brand will be provided, along with preemptive protocol that may be used.

[bookmark: _Toc535062896] Rationale Behind Business Brands
Corporations may use digital identity brands to self-promote themselves (Tuten & Solomon, 2018). Since the introduction of web 2.0, OSM has revolutionalised the way in which companies interact with their customers. This method has profound influence towards a company’s marketing methodologies. This is due to an increased audience in which a brand can utilise, thus increasing marketing efficiency (Vaccaro & Cohn, 2004). An increased network within an OSM account may influence success when concerning communication towards an audience, increasing the reputation of such OSMs. This is particularly beneficial when advertising one’s products and services, or affiliate accounts (Dunn, 2018). For example, Sony may self-advertise its own affiliate OSM account named ‘PlayStation 4’, with the potential to later advertise the next product in line for production. This not only increases the affiliate account’s audience but also increases the brand’s authenticity and decreases the chance of ‘social commerce fraud’ towards official OSM brands (Lai, et al., 2017).
 However, this may not always be accurate when regarding many businesses, as the characteristics of anonymity within e-commerce and digital identities may lead to the generation of incorrect information regarding fraud, when fraudsters may pose as a legitimate brand. Thus, causing damage to the legitimate brand’s reputation and sentiment (Cho, et al., 2009).

[bookmark: _Toc535062897]Digital Marketing and Promotion Methods of Sony
[bookmark: _Toc535062898]Microblogging and Communications
Sony resolutely utilises social media, as platforms provide the brand with the accessibility to publish information to their customers through ‘micro-blogging'. This is an effective strategy of communication, as microblogging engages customers comprehensibly, in real-time, to increase the relationship between the company/seller and the audience (Stocker, et al., 2012). Sony specifically uses this method of communication to interact with its followers, while advertising their products. These products can range from films, sponsors, video game consoles and consumer electronics (Jansen, et al., 2009).
Sony’s success regarding such methods of microblogging would concern the amount of feedback and promotion towards their publication’s reach. As retweets and likes determine how popular a publication is portrayed (Kwak, et al., 2010).
 However, research suggests, with the limitation of word count within microblogging, many individuals and businesses publish with idiomatic text. This may hinder Twitter’s integrated translation feature, consequentially limiting the comprehensiveness of communication between both parties (Carter, et al., 2012). Various methods to counter this limitation would concern, the utilization of hyperlinks/URLs within posts.
 This enables the publisher to publish more content through the use of third-party websites. However, this method of textual integrity may deter many OSM users from clicking the hyperlink, as hyperlinks are typically associated with viruses. Publications of this nature may not necessarily be posted via executive bodies within a business. Although, hackers may hijack such OSM accounts, to later produce publications that contain such malware-infected URLs, thus causing potential damage towards the reputation and credibility of said OSM brand (Burnap et al., 2015). A real-life example of hacking towards Sony’s OSM would regard Figure 1.1, portraying the multiple occasions in which Sony’s OSM accounts have been supposedly hacked by South Korea (Graham, 2016).

[bookmark: _Toc535062899]Figure 1.1 (OSM Hack)
[image: One of the hoax tweets]
(Sourced from: Twitter)




[bookmark: _Toc535062900]Twitch
Within this section of the report, the OSE platform ‘Twitch’ will be assessed, regarding the value of customer digital identities, brands and the data that is created by each customer. Unlike many OSEs such as the leading platform known as YouTube, Twitch enables a user to create real-time and live content for consumers to view (Clement & Raes, 2015).

[bookmark: _Toc535062901]Customer Identities and Values
[bookmark: _Toc535062902]Data Analytics
The collection of data concerning digital consumption is highly beneficial to e-commerce, as it enables information for a business to forecast events that may have been unforeseeable through the use of traditional methods (Erevelles, et al., 2016). 
Within Twitch, it is assumed, extrinsic motivations such as social status and monetary gain are assumed to entice many individuals to create an account, as many successful content creators receive monetary gain through the means of subscription-based donations (Clement & Raes, 2015). Although, motivations towards this may vary as many brands may decide to function as a consumer, rather than create User Generated Content (UGC). This is typically influenced by a brand’s individual goals and purpose. (Daugherty, et al., 2008) (Katz, 1960). However, to receive or send money within the platform, your personal, bank and payment details must be linked within each account. Purchase information is then stored within the platform’s archives (Ma, et al., 2009). 

[bookmark: _Toc535062903]Advertisement and Data
Advertisements perform an impactful role within the value of digital identities within Twitch. Insight gained by collecting data enables advertisers to further measure and improve efficiency within digital advertisement. This creates an overall greater comprehension of their customers (Story, et al., 2011). 
Due to Amazon’s recent purchase of the platform that is Twitch, it is safe to assume that the data harvested regarding; a products popularity exposed within the platform and search bar results within Twitch, is utilised to increase Amazon’s revenues and increase Amazon’s information regarding its consumer’s activities (Erevelles, et al., 2016). Data harvested further proliferates Twitch’s and Amazon’s marketing strategies to be later used for actionable insights such as; product innovation purposes, along with the contribution towards the company’s adaptive capability (Ma, et al.. 2009).

Brand Product Placement
Advertisement strategies such as, ‘Product Placement' bolster a business's desire for brands within the platform through audience exposure and awareness of a product (Stephen & Coote, 2005). As content creators advertise sponsored products within their live-streams (Chalmet, 2018). The methodology enables one to influence a user's behaviour through the practice of suggestion. Said influence provides a digital identity with information regarding a product, thus influencing one’s decision to purchase said product (Lohse, et al., 2000). Rational concerning the topic, can be assumed to influence the sales of affiliate company, Amazon. 
However, while using product placement, many downfalls may arise for the sponsor, one of many would concern ‘Negative Character association’. This could be detrimental to a brand, potentially due to a product’s negative nature, consequentially resulting in a brand or business’ tarnished reputation (Williams, et al., 2011). Evidence of Twitch streamers practising product placement is conveyed in ‘Figure 2.1' where popular streamer ‘MelonieMac’ promotes Axent Wear Headphones. 

[bookmark: _Toc535062904]Figure 2.1
[image: ]
(Sourced from: Twitch, 2017)

[bookmark: _Toc535062906]Digital Identities and Customer Rights
However, since the implementation of the Data Protection Act 2018 (DPA 2018), A digital identity’s data is now handled and conveyed with an increased standard of fairness and credibility. Since the implementation of DPA in 2018, two of many rights in which a digital identity is entitled to regard; the right to have data erased and to stop or restrict the processing of data. This policy enables one to submit personal information with fewer implications concerning; the portability, credibility and access of said data. Stronger legal policy regarding sensitive information such as; race, sexuality and religious beliefs have been implemented to ensure trust between the domain and digital identity (Iversen, et al., 2006) (GOV.UK, 2019).

Twitch and Potential Security Ramifications
Due to the nature of a platforms concerns regarding full data governance, personal data is stored within the admin archives of a platform’s server. This is assumed to be where Twitch’s consumer data is held to support all phases of progressive actions. Whereas, bank and payment details, obtained through a digital identity’s donations and subscriptions are reserved to serve the purpose of advertising related analysis and actions (Clement & Raes, 2015) (Ghani & Sidek, 2009).
The storing of sensitive data may lead to serious implications when concerning cyber criminal activity. An example of the exploitation of various security ramifications in regard to a domain’s data, would point towards ‘Ransomware’, this malicious script is commonly linked within email attachments, this replicates itself to spread through server to server with the additional use of ‘Wormware’ (Winder, 2017).  The primary infector steals said data from the company and suggests that the company exchanges cryptocurrency for the return of said data. If not said infector may commence the process of ‘Doxing’. Doxing breaches the terms and nature of the DPA illegally by publishing/leaking private and sensitive information such as credit card, etc. (Douglas, 2016). This may concern Twitch as, like many platforms, Twitch also harvests data for progressive purposes (Sloane, 2019).
An example of said event occurring would regard the 2011 Ransomware attack on Sony. This occurrence consisted of the PlayStation Network’s security becoming breached, that enabled the cyber criminal’s access of 77 million customer’s credit card details before becoming leaked. Therefore, breaking the relationship’s trust between the consumer and Sony. This not only put great risk to the consumer but created a financial impact on Sony as a business. Costing Sony $170 million in customer reimbursements such as; Identity theft programs and free electrical gaming products, as net loss was expected to cost Sony ¥260 billion following U.S GAAP (Williams, 2011) (Quinn & Arthur, 2011). 

[bookmark: _Toc535062907]	Preventative Security Methods 
[bookmark: _Toc535062908]Anti-Virus software 
Security ramifications such as; Ransomware and OSM account hacking are potential threats when maintaining a Sony’s OSM account and Twitch’s OSE files. Firewall and anti-virus software may contribute to a greater fortification of data security. Specialists subjectively suggest, ‘BitFinder’ is an efficient anti-virus software for businesses (Eddy, M. 2015). 
However, said products can be portrayed as costly to corporations when purchases are made concerning the quantity of staff members it upholds. For example,  Bitdefender offers a corporation standard software for 1000 users, totalling £3,270 (BitDefender, 2019).
However, it is assumed 1000 users would not suffice when concerning a complete fortification regarding Sony’s computers. The total financial impact of purchases would regard (117,300 employees x £3,270 cost) x probability ≈ 0.9 = £345,213 cost of impact, if preventative methods are concerned by the company (Burns, 2018) (Statista 2019). 
In comparison to the publicly affordable price of hacking-tool software available on the ‘Dark Web’, this not only increases risk probability, but also creates a sense of urgency regarding the purchase of such anti-virus software. However, as antivirus software updates, it creates an increase in protection against recently adapted malicious scripts (Martens, et al., 2018) (GBHackers, 2019).

[bookmark: _Toc535062909]Employee Training
Employee training would be perceived as beneficial to any online business, especially Sony and Twitch. Email protocol and policy set in place through the implementation of training online staff would decrease risk probability regarding ‘Phishing’ and ‘Ransomware’. However, limitations concerning this method of preventive protocol would regard the output of cost in which could impact a business financially (Toorani, 2008) (Ross, R, 2007).

[bookmark: _Toc535062910]Two-Factor Authentication 
Although employee training is proven to be an effective method of increasing security, two-factor authentication would additionally coincide within the security protocol process, as it allows the primary account holder to recognise foreign users or cybercriminals that attempt to log into an account via phishing or hacking (Jarecki, et al., 2018).
However, this method does not necessarily deter cyber-criminal activity concerning script software, such as ‘Ransomware’ or ‘Phishing’, if the primary process employee training is not applied (Catuogno & Galdi, 2014).
Although, with the recent implementation of ‘Biometric Authentication’, where one must physically provide DNA evidence regarding one’s identity, cybercriminals would find greater difficulty when breaching one’s business’s security (Bidgoli, 2012).

[bookmark: _Toc535062912]Conclusion
Due to evidence within the paper regarding Sony’s promotional strategies within social media. Promotional methods towards affiliate brands coincide within Sony’s corporate umbrella, to further increase the customer-to-seller relationship. Although, this method of promotion is proven to be efficient, it is also apparent that these methods uphold many potential security risks.

Twitch, along with Amazon is known in this paper to strive for digital identities within their platform. This is due to the nature of promotion towards the business through OSE and content creating brands. Although, both businesses may strive towards digital identities within the platform, this may also concern marketing practices using data, to further increase the distribution of product. This is typically bolstered through various advertisement methodologies. 
However, the use and containment of ‘Big Data’ may require a raise for concern towards the Twitch’s security protocol. This can be related through evidence within the paper, regarding past events of cyber-attacks that convey security ramifications towards a similar gaming company, Sony, due to the example of impact following the event's occurrence.

Preventative methods concerning the security ramifications of all three business’ acquire raise for concern when regarding bypassing customer rights via; Phishing, Ransomware, Hacking of data and Social engineering. The nature of these activities has been proven to impact a business by not only damaging one financially, but also reputationally. Thus, creating distrust regarding the sentiment of a brand. 
Although, said security ramifications can be perceived as detrimental towards a brand, there are many preventative methods in which a business may peruse such as; a greater firewall and anti-virus software, employee training and protocol, along with two-factor authentication.
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