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1. [bookmark: _Toc237524031]Introduction

This report covers the design and implementation of database solutions created for the Database and Application Development assignment. Part A focuses on MedAssist Clinic, a private healthcare facility that needs a relational database to manage information about patients, doctors, departments, appointments, treatments, and patient feedback.
The database was designed to keep the clinic’s information organised and make sure the different areas of data are correctly connected. It includes relational tables with primary and foreign keys, constraints, sample data, stored procedures, transactions, triggers, functions, and indexes. An Entity Relationship Diagram (ERD) was also created to show the structure of the database and the relationships between the different tables.
Part B focuses on developing a database-driven PHP website. This includes displaying dynamic content from the database, carrying out CRUD operations, providing search functionality, and applying appropriate security measures.
Overall, both parts of the assignment demonstrate how relational databases can be designed, implemented, and used within a practical database-driven application.

2. [bookmark: _Toc237524032]Part A – Database Design & Implementation
2.1 [bookmark: _Toc237524033]Database Design
2.1.1 [bookmark: _Toc237524034]Entities and Attributes

The MedAssist Clinic database was designed using seven entities. Six of these represent the main operational areas of the clinic, while the AuditLog entity supports the auditing functionality of the system.
Patient – stores information about registered patients. Its attributes are PatientID, FirstName, LastName, DateOfBirth, Gender, PhoneNumber, Email and Address.
Doctor – stores information about doctors working at the clinic. Its attributes are DoctorID, FirstName, LastName, Speciality, PhoneNumber, Email and DepartmentID.
Department – represents the different departments within the clinic. Its attributes are DepartmentID and DepartmentName.
Appointment – records appointments between patients and doctors. Its attributes are AppointmentID, PatientID, DoctorID, AppointmentDate, AppointmentTime, ReasonForVisit and Status.
Treatment – stores the medical outcome associated with an appointment. Its attributes are TreatmentID, AppointmentID, Diagnosis, Prescription, Notes and TreatmentDate.
Feedback – stores feedback relating to appointments. Its attributes are FeedbackID, AppointmentID, Rating, Comments and FeedbackDate.
AuditLog – records changes made to data for auditing purposes. Its attributes are AuditID, TableName, ActionType, RecordID and ActionDate.
The entities were selected to represent the main processes required by MedAssist Clinic while separating different types of information into appropriate relational tables.

2.1.2 [bookmark: _Toc237524035]Relationships and ERD

The Entity Relationship Diagram (ERD) illustrates the structure of the MedAssist Clinic database and the relationships between its entities. Primary and foreign keys are used to establish these relationships and maintain referential integrity.
The main relationships are:
· Department to Doctor: One department can contain multiple doctors, while each doctor is assigned to one department.
· Patient to Appointment: One patient can have multiple appointments, while each appointment belongs to one patient.
· Doctor to Appointment: One doctor can attend multiple appointments, while each appointment is assigned to one doctor.
· Appointment to Treatment: One appointment can be associated with treatment records, with AppointmentID used as the foreign key in the Treatment table.
· Appointment to Feedback: Feedback is associated with an appointment through AppointmentID.
The AuditLog table is separate from these relationships because it is used to record auditing information rather than representing a direct business relationship with another entity.
[image: ]
Figure 1 Entity Relationship Diagram for the MedAssist Clinic database




2.1.3 [bookmark: _Toc237524036]Normalisation

The MedAssist Clinic database was designed to follow Third Normal Form (3NF). Normalization was used to organise the data properly, reduce duplication, and make sure information is stored in the correct tables.
First Normal Form (1NF) was achieved by making sure that each field contains a single value and that there are no repeating groups. For example, patient details such as FirstName, LastName, DateOfBirth, and Email are stored separately in the Patient table.
Second Normal Form (2NF) was achieved by using primary keys and making sure the other attributes in each table relate to that key. For example, the information stored in the Appointment table is directly related to its AppointmentID.
Third Normal Form (3NF) was achieved by keeping information about different entities in separate tables. For example, department details are stored in the Department table instead of being repeated for every doctor. The Doctor table uses DepartmentID as a foreign key to connect the two tables. The same approach is used for appointments, where PatientID and DoctorID are used instead of repeating all the patient and doctor information.
This structure keeps the database more organised and reduces unnecessary duplication. It also makes the data easier to update and maintain. For example, if a department name changes, it only needs to be updated once in the Department table rather than for every doctor working in that department.

2.2 [bookmark: _Toc237524037]Database Interpretation
2.2.1 [bookmark: _Toc237524038]Table Creation and Constraints

Foreign keys were used to connect the different tables and make sure the relationships between them were maintained correctly. For example, DepartmentID in the Doctor table links each doctor to the relevant department. In the Appointment table, PatientID and DoctorID are used to connect an appointment to the correct patient and doctor. AppointmentID is also used as a foreign key in the Treatment and Feedback tables.
Other constraints were added to help keep the data accurate. NOT NULL was used for information that must be provided, while UNIQUE was used for fields such as email addresses where duplicate values should not be allowed. A CHECK constraint was also added to the Feedback table so that a rating can only have a value between 1 and 5.
The constraints were tested during the implementation to make sure they worked correctly. For example, I tried to create an appointment using a PatientID that did not exist, and the database rejected it because of the foreign key constraint. I also tested inserting a patient without a FirstName, which was rejected because that field was set as NOT NULL. These tests showed that the constraints were working and prevented invalid data from being added to the database.

[image: ]
Figure 2: Creation of database tables
[image: ]
Figure 3: Foreign key constraint preventing an appointment from being created with an invalid PatientID

2.2.2 [bookmark: _Toc237524039]Sample Data Insertion

After creating the database structure, sample data was added to the tables to test that everything was working correctly and to show how the database could be used by MedAssist Clinic. At least five records were added to the main tables, including Patient, Doctor, Department, Appointment, Treatment, and Feedback.
The sample data was created to represent the type of information that a real clinic would store. Patient records included details such as names, dates of birth, and contact information, while doctor records included their speciality and department. The appointment records used the PatientID and DoctorID values to connect each appointment to the correct patient and doctor.
After inserting the data, SELECT queries were used to retrieve the records and check that everything had been stored correctly. This also helped confirm that the relationships between the different tables were working as intended.
[image: ]
Figure 4: Sample patient records stored in the MedAssist Clinic database

2.2.3 [bookmark: _Toc237524040]Procedures, Triggers and Functions

Stored procedures were implemented to perform common database operations and reduce the need to repeatedly write the same SQL statements. The AddPatient procedure accepts patient information as parameters and inserts a new record into the Patient table. The GetPatientByID procedure retrieves a specific patient using their PatientID, while the DeletePatient procedure can be used to remove an existing patient record.
A further procedure, BookAppointmentWithTreatment, was developed to create an appointment and its associated treatment together. This procedure uses transaction management so that the related operations are treated as a single unit. This helps prevent incomplete data from being stored if part of the operation fails.
Figure 5 demonstrates the GetPatientByID procedure being called with PatientID 1. The procedure successfully returned the corresponding patient record from the Patient table.
[image: ]
Figure 5: Execution of the GetPatientByID stored procedure and retrieval of a patient record

Auditing functionality was implemented using the AfterPatientUpdate trigger. The trigger executes automatically when a record in the Patient table is updated and inserts a record into the AuditLog table. The audit record stores the table name, action type, affected record ID and the date and time of the change.
The GetCurrentUserName() user-defined function was also created as part of the database implementation. The function returns the current MySQL user and demonstrates how a user-defined function can be used to return information that may be useful for auditing database activity.
Figure 6 demonstrates the AfterPatientUpdate trigger in operation. After the phone number of PatientID 1 was updated, a new record was automatically created in the AuditLog table showing the Patient table, UPDATE action, affected RecordID and ActionDate.
[image: ]
Figure 6: Audit trigger recording an update to the Patient table

Overall, the use of stored procedures, a trigger and a user-defined function provides reusable database operations while also demonstrating automated auditing functionality within the system.

2.2.4 [bookmark: _Toc237524041]Transaction Management

Transaction management was used in the BookAppointmentWithTreatment stored procedure. This procedure was created to add an appointment and its related treatment together, instead of inserting them separately.
The procedure starts a transaction before the appointment is added. Once the appointment has been created, the new AppointmentID is used to add the related treatment. If both operations are completed successfully, the transaction is committed and the changes are saved to the database.
Error handling was also included in the procedure. If something goes wrong during either operation, a ROLLBACK is performed. This means that the changes are cancelled instead of leaving an appointment or treatment without the correct related record.
The transaction was tested using valid data and successfully created both records. Another test was carried out using an invalid DoctorID of 999. This resulted in a foreign key constraint error, showing that the database prevented an appointment from being created using a doctor that did not exist.
[image: ]
Figure 7: Transaction rollback following an invalid DoctorID

2.2.5 [bookmark: _Toc237524042]Indexing

Indexes were implemented on selected fields that are likely to be frequently used when searching or retrieving information from the database. The purpose of indexing is to improve query performance by allowing MySQL to locate relevant records more efficiently, particularly as the amount of stored data increases.
An index named idx_appointment_date was created on AppointmentDate in the Appointment table. This can improve searches for appointments occurring on a particular date. An additional index, idx_appointment_doctor, was created on DoctorID to support the retrieval of appointments assigned to a particular doctor.
The idx_patient_lastname index was created on LastName in the Patient table. Patient surnames are likely to be frequently used when searching for patient records, making this an appropriate field to index.
The indexes were verified using SHOW INDEX queries after their creation. Figure 8 shows the indexes on the Appointment table, confirming that idx_appointment_date and idx_appointment_doctor were successfully created.
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Figure 8: Verification of indexes created on the Appointment table

2.3 [bookmark: _Toc237524043]Justification and Literature Support

The database was designed using established relational database principles to support data consistency, integrity and efficient retrieval. Normalisation was applied up to Third Normal Form (3NF) to reduce unnecessary duplication and avoid update, insertion and deletion anomalies. Separating information into entities such as Patient, Doctor, Appointment, Treatment and Department allows each table to represent a specific subject while relationships are maintained through keys [1].
Primary and foreign keys were used to maintain relationships between the tables. Primary keys uniquely identify individual records, while foreign keys enforce referential integrity by ensuring that related records reference valid entries in other tables. [1] Additional constraints, including NOT NULL, UNIQUE and CHECK, were used where appropriate to restrict invalid data and improve the reliability of the database.
Stored procedures were used to encapsulate frequently required database operations. This provides reusable SQL operations and allows database logic to be managed within the database system [2]. The AfterPatientUpdate trigger was implemented to automate the creation of audit records whenever patient information is updated, demonstrating how triggers can automatically perform an action in response to changes in database data. [2]
Transaction management was particularly important for the BookAppointmentWithTreatment procedure because an appointment and its treatment represent related operations. Transactions follow the ACID principles, which help ensure that database operations remain reliable and consistent [1]. Using COMMIT when the complete operation succeeds and ROLLBACK when an error occurs prevents incomplete related data from being permanently stored.
Indexes were added to fields expected to be used regularly in searches, including AppointmentDate, DoctorID and Patient LastName. Database indexes can improve retrieval performance by reducing the amount of data that must be searched when locating particular records.[2] However, indexes also require additional storage and can introduce overhead when records are inserted or updated, so they were applied selectively rather than to every field.
Overall, these design choices were intended to produce a database that maintains reliable relationships between healthcare records while supporting efficient retrieval and safe modification of data.




3. [bookmark: _Toc237524044]Part B – PHP Website Development
3.1 [bookmark: _Toc237524045]Overview of Website Topic

The website developed for Part B is called MovieLand. It is a simple database-driven website designed to manage and display information about a collection of movies. The website was developed using PHP and is connected to a MySQL database.
Users can view the movies stored in the database, including their title, release year, genre and director. The website also provides functionality to add, edit and delete movie records. A search facility allows the movie collection to be filtered by title.
The purpose of the website is to demonstrate the use of PHP with a relational database to display dynamic content and perform basic database operations through a web interface.
3.2 [bookmark: _Toc237524046]Database Design for Website
3.2.1 [bookmark: _Toc237524047]Tables and Relationships

The MovieLand database is made up of three tables: genres, directors, and movies.
The genres table stores the different movie genres and uses GenreID as its primary key. The directors table stores information about the directors and uses DirectorID as its primary key.
The movies table contains the main information about each movie, such as its title and release year. It also includes GenreID and DirectorID as foreign keys, which connect each movie to the correct genre and director.
This creates two one-to-many relationships within the database. A single genre can be associated with multiple movies, and the same director can also be associated with multiple movies. Keeping genres and directors in separate tables also reduces duplicated information because their details only need to be stored once rather than being repeated for every movie. [2]
[image: ]
Figure 9: MovieLand database tables created in phpMyAdmin

3.2.2 [bookmark: _Toc237524048]Sample Data

Sample data was inserted into the MovieLand database to test the website and its functionality. Five genres and five directors were added, together with 15 movie records.
The movie records contain a range of titles, release years, genres and directors. Examples include Inception, Interstellar, Titanic, Jurassic Park and Pulp Fiction. The GenreID and DirectorID values in the movies table link each movie to the appropriate records in the genres and directors tables.
The sample data provides sufficient records to test the display, search and CRUD functionality of the website.

[image: ]
Figure 10: Sample movie records stored in the MovieLand database

3.3 [bookmark: _Toc237524049]PHP Implementation
3.3.1 [bookmark: _Toc237524050]Dynamic Content Display

The MovieLand website uses PHP to retrieve movie information from the MySQL database and display it dynamically on the main page. The database connection is established through a separate db.php file.
A SQL query retrieves information from the movies table and joins it with the genres and directors tables. This allows the website to display the genre and director names rather than only their ID values.
PHP processes the query results and displays each movie in an HTML table containing the title, release year, genre and director. As the information is retrieved directly from the database, changes made to the movie records are automatically reflected when the page is refreshed.
[image: ]
Figure 11: Movie records dynamically retrieved from the database and displayed on the MovieLand website
3.3.2 [bookmark: _Toc237524051]CRUD Operations
CRUD functionality was implemented to allow movie records to be created, read, updated and deleted through the MovieLand website.
The Create function is provided through the Add Movie page. The user can enter a movie title and release year and select an existing genre and director. When the form is submitted, PHP inserts the new record into the movies table using a prepared statement.
[image: ]
Figure 12: Adding a new movie record using the MovieLand website
The Read functionality is provided by the main MovieLand page, where the existing records are retrieved from the database and displayed in a table. This allows users to view the current movie collection.
The Update function is accessed through the Edit option beside each movie. The existing values are loaded into a form where they can be changed. Submitting the form updates the corresponding database record.
[image: ]
Figure 13: Successful update of an existing movie record

The Delete function allows a movie record to be removed from the database. A confirmation message is displayed before deletion to reduce the possibility of accidentally removing a record.
[image: ]
Together, these functions provide the basic administrative functionality required to manage the records stored in the MovieLand database.

3.3.3 [bookmark: _Toc237524052]Search/Filter Functionality

A search facility was implemented on the main MovieLand page to allow users to filter the movie collection by title. The user enters a search term into the search box and PHP retrieves movie records containing that term.
The search uses the SQL LIKE operator, allowing partial titles to be entered. For example, searching for "Dark" returns The Dark Knight. The results are then displayed using the same table format as the main movie list.
[image: ]
Figure 14: MovieLand search function displaying filtered movie results

A prepared statement is used when processing the search value. This separates the user's input from the SQL query and also contributes to the website's protection against SQL injection.


3.3.4 [bookmark: _Toc237524053]Security Measures

Basic security measures were implemented within MovieLand to protect the database and handle user input safely. Prepared statements are used for database operations that contain user-supplied values. Instead of inserting the values directly into SQL statements, placeholders are used and the values are bound separately before the query is executed.
Basic input validation is also provided through the HTML forms. Required fields prevent important values such as the movie title from being submitted empty, while the release year uses a numeric input field. Genre and director values are selected from existing database records using drop-down lists.
PHP also uses htmlspecialchars() when displaying user-controlled values. This converts special HTML characters before they are displayed on the page, reducing the risk of user input being interpreted as HTML code.
The website does not implement a user login system. For the scope of this project, the main security measures concentrate on input handling and protection against SQL injection through prepared statements.

3.4 [bookmark: _Toc237524054]SQL Injection Overview
3.4.1 [bookmark: _Toc237524055]Explanation and Examples

SQL injection is a security vulnerability that can occur when a website accepts user input and includes it directly within an SQL query without handling the input securely. An attacker may enter SQL commands or fragments of SQL syntax instead of the information that the application expects. If the input is interpreted as part of the SQL command, the attacker may be able to change how the query operates. [3]
For example, a vulnerable search function could construct a query by directly combining the value entered by the user with an SQL statement. An attacker could attempt to enter a value such as:
' OR '1'='1
The condition '1'='1' is always true. If this input is incorrectly included directly within a query, it may change the query logic and cause records to be returned that the user was not intended to access.
SQL injection is a serious problem because database-driven websites frequently store important or sensitive information. Depending on the permissions available to the application and the nature of the vulnerable query, successful SQL injection could allow an attacker to access information, modify records or delete data. It can therefore affect the confidentiality, integrity and availability of information stored within a database.
SQL injection vulnerabilities generally occur when an application fails to separate SQL commands from values supplied by the user. Search boxes, login forms and forms used to add or modify records are examples of areas where user-controlled input may be passed to a database.
One of the main methods of preventing SQL injection is the use of prepared statements and parameterised queries. Instead of directly combining user input with the SQL command, the query contains placeholders for the required values. The values are then supplied separately. This allows the database system to distinguish between the SQL instruction and the data provided by the user.
MovieLand uses prepared statements for operations involving user-controlled values. The following sections examine the potential vulnerabilities within the website and demonstrate how prepared statements were used to reduce the risk of SQL injection.

3.4.2 [bookmark: _Toc237524056]Vulnerabilities in Website Code

The main potential SQL injection vulnerabilities in MovieLand occur where information supplied by a user is used in a database query. This includes the search facility and the forms used to add, edit and delete movie records.
For example, the search function accepts a movie title entered by the user. If this value was directly combined with an SQL query, a malicious user could enter SQL syntax instead of a normal movie title and potentially alter the behaviour of the query.
The Add and Edit functions also process values submitted through HTML forms, while the Delete function receives the ID of the selected movie. These areas therefore require appropriate handling of user input before database queries are executed.
In the completed MovieLand website, prepared statements are used for these operations where user-controlled values are passed to SQL queries. This reduces the identified SQL injection risk by keeping the supplied values separate from the SQL instructions.

3.4.3 [bookmark: _Toc237524057]Anti-SQL Injection Measures Implemented

Prepared statements were implemented in MovieLand to reduce the risk of SQL injection when processing user-controlled input. This is particularly important in the search function, where the value entered by the user is passed to a database query.
Instead of inserting the search value directly into the SQL statement, the query uses a ? placeholder. The value entered by the user is then assigned separately using bind_param() before the query is executed. This means that the database treats the supplied value as data rather than as part of the SQL command. [4]
[image: ]
Figure 15: Prepared statement used in the MovieLand search function
The screenshot shows the use of $conn->prepare(), the ? placeholder, bind_param() and execute(). This approach reduces the possibility of malicious SQL entered through the search box changing the intended structure of the query.
Prepared statements were also used in other parts of the website where values supplied by the user are used in database operations, including adding, editing and deleting movie records.
3.4.4 [bookmark: _Toc237524058]Screenshot of Testing and Results

The MovieLand search function was tested using an SQL injection-style input to verify that the prepared statement handled the value safely. The following input was entered into the search box:
' OR '1'='1
In a vulnerable query, this type of input could potentially alter the query condition and cause records to be returned unexpectedly. In MovieLand, the input was treated as a search value rather than executable SQL code.
[image: ]
Figure 16: SQL injection attempt against the MovieLand search function

As shown in the test, the attempted injection did not cause all movie records to be displayed. Instead, no matching movie records were returned. This demonstrates that the input did not alter the intended SQL query and provides evidence that the prepared statement successfully protected this search operation against the attempted SQL injection.

4. [bookmark: _Toc237524059]Conclusion and Reflection

This assignment provided practical experience in designing and implementing relational databases and connecting them to a web application.
In Part A, a relational database was designed and implemented using MySQL. This included the creation of related tables with primary and foreign keys, constraints and sample data. Stored procedures, triggers and functions were also implemented, together with transaction handling using COMMIT and ROLLBACK. Indexes were added to selected fields to demonstrate how database performance can be improved.
In Part B, the MovieLand database-driven website was developed using PHP and MySQL. The website retrieves movie information dynamically and allows users to add, view, edit and delete records. A search function was also implemented to allow users to filter movies by title. The database was normalised by separating movie, genre and director information into related tables.
One of the important areas covered during the development was database security. Prepared statements and parameter binding were used when processing user input to reduce the risk of SQL injection. Testing with an SQL injection-style input demonstrated how the search function treated the entered value as data rather than allowing it to modify the SQL query.
Some challenges during the assignment involved correctly creating relationships between tables, implementing transaction handling and connecting the PHP website to the MySQL database. Developing and testing the CRUD and search functionality also helped improve my understanding of how PHP communicates with a relational database.
Overall, the assignment improved my understanding of database design, SQL, PHP and database security. It also demonstrated how the different stages of database design and implementation can be combined to create a functional database-driven application.
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