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1. Introduction 

Cloud computing is one of the key models that have been developed to provide computing 

services in an elastic, scalable and economical way. Cloud environments allow resources and 

applications to be dynamically deployed on demand as opposed to the physical infrastructure 

that uses a fixed set of physical infrastructure. One of such technologies that facilitate this 

paradigm is containerisation and which enables the packaging of applications along with their 

dependencies and then running them in a similar location with other environments. A 

combination of lightweight architecture and a rich image creation, container execution, 

networking, storage and image distribution made Docker a powerful platform of 

containerisation. This report evaluates the function of virtualisation and containerisation in 

cloud computing which is backed by a practical implementation of Docker and a more detailed 

discussion of the core cloud concepts and drivers. 

2. Virtualisation and Containerisation in Cloud Computing 

2.1 Principles of Virtualisation  

Virtualisation is a fundamental principle in the current computing community that allows the 

physical hardware facilities to be abstracted and shared among numerous time-isolated loads. 

Isolating software environments of physical infrastructure, virtualisation enhances the use of 

hardware, lowers the cost of operations, and enhances resource management flexibility. This 

abstraction enables the dynamically configured assignment of computing assets like processing 

capabilities, memory, storage and networking capabilities in cloud environments depending on 

demand. Consequently, organisations are able to run and operate a variety of systems on a 

physical server, which has logical isolation of workloads, a feature critical to scalability and 

optimal utilisation of infrastructure. 
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Figure 1: Hypervisor-based Virtualization Architecture 

(Source: researchgate.net, 2015) 

The most frequently used implementation to traditional virtualisation is by utilising hypervisors 

which provide and currently maintain the virtual machines by placing them between the 

physical hardware and the operating systems which are executed at the top. Virtual machines 

are strongly isolated and secure with each having its own operating system, libraries and 

applications. This model best fits well in multi-tenant cloud systems whereby the same physical 

equipment is shared by various users (Zhou, Zhou and Hoppe, 2022). The underlying cost on 

operating a full-fledged operating system per virtual machine however presents extra overhead 

which raises resource usage and reduces startup time relative to lightweight solutions. 

Container-based technologies are based on operating system-level virtualisation which 

provides an alternative of sharing an operating system kernel on the host machine and isolating 

applications at the process level. This dramatically reduces overhead and allows starting the 

operations and workloading more rapidly. In cloud computing, the hardware virtualisation layer 

provides a foundation that allows providing an elastic infrastructure by being able to provision 

infrastructure, and there is the containerisation which provides support to an elastic 

infrastructure that can be used to deploy an application very quickly. Collectively, these 

methods enable cloud solutions to provide the balance between isolation, performance, and 

efficiency to enable cloud-native and continuous delivery models (Cherukuri, 2024). 

2.2 Principles and Benefits of Containerisation 

Containerisation is a contemporary application deployment method whereby software along 

with its dependencies, libraries, and the configuration are bundled into one self-interested unit 
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called a container. In contrast to the type of deployment that was previously experienced, 

containerisation makes sure that applications will work in different activities, irrespective of 

the infrastructures. Images are self-contained with the definition of the application run time 

and environment, hence they are reproducible and standardised. This type of platforms 

facilitates quick deployment of applications and is also in line with the modern development 

styles where automation and consistency are important in all development, testing and 

production environments (Saboor et al., 2022). 

 

Figure 2: Docker Container VS Virtual Machine 

(Source: researchgate.net, 2023) 

One of the major differences between containers and virtual machine is the degree of 

virtualisation. Virtual machines are based on hardware-level virtualisation and they must use 

an entire guest operating system per and are therefore also more resource consuming and slow 

to boot. By comparison, containers communicate with the level of the operating system and 

use the same kernel as the extant hosting system but have process-level isolation. The resulting 

architectural distinction renders containers much lighter and efficient making it possible to 

support more workloads over the same physical infrastructure. Consequently, the use of 

containers allows scaling faster and a better utilisation of computing resources compared to 

virtual machine. 

Containerisation has the following advantages especially in the aspect of portability, efficiency, 

and scalability. Containers have the capability to run the same way both locally in development 
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setups, on-premise-based data centres and in clouds. Their low weight also makes them 

overhead friendly and they will start up very fast, an important factor in running dynamic 

workloads. Horizontal scalability is also promoted by containerisation because then, one can 

replicate or kill containers fast in reaction to demand fluctuations (Rosa et al., 2023). These 

features render the containers a good fit to distributed systems and architectures based on 

microservices. 

Containerisation is a very essential aspect in cloud computing to facilitate the flexible 

application delivery that is resilient. Cloud platforms are also done in such a way that they can 

offer resources in an elastic manner and containerised applications can fully utilise this. The 

local image-building system, consistent container execution and distribution across container 

registries facilitate the efficient deployment processes in clouds. As has been shown in the 

practical implementation of Docker, the process of containerisation enables applications to be 

created, run and published in a form that meets the needs of the operation of a cloud 

environment quite well. 

2.3 Docker as a Containerisation Platform 

Docker is considered to be one of the most used containerisation platforms as it is quite simple, 

well tooled, and the ecosystem is well supported. It offers a common platform to construct, 

operate and distribute containers, and thus containerisation is available to both the developers 

and operations team. The adoption of Docker has been fuelled by its potential to simplify the 

complex container operations to simple and repeatable workflows in order to ensure that an 

application can be packaged and launched with minimal configuration overhead. Such 

convenience has placed Docker on the platform of cloud-native development techniques. 

The fundamental part of Docker is the Docker Engine which is in charge of image building, 

running containers and controlling the container life cycles. Docker images are immutable 

templates that specify the way containers get created whereas containers are the running images 

of containers. Docker also has provided in-built mechanisms in management of both network 

and persistent storage that allow programmes in distributed environments to perform reliably 

(Ahamed, Zavarsky and Swar, 2021). The features proven by the creation of images, 

implementation of containers and utilisation of volumes and networks were used in the 

practical implementation. 
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Docker is also relevant to the modern cloud platforms as it is compatible with the cloud-native 

architecture and models. Docker images are usually supported by the cloud providers as 

deployable entity and container registries make images visible and reusable across the 

environment. Publishing images into a container registry The capability to publish images to 

container registry supports scalable application distribution, which further underlines Docker 

as a major facilitating technology in the application development and deployment to the cloud 

(Xia et al., 2021). 

3. Practical Docker Implementation and Demonstration 

3.1 Docker file Construction and Image Creation  

Docker file is the template that determines the way an application setting is developed and that 

it is run in a container. The arguments used in this implementation include defining a web 

server-based runtime environment and defining the steps to be followed in creating a functional 

application image in a Docker file. It makes this possible by specifically defining these steps 

so that a consistent and repeatable build process becomes possible, and makes sure that the 

same environment used to build an application will be replicated with reliability across a 

variety of systems (Kim et al., 2022). This declarative style minimizes configuration drift and 

facilitates automation of image generation which is pushed in the direction of new cloud 

deployment deployment mechanisms. 

The base image that was selected is that of the Apache HTTP Server image which offers a 

stable and widely utilised image serving the purpose of serving the static web materials. Using 

a pre-built, and trusted base image also makes the build simplified as it is possible to use an 

existing, optimised web server configuration instead of starting to build one. The Docker file 

will thereupon duplicate the application HTML files to the document root of the web server 

and the content of the application is embedded into the image (Antonova et al., 2024). This is 

to ascertain that the application, and that of the runtime environment, are packaged to form one 

deployable unit. 
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Figure 3: Docker Image Creation Using Dockerfile 

(Source: Self-Made using Docker Desktop) 

Docker image when created is an unchangeable artefact, which is a representation of the 

application, dependencies, and configuring the application. Containerisation is based on the 

principle of immutability because once an image is created then it is never changed. Any 

modification of the application will involve a rebuild of the image, which is favourable as it 

enforces a version control and traceability approach. The methodology facilitates consistent 

deployments and adheres to the cloud-native patterns because images may be run as containers 

in alternative settings in predictable behaviour. 

3.2 Running Containers and the Image–Container Relationship 

Docker images and containers are two similar but different notions of the model of 

containerisation. A container is a running result of an image, which is read-only, whereas an 

image is a template that outlines an application and an instance on which it is executed. This 

segregation enables pictures to be reposed to generate numerous containers, which can run on 

their own. The association of images with containers also gives scalability and stability since 

the same instance of an application can be initiated by using the same image at any time there 

is need. 

Container execution consists of the creation of an image into a container and provides the 

container with the required system resource to execute it. Here by implementation the container 

is given in detached mode, therefore making it be executed at the back and then serve 
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application requests. Port mapping is employed to open port of the internal web server inside 

the container to the host system so that the application can be accessed with the help of a web 

browser (Ajasa, Chizari and Alam, 2025). This mapping shows how the services of 

containerisation can interoperate with external networks without exposing internal container 

ports in any manner at all. 

Containers execution is based on the advantage of isolation. All containers have their own 

process space and operate in an isolated environment such that the application is not dependent 

on other tasks running on the host system. Such isolation increases and improves security and 

stability because what is wrong in one container does not necessarily encounter other 

containers. Containers are also lightweight at the same time, which enables efficient utilisation 

of resources, as well as application separation. 

3.3 Publishing Docker Images to Docker Hub  

An important phase in application distribution in the clouds is publishing Docker images into 

a container registry to facilitate this. Any image to be published should be so tagged beforehand 

with a naming convention which includes identifying the target registry and image version. 

Image tagging can be used to manage several applications of a single application and ease the 

process of tracing the application in the event of development and deployment phases. After 

tagging the image, the image can be pushed into Docker Hub which acts as a centralised 

container registry where container images can be stored and distributed (Đorđević, Kraljević 

and Kuk, 2024). 

Docker Hub offers the means of storing the images in a secure place and so they could be 

accessed by the authorised users or could be made publicly available. It allows sharing of 

images in various environments without necessarily having to connect to the original build 

system since it is a registry. The capability helps in maintaining the consistency in deployment 

practises and makes the process of distributing containerised applications easier. Public and 

private repositories are supported and sometimes organisations can decide on the open 

distribution and restricted access through security and intellectual property needs. 
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Figure 4: Docker Image Tagging and Authentication 

(Source: Self-Made using Docker Desktop) 

Cloud-based application delivery is based on the use of container registries like Docker Hub. 

Deploying applications quickly to cloud or other environments with support of containers can 

be implemented by just hosting images in a registry. This solution separates the allocation of 

applications and infrastructure enabling scale-able and repeatable deployments (Lohumi et al., 

2023). The practical release of the Docker image illustrates the ways in which containerised 

applications are made ready to be deployed to the cloud employing an industry-standard 

tooling. 

 

Figure 5: Successful Publication of a Docker Image to Docker Hub 

(Source: Self-Made using Docker Desktop & Docker Hub) 

3.4 Container Volumes and Persistent Storage 

Containers are in nature volatile and hence all data in the writable layer of a container is lost 

when the container is ceased to run or when it is deleted. Though this behaviour is beneficial 
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to stateless application design and can ease container lifecycle management, it provides 

challenge to an application that needs durable data storage. As a solution to this weakness, 

Docker offers volumes as a data storage method through which data can be stored outside the 

container filesystem and still accessed by other containers that are running. 

Docker volumes are also controlled by Docker Engine and they are not tied to particular 

containers. They may also be constructed on the fly and be attached into containers, enabling 

data to be stored even when a given instance of a container is no longer in use. During this 

implementation, a volume is generated and bound to the document root of the container, and 

will guarantee the availability of application data even when the container is re-created (Rabiu, 

Yong and Mohamad, 2022). This shows how the issue of storage can be decoupled with the 

execution of the application to enhance reliability and maintainability. 

 

Figure 6: Creation and Use of a Docker Volume 

(Source: Self-Made using Docker Desktop) 

Persistent storage is especially essential when use is made of stateful applications that depend 

on the consistency of data, as in the case of a web service that stores user-created content or 

configuration files. With the help of volumes, it is possible to replace or scale containers 

without the risk of information being lost. This feature is consistent with the principles of cloud 

computing as it facilitates resiliency, flexibility, and continuity of operations together with the 

advantages of containerisation (Mohammadian et al., 2021). 

3.5 Container Networking  

Container networking allows communication between the containers and isolation between the 

containers and the host system and other networks. Docker bridge networks offer a default 

framework of linking containers inside a controlled virtual network, and containers are capable 

of communicating safely in the usage of internal IP address. With this, network traffic can be 
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put aside other containers and applications executing in a host through attachment of containers 

to a custom bridge network as a security measure in case of unintended interference as well as 

increasing security. Such isolation is namely significant in those cases when the multi-container 

environment should be logically separated. 

 

Figure 7: Running a Docker Container 

(Source: Self-Made using Docker Desktop) 

Container networking is extremely applicable in the current cloud architectures particularly 

those anchored on microservices. Under these kinds of architectures applications can be split 

into smaller independently deployable services that are required to communicate reliably over 

the network. Docker networks form the basis of this communication, which is the discovery of 

services and controlled connexion (Sriram, 2022). In cloud systems, these networking 

principles can be extended to higher-order solutions, which can support distributed systems, 

which must have inter-service communication that is secure, flexible and resilient. 

3.6 End-to-End Example: Containerised Web Server 

The enterprise deployment practises are evidenced by the practical application of end-to-end 

containerisation workflow. The initial HTML application was developed and declared in a 

Docker file which was also used to create a Docker image. This picture was subsequently 

implemented as a container where port mapping has been used to make external access of web 

server possible. Long term storage was implemented with the help of a Docker volume that 

was used whereas the network isolation was implemented with the help of a custom Docker 

network. Lastly, the photograph was labelled and posted to Docker Hub, which allowed sharing 

of applications (Ghandour, El Kafhali and Hanini, 2023). This workflow is accompanied by a 

video demonstration which can be watched, and the sequence of stages of the process is 

explained step by step and the ideas are clearly explained. 



13 

 

 

Figure 8: Docker Architecture 

(Source: Self-Made using Draw.io) 

4. Load Balancing, Scalability, and Application Gateways 

4.1 Overview  

The basic concepts that help cloud platforms to provide reliable and responsive services are 

load balancing, scalability and application gateway. Load balancing is the procedure that 

allocates incoming traffic to a number of application instances to ensure that any of the specific 

components of the application is not congested. Scalability is the capability of a system to 

dynamically respond to varying demand by responding dynamically in terms of resource 

capacity. Application gateways work at a higher layer in the network and give intelligent 

routing of traffic depending on application-based information (Castellanos-Rodríguez et al., 

2024). Collectively, such concepts are vital in clouds where load is elastic and services need to 

be accessible and scalable in response to user demand on the infrastructure, as well as in 

response to variation in infrastructure conditions. 
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4.2 Cloud Provider Approaches  

These managed services include load balancing, scalability, and application gateways 

implemented by major cloud providers to make applications deployment and operation easier. 

The load balancing service is meant to spread out the traffic received by the network to a 

number of application instances with the aim of enhancing availability and resiliency. These 

services work at diverse network levels, and, after all, they both distribute traffic rudimentary 

and provide more sophisticated request processing according to application needs. Cloud 

providers have the benefit that a scaling application does not need any human intervention or 

fancy administration to achieve the scaling of the traffic. 

Scalability is most often attained by means of automated scaling processes that scale the 

number of running application instances depending upon pre-configured metrics like resource 

usage or request rate. Auto-scaling helps cloud systems to adjust dynamically to new workload 

requirements to be in a good position when demand soars to high levels and can also help 

minimise resources when activities are low (Kaur et al., 2024). This is an elastic behaviour that 

is a unique feature of cloud computing and assists in efficient management of costs in the 

utilisation of resources. 

Application gateways add load balancing features since they operate inside the application 

layer. They offer specifications like request routing depending on URLs, host name, or protocol 

allowing finer control of traffic. Application gateways can also be optimised to provide 

security, performance, including closing client connexions and providing efficient handling of 

backend traffic. Collectively, these managed services enable the cloud provider to help in 

providing complex distributed application architectures to the users without them having to 

directly manage the underlying networking infrastructure (Kithulwatta et al., 2021). 

4.3 Relationship Between Load Balancing and Scalability  

Load balancing and scalability are two complimentary concepts that interact and ensure both 

maintainability of application performance and availability. Load balancing is the process by 

which the incoming traffic is evenly handled in the available resources so that the occurrence 

of the overloading of individual cases is avoided. The system, through scalability can raise or 

lower the number of available resources based on demand. In the absence of load balancing, it 

is impossible to make effective use of additional resources, and in the absence of scalability, 

load balancing has a fixed capacity. Together these mechanisms enable cloud systems to 

manage changeable workloads whilst being fault tolerant and service available. 
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4.4 Combined Benefits to Customers  

The combination of load balancing, scalability, and application gateways provides immense 

customer, who utilises cloud-based services with benefits. Distribution of traffic and allocation 

of resources dynamically are a means of improving performance to ensure responsiveness is 

achieved with the high demands. Availability is achieved through decreasing single points of 

failure and providing automatic recovery when there is a problem in the infrastructure 

(Lakkadwala and Lakkadwala, 2024). Elastic scaling makes a company cost effective as it 

ensures that customers pay only the resources they need. The combination of these technologies 

leads to the creation of a stable and flawless user experience, which supports the importance 

of cloud computing as a service delivery model. 

5. Driving Forces Behind Cloud Computing and Serverless Architectures  

5.1 Cost, Flexibility, and Operational Efficiency 

The growth of cloud computing has been caused mainly by the cost-effectiveness, adaptability 

and minimised overhead cost. Cloud computing works under the pay-as-you-go service that 

enables organisations to only pay as much as they use and not to invest on a fixed infrastructure. 

Dynamic scaling through the allocation of resources elastically also allows dynamically scaled 

systems to attain the successful utilisation of computing capacity without reduced performance. 

As well, cloud services eliminate the aspect of maintenance, updates and availability since the 

organisational nature of physical hardware and underlying infrastructure is transferred to the 

provider. This operational efficiency enables teams to be able to concentrate on application 

development and service delivery as opposed to the need to maintain an infrastructure. 

5.2 Serverless Functions vs Containerisation  

Another form of cloud computing execution model which is known as serverless computing 

involves the deployment of applications as functions, which are run only when required. AWS 

Lambda, Azure Functions, among other services, provide an entirely automated approach to 

management and scaling of servers and, in doing so, resource allocation. It is a good fit when 

dealing with event-based and short-lived workloads and where one wants little control over the 

issue of the execution environment. Containerisation, in its turn is more flexible and 

controllable since it bundles applications and dependencies in reusable images. Containers 

feature more operational management than serverless functions do, but have more diverse 
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workload support. Both methods are concerned with scalability in clouds, as well as cost 

effectiveness, however, they are applicable based on the needs of the applications. 

6. Conclusion  

This report has looked at the theme of virtualisation and containerisation in cloud computing 

which has found relevance in Docker as a solid and extensively used containerisation system. 

Using an elaborate practical implementation process, some of the concepts of Docker that were 

illustrated included image creation, container execution, persistent storage, networking and 

image publishing. The discussion load balancing, scalability and application gateway explained 

how the performance and availability of the cloud platforms are handled at scale. Besides, a 

review of cloud adoption drivers and serverless computing strategies highlighted the value of 

flexibility and efficiency. In general, containerisation is significant to facilitate the development 

of modern cloud-native applications and scalable service delivery. 

 

7. Video Link :  

          https://youtu.be/dt1_-4BP8eM?si=qOCrH55mylcqCu0k 

   

https://youtu.be/dt1_-4BP8eM?si=qOCrH55mylcqCu0k
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