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TECHNOLOGIES THAT ENABLE VIRTUAL
MACHINES WITH VMWARE

Virtualization uses software that simulates hardware
functionality to create a virtual system. This practice
allows IT organizations to operate multiple operating
systems, more than one virtual system and various
applications on a single server.




Benefits of Virtualization
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VM WARE

VMWARE IS AVIRTUALIZATION
AND CLOUD COMPUTING
SOFTWARE. VMWARE BASES ITS
VIRTUALIZATION
TECHNOLOGIES ON ITS BARE-
METAL HYPERVISOR ESX/ESXI
IN X86 ARCHITECTURE.

TheVVMware provides allowance to
the businesses to run multiple
operating system and multiple
application work loads on just one
server, thus by enabling better
management through creating a
virtual machine which will behave
like exactly as the actual computer.




Why Use Virtual Machines?

Physical machine Virtual machine

Difficult to relocate: Easy to relocate:
- Encapsulated into files

Independent of physical hardware

" Moves require downtime

= Specific to physical Hardware
Easy to manage:

SLCiEio manage; lsolated from other virtual machines

* Requires physical maintenance _ Insdlatad from hardwéve changes
® Hardware failures cause downtime Provides the ability to support legacy
applications

Hardware has limitations:

* Hardware changes limit application support Allows servers to be consolidated

= Servers are physically individual




Advantages of VMware

SAVE A LOT OF COSTS
WITH VMWARE

VMware/Virtualization/Virtual

With VMware or Virtualization, you can save a Machines
lot of money on your computing. It is an
affordable option for you. When the physical

servers are minimized and divide physical Run Multiple Operating System

servers into virtual servers you can save a lot of

costs that you would pay otherwise. This is Compatible with Windows, Linux, Mac, etc.
what decreases cooling costs, carbon footprint,

diesel generator costs, energy bills, etc. Setup & Delete Virtual Machine Easily

This is how VMware can save you a lot of
bucks. Virtualization has changed the way
companies and businesses work and thrive. You
can take your company to greater heights with
virtualization.

ps/iwww.webtechcoupons.com/advantages-vmware/



DATA BACKUP AND
RECOVERY

DECREASE DOWNTIME
OF SYSTEM




ROLLBACK SMOOTHLY

BOOST PROFIT




More Protection and Security Best For New Business




Different Software on Same Operating System

Deleting Process is Easy




VMware vSphere

What is VMware vSphere?

—Is a product set of VMware, used to serve
the needs of system virtualization.

Components and functions of

vSphere.

— With VMware vSphere, administrators

have many tools to use for all architectural
environments ranging from several servers
to thousands of servers.
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Allows developers to
continue using the same
industry-standard tools and
interfaces they’ve been using
to create modern
applications.

vSphere Admins can help
manage the Kubernetes
infrastructure using the same
tools and skills they have
developed around vSphere.

Namespaces allowing
vSphere Admins to create a
logical set of resources,
permissions, and policies that
enable an application-centric
approach.

vSphere with Kubernetes

TKG Cluster

Control Plane

Serverless

Namespace

Quality of Service
Priority: High
Reserved vCPUs: 128
Reserved Memory: 1 TE

Security
Encrypt all persistent data
Disallow all ports but 443

Database Audit developer changes

Availability
Failures to tolerate: 2
Disaster recovery site: us-east

Hourly snapshots to backup

Access controls

Users in group app-admin: Write

Users in group ops: Read Only

Disallow MySQL



Improved Distributed Resource Scheduler (DRS

The new DRS logic takes a very
different approach that
DRS recommendations: O addresses these questions. It
DRS Taulks O computes a VM DRS score on
the hosts and moves the VM to
a host that provides the highest
VM DRS score. The biggest
difference from the old DRS
version is that it no longer
balances host load.




Assignable Hardware

Refactored vMotion
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VLCM Cluster

Summary  Monitor

Hosts

Image

Hardware Compatibility

vSphere Lifecycle Manager

ACTIONS V

Configure  Permissions ~ Hosts ~ VMs  Datastores  Networks  Updates

mage Cor [ - |

Hosts in this cluster are managed collectively. This image below will be applied to all hosts in this cluster.

ESXi Version
Vendor Addon (j)
Firmware and Drivers Addon ()

Components (7)

Image of the cluster has changed. Please re-run Hardware Compatibility check. See details

Image Compliance CHECK COMPLIANCE
() 2 of 2 hosts’ compliance status are unknown

REMEDIATE ALL RUN PRE-CHECK

() 10.40.194.6

Using a desired state configuration
model, vSphere Administrators can
create configurations once, apply
them, and continue to monitor that
desired state through new tools called
vCenter Server Profiles and Image
Cluster Management. vCenter Server
Profiles enable administrators to
standardize on a configuration for all of
their vCenter Servers and monitor to
protect against configuration drift.
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user is redirected back

Login redirected
from vSphere Client
to IdP

to vSphere Client
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vCenter Server

OAUTH2 & 0IDC

Active Directory
Federation Services

Intrinsic Security

Active Directory

With vSphere 7 and
Identity Federation,
vCenter Server can talk
to an enterprise identity
provider and get the
vSphere Admins and
vCenter Server out of
the process. This
simplifies the vSphere
Admin’s job and reduces
helps reduce
compliance audit scope.



vSphere Trust Authority creates a vCenter Server
hardware root of trust using a small,

separately-managed cluster of ESXi
hosts.

Key Manager
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Workload ESXi Hosts Trusted Hosts

(running attestation svc)




Windows VMS




Hyper V

VERSUS
VMware
Hyper V VMware
- - E e S A S EEEEEEEEEEENn H EE EEEEEEEEEEE B EEEEm
A server virtualization A company established in
product developed by 1998 that provides
MiCI‘OSOft COI’pOI‘atiOH that different Software and
provides virtualization applications for
services through virtualization
hypervisor-based
emulations

Helps in creating and

, , : Provides platform virtualization
running virtual machines

and cloud computing services

Visit www . PEDIAA com



Hyper-V

Root Partition Child Partition 1

Child Partition n

i

Device Drivers

Virtualization Service
Client (VSC)
Hypercall API

rovider (VSP)
Hypercall API

Kernel

Device Drivers

Linux VSC

Hypercall
Adapter
Hypercall API

Hyper-V Hypervisor

Hardware

by Unknown Author is licensed under

Hyper-V is software like VMware
that allows a multitude of virtual
machines to run.

Hyper-V is included with the
installation of Windows Server 2008
and Windows server 2016.

There is a standalone version of
Hyper-V, that can run bare bones,
as that is does not require an
underlying operating system to run.
However, you can lose that
functionality of running multiple
server roles on that machine plus
there is no graphical interface.
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HYPER-V vs VMWARE
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Microsoft Azure




What is Azure?

The Azure cloud platform is more than 200 products
and cloud services designed to help you bring new
solutions to life—to solve today’s challenges and
create the future. Build, run, and manage applications
across multiple clouds, on-premises, and at the edge,
with the tools and frameworks of your choice.




MICROSOFT
AZURE,

Microsoft Azure, commonly referred to as
Azure, is a cloud computing service created
by Microsoft for building, testing,
deploying, and managing applications and
services through Microsoft-managed data
centers.

It provides software as a service (SaaS),
platform as a service (PaaS), and
infrastructure as a service (laaS) and
supports many different programming
languages, tools, and frameworks, including
both Microsoft-specific and third-party
software and systems.

It provides software as a service (SaaS), platform as a service (PaaS), and infrastructure as a service (laasS) and supports

many different prograrnming languages, tools, and frameworks, including both Microsoft-specific and third-party software

and systems.
Workdwide
Aoccess

Scalabdty

Secury e

How does Microsoft Azure work?

Once customers subscribe to Azure, they have access 1o all the services included in the Azure portal. Subscribers can

use these services (o create cloud-based resources, such as virtual machines and databases,

s
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Accounts and Subscriptions

An Azure account is a globally unique entity that gets you access Azure and your Azure subscriptions. You can
create multiple subscriptions in your Azure account to create separation, for example — for billing and management

purposes.

Production o2
Subscription ¢{




A resource group is a logical container that holds related resources for an Azure solution. It helps in managing all the
resources in a group. It helps us to allocate resources to a resource group. Generally, it adds resources that share the same

lifecycle to the same resources group so you can easily deploy, update, and delete them as a group.

Check more on R«

Management
groups

Subscriptions

Resources

/.,;..‘:_v / ;
Fiyi L
] /: [) ‘.jA | 3

£ 1P

') o
el
o
I
¢
oy
it
"



Azure Compute Service

Azure offers several ways to host your application code. The term compute refers to the hosting model for the computing

resources that your application runs on.

o Eh

Cloud Service Azure Batch

>
Azure Compute Container Service

Virtual Machine

(9

Service Fabric Scale Sets




. Azure Virtual Machine

A Virtual Machine (VM) is a computing service that performs most functions of a physical computer, actually behaving like

a separate computer system.

AZURE VIRTUAL MACHINE OPTIONS

GENERAL hll COMPUTE ‘ MEMORY I!I STOTAGE L vl HIGH I

PURPOSE OPTIMIZED OPTIMIZED OPTIMIZED I PERFORMANCE

COMPUTE

Q l@.@#

Azure Virtual Network (VNet) enables Azure
resources to communicate with each other, the
internet, and on-premises networks.

Virtual Private Network Gateway (VPN) sends
encrypted traffic between an Azure virtual network

and an on-premises location over the public
internet.

Azure Express Route extends on-premises
networks into Azure over a private connection
facilitated by a connectivity provider.



Azure Containers are a lightweight, virtualized
environment that does not require operating
system management and can respond to
changes on demand.

. Azure Container Instances: a PaaS offering
that runs a container in Azure without the
need to manage a virtual machine or
additional services.

Azure Kubernetes Service: an orchestration
service(The process of automating the tasks
needed to manage connections and operations
of workloads on private and public clouds) for
containers with distributed architectures and
large volumes of containers

— )

Azure Container Servic

Kubernetes DC/0OS Swarm



AZURE NETWORKING SERVICES OVERVIEW

Vitual /.,
Network ~ /

Load
Balancer

Application

Gateway
(X%
Traffic /_\

Manager Express

Route

VPN
Gateway

Azure Networking Services

Azure Virtual Network (VNet) enables Azure resources
to communicate with each other, the internet, and on-
premises networks.

Virtual Private Network Gateway (VPN) sends
encrypted traffic between an Azure virtual network and an
on-premises location over the public internet.

Azure Express Route extends on-premises networks
into Azure over a private connection facilitated by a
connectivity provider.



Virtual Networks (VNet)

On-premises

N Virtual
Network(s)
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;s > Create virtual network

reate virtual network

Basics  IP Addresses Security  Tags  Review + create

Pzure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
etworks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation. Ls more about virtual networ
Project details
Subscription * O Azure for Students
Resource group * @
Create new
Instance details
A resource group is a container that holds related

resources for an Azure solution,

Name *

[vn_2.43781

Microsoft Azure

All services > Virtual networks > Create virtual network

Create virtual network

Basics  IP Addresses  Security Tags  Review + create
The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPv4 address space

[ 102000116

v |

D Add IPv6 address space @

The subnet’s address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual

network.

D Subnet name Subnet address range

[] wn_2_4378 10.20.0.0/24

Microsoft Azure 2 Search resources, services, and docs (G+/)

All services > Virtual networks > Create virtual network

Create virtual network

~/ Validation passed

Basics  IP Addresses  Security Tags  Review + create

Basics

Subscription Azure for Students
Resource group (new) VN_2_43781
Name VN_2_43781

Region East US

IP addresses
Address space 10.20.0.0/16

Subnet VN_2_43781 (10.20.0.0/24)

Tags

None

Security

BastionHost Disabled

DDoS protection plan Basic

Firewall Disabled

Create < Previous

Download a template for automation




Azure Storage Services

. Container storage (blob) is optimized for
storing massive amounts of unstructured data, such
as text or binary data.

. Disk storage provides disks for virtual machines,
applications, and other services to access and use.

. Azure Files sets up highly available network file
shares that can be accessed using
the Standard Server Message Block(SMB) protocol.

Check more on

®©@O0ee

Blob Table Queue File

-Unstructured -Key/value -Queue -File share -Premium
-Large -Small -Reliable -Legacy -High 1/0
-Page / Block -MSMQ -SMB -VM Disks




Azure Database Service

« Azure Cosmos Database is a globally distributed database service that elastically and independently scales

throughput and storage.
« Azure SQL Database is a relational database as a service (DaaS) based on the latest stable version of the Microsoft

SQL Server engine.
« Azure Database for MySQL is a fully managed MySQL database service for app developers.

« Azure Database for PostgreSQL is a relational database service based on the open-source Postgres database

engine.

g 2 B

Azure Azure Azure
Databases Databases for Databases for
MySQL PostgreSQL MariaDB
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Citrix Virtual Apps and Desktops are virtualization solutions that give IT control of
virtual machines, applications, licensing, and security while providing anywhere access for
any device.

Citrix Virtual Apps and Desktops allow:

End users to run applications and desktops independently of the device’s operating
system and interface.

Administrators to manage the network and control access from selected devices or
from all devices.

Administrators to manage an entire network from a single data center.

Citrix Virtual Apps and Desktops share a unified architecture called FlexCast
Management Architecture (FMA). FMA'’s key features are the ability to run multiple
versions of Citrix Virtual Apps or Citrix Virtual Desktops from a single site and
integrated provisioning.




This illustration shows the key components in a typical deployment, which is called a site.

User devices
with Citrix

Workspace Citrix
app Gateway

Firewall Firewall




How typical deployments work

A site is made up of machines with dedicated roles that allow for scalability, high
availability, and failover, and provide a solution that is secure by design. A site consists of
DA-installed servers and desktop machines, and the Delivery Controller, which manages

Deployment Overview

2
/ -
User Device Receiver ? StoreFront SQL Database
O Netscaler
AR Gateway

Controlier

Citrix
Gateway
Protocol




Citrix Virtual Apps and Desktops

Overview Simplified DaaS Compare Resource Library

o
Multi-session

m desktops @

~r Hybrid S
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