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The Trend and Dilemma of Global Data Security.

[bookmark: _Toc932144072]Abstract:

Global Overview of Data Security: Under the background of the convergence of information technology and human production and life, all kinds of data are growing rapidly and gathering in enormous quantities. Therefore, data security has become a major issue related to national security, economic development, and social stability. Strengthening data security governance has also become a strategic need to maintain national competitiveness. Major countries and regions all over the world attach significant importance to data security and its governance and have carried out exploration and practice from various aspects such as policies and regulations, organizations, supervision cooperation, etc., and constantly explored their own unique development paths.
Since entering the digital age, the harmfulness and spillovers of data security risks have had a negative impact on many fields such as politics, science and technology, economy, and society. The importance and urgency of global data security governance issues are constantly rising, which requires in-depth research and scientific response.
[bookmark: _Toc1307182859]International Data security initiatives:

Policy Related Measures: To strengthen the protection of data security, countries, and regions all over the world actively improve their data security governance capabilities by promulgating policies and regulations and setting up relevant institutions. In recent years, new policies and regulations have sprung up. In December 2019, the Federal Data Strategy and 2020 Action Plan released by the Office of   Administration and Budget of the White House described the data vision of the U.S. federal government for the next ten years starting from 2020; “The General Data Protection Regulation of the European Union, which came into effect in May 2018”[04], replaced the Data Protection Directive of 1995, providing strong protection for personal data rights; In June 2020, the European Data Protection Regulatory Authority's Strategic Plan (2020-2024)-Shaping a Safer Digital Future, published by the European Data Protection Regulatory Authority, depicted a safer, fairer and more sustainable digital Europe; In December 2020, New Zealand promulgated the Privacy Act 2020, which strengthened the regulation of data security and personal privacy protection; Singapore and Japan have completed the revision of their personal information protection laws in recent years, further clarifying the rights of personal data and the right of external use.
   In addition to continuously optimizing the data security policy environment, countries around the world have also strengthened their data security governance capabilities by establishing sound organizations. For example, the European Union has established the European Data Protection Committee, as an independent regulatory body of the European Union, “to ensure the consistent implementation of the General Data Protection Regulation in all EU member states”[03]; Korea has established a Personal Information Protection Committee responsible for personal information protection and supervision and law enforcement; Brazil approved the establishment of the National Personal Data Protection Bureau to formulate relevant rules, investigate violations of laws and regulations and promote international cooperation in data protection.
  In addition, there are related initiatives at the level of international organizations. “For example, in June 2020, the Secretary-General of the United Nations published the Roadmap for Digital Cooperation, the main contents of which include promoting universal digital connectivity, promoting digital technology to become public goods, ensuring that digital technology benefits everyone, supporting digital capacity building, ensuring respect for human rights in the digital field, responding to the challenges of artificial intelligence, and building digital trust and security.”[1] 
Measures of Technical Model (The Role of ITIL in improving Data Security): ITIL began in 1980s, when the British government tried to develop a method to realize the low-cost and efficient use of IT resources it owned. Referring to the experience of IT professionals, the British government has issued a series of best practice documents, each of which describes a different I process. At present, it is still developing. The guidelines of the first 44 volumes were compressed into 8 core documents.
ITIL defines information security as a cyclic process of continuous inspection and improvement. ITIL information security process can be described as 7 steps:
· IT customers identify their security needs through risk analysis
· The IT department analyzes the feasibility of these security requirements and compares them with the minimum information security baseline of the organization.
· The customer and IT organization negotiate and determine the service level agreement (SLA), which includes the information security requirements described with measurable objectives and the methods to verify whether they are met.
· Negotiate and define the Operation Level Agreement (OLA) within IT organization and describe in detail how to provide information security service.
· Implement and monitor SLA and OLA.
· Regularly report the validity and status of the information security service provided to customers.
· ITIL ensures that information security measures are effectively implemented at three levels: strategy, tactics, and operation. Information security is considered as an iterative process of control, planning, implementation, evaluation, and maintenance.
ITIL decomposes information security into:
Strategy: the overall goal of the organization.
Process: the action to be taken to achieve the goal.
Procedure: Who, when and how to achieve the goal
Rules: Rules for implementing specific behaviors.

Trends of Global Data Security Governance:  In the digital age, maximizing the value of data often depends on the aggregation, flow, processing and analysis of many diverse data, while the governance subject, mode, content, goal, etc. in the elements involved in this fluid data-intensive activity are being reconstructed, and the global data security governance is taking on new features. In the digital age, maximizing the value of data often depends on the aggregation, flow, processing, and analysis of many diverse data, while the governance subject, mode, content, goal, etc. in the elements involved in this fluid data-intensive activity are being reconstructed, and the global data security governance is taking on new features.
[bookmark: _Int_6iBUG072][bookmark: _Int_IHwywc0p]First, from passive to active: “The concept transformation of security governance. Changing from passive security to active security has become an inevitable choice in the era of digital economy.” [2] On the one hand, “due to the rapid development of the Internet of Things, artificial intelligence and other innovative digital technologies, more persistent and hidden data security risks have been derived, which have brought great challenges to data security risk assurance.” [3] On the other hand, the strategic economic resources contained in data are the objective factors that countries take the initiative to strengthen data security governance. As the core element of digital economy, data economy is becoming the strategic commanding point of shaping the core competitiveness of the country, and it is developing in a deeper and more complicated direction when the COVID-19 epidemic has entered a new normal. All countries are aware of the strategic value behind data resources, and their understanding of data security governance has risen to the level of "national security" and "national competitiveness".
  Second, from singleness to pluralism: the behavior remodeling of the governance subject. Before entering the digital age, data security issues were characterized by simplification, fixation, and pattern both in subject and content. After entering the digital age, based on the exponential growth of data and the normalized cross-border circulation, the circulation of data is widely distributed among countries, enterprises, social organizations, and individual citizens. The traditional governance structure is constantly adjusted, and a more equal and diversified governance model is emerging. Due to the diversity of data governance subjects, it is bound to show the characteristics of differences in interest demands and governance means, which are manifested in the incompatibility of data governance strategies in sovereign countries, the conflicts of data rights and interests between sovereign countries and enterprises and individuals, and the difficulty in balancing interests.
  Third, from static to dynamic: the balanced development of governance objectives. Traditional data security risk refers to the destruction of confidentiality, integrity and usability of data caused by data leakage, data tampering and other behaviors, which emphasizes the static security of information carried by data itself. However, in the digital age, data will have important economic value to social development only in the process of free circulation, and the value of data will increase with the speed, activity, and transmission scale of data. In the face of the fast-moving data system, data security governance should also seek a dynamic balance among multiple objectives. On the one hand, security and utilization should be regarded as two wings of one body and two wheels of driving. The best data security governance lies in the dynamic balance between "free flow of data" and "data security". However, data security governance should be done between the two goals of "good data protection" and "data development and utilization" according to each country's national characteristics.
  Fourthly, from competition to competition: the orderly presentation of governance. From the perspective of governance, the United States takes advantage of the Internet and technology to emphasize the free flow of data and promote the free and open digital market as its governance objectives and ensures data security through political means and long-arm jurisdiction measures. The core of EU governance is to emphasize the protection of personal data privacy, relying on data sovereignty, and only ensuring the free flow of data on the premise of providing ambitious standards of data protection. In addition, it is worth noting that, with the increasing importance of global data security governance, emerging countries, with the rapid development of their science and technology, put forward demands for participating in the construction of governance systems, and interpreted and deduced data security governance according to their own governance preferences, which continuously caused conflicts between the competition and regulation of "global data flow" and "data localization" rules. Fourthly, from competition to competition: the orderly presentation of governance. From the perspective of governance, the United States takes advantage of the Internet and technology to emphasize the free flow of data and promote the free and open digital market as its governance objectives and ensures data security through political means and long-arm jurisdiction measures. The core of EU governance is to emphasize the protection of personal data privacy, relying on data sovereignty, and only ensuring the free flow of data on the premise of providing ambitious standards of data protection. In addition, it is worth noting that, with the increasing importance of global data security governance, emerging countries, with the rapid development of their science and technology, put forward demands for participating in the construction of governance systems, and interpreted and deduced data security governance according to their own governance preferences, which continuously caused conflicts between the competition and regulation of "global data flow" and "data localization" rules.
  Although major countries in the world attach significant importance to data security, due to their different national conditions, concerns, and governance capabilities, there is no unified model of policies, regulations, governance mechanisms, and countermeasures for maintaining data security in various countries, but they show their own development characteristics. Specifically, the United States, relying on its technological and industrial advantages, and proceeding from its own interests, embodies the "long-arm jurisdiction" type of data use in terms of cross-border data flow, that is, it tries to extend the data sovereignty beyond the region through domestic legislation. One of the most prominent manifestations is the promulgation of the "Cloud Act", which provides a jurisdictional basis for the United States federal government to retrieve extraterritorial data, and in terms of international cooperation in data retrieval, it adopts a procedure unilaterally and freely decided by the United States. This bill reflects the "infinite hunger" of the United States for data and its ambition to establish global data hegemony. Data protection in the European Union started earlier. Since the 1970s, European countries have set off a wave of data legislation. After years of development, a unified data governance framework concept that emphasizes "digital unity" and is tight on the outside and loose on the inside has been formed. In addition, the European Union has put forward the "European Data Concept" which combines values, individual rights, and market value from the perspective of shaping "rules" and "concepts". The cognition of data security in Russia has long been raised from the traditional personal privacy protection to the strategic height of national security. The Russian government has strict restrictions on data circulation, and it is in a closed state. Most of the legislation and practice in developing countries are still in the initial stage, and the current policies and measures tend to protect the data of citizens and entities in their own countries from foreign surveillance or retrieval through data localization measures, which reflects "data defense doctrine". Take India as an example. The Personal Data Protection Act promulgated in December 2019 clearly stipulates that Internet companies must store the key data collected in India in India and can only transfer it out of the country after desensitization, and only for the purpose permitted by law. At the same time, the Indian government determines which data are key data. It should be noted that, although developing countries started late due to the limitations of their own capacity and development level, their awareness of participation in the construction of international rules has become stronger and stronger, and their influence has gradually increased. China's position and proposition on data security and governance highlights its responsibility as a responsible big country. While the government of China attaches significant importance to data security and vigorously promotes digital development, it advocates the international community to jointly promote data security and makes a clear statement that China will not carry out critical infrastructure attacks, large-scale monitoring, and important data theft against other countries. The government of China adheres to fairness and justice on the issue of data security, integrates into the process of data globalization with a constructive attitude, and actively contributes China's wisdom to the formulation of relevant international rules on data security and governance at the global level.
Pain Points and Dilemmas of Global Data Security Governance: The complexity of data security issues in the digital age makes global data security governance encounter many practical challenges at the initial stage. From the perspective of development trend, the global data security problem in the digital age presents remarkable characteristics, which poses new challenges to the convergence of international cooperation consensus, the promotion of global data security system construction, and the improvement of national governance capacity.
   First, the rapid development of data technology and the accumulation of data increment increase the difficulty of reaching a global consensus on data security governance. In the traditional geopolitical game, military power is the main determinant of national competitiveness; However, in the digital geopolitical environment, data and data-dominated analysis techniques have become the key factors to seek a dominant position. The frequent global data security issues are regarded as the concentrated mapping of strategic intentions of countries under the background of competition among big powers. Some western developed countries' economic strategies reveal "protectionism" thinking and continue to carry out "strategic encirclement and suppression" in the global digital field, which leads to the phenomenon of "digital disorder" and brings multiple resistances to global data security governance. Especially with the continuous implementation of data development strategies by major developed countries and technological powers, how to prevent some sovereign countries from being excluded from the global data network and balance the data development strategies and national interests of all countries is also the key and difficult point for international actors to reach consensus and deepen cooperation in promoting the global data security governance system in the future. The complexity of data security issues in the digital age makes global data security governance encounter many practical challenges at the initial stage. From the perspective of development trend, the global data security problem in the digital age presents remarkable characteristics, which poses new challenges to the convergence of international cooperation consensus, the promotion of global data security system construction, and the improvement of national governance capacity.
  Second, the difference of governance demands of multiple data subjects increases the difficulty of building a global data security governance system. At present, there are different interests and value demands among diverse governance bodies, including governments, private sectors, and individual citizens. Under the interweaving and overlapping influence of many factors, multi-level conflicts in the construction of global data governance system have been triggered. On the one hand, there is an imbalance of data rights among governments, private sectors, and individual citizens. On the other hand, there are great differences in governance concepts and data cognition among major Internet countries in the world, and the strategies and policy priorities adopted are different. This unbalanced state forces global Internet powers to implement differentiated measures according to their own national conditions, which leads to conflicts of data management policies among countries and makes it impossible to connect with each other at the international level, thus increasing the difficulty of establishing a unified and standardized global data security governance rule and system.
  Third, the lack of supply of governance system and the heterogeneity of institutional rules increases the difficulty of building global data security governance mechanism. Faced with the increasing risk and uncertainty of data security, the global data security governance rules are still in a "blank period". On the one hand, traditional governance mechanisms are frequently blocked when dealing with data security governance issues; on the other hand, some new mechanisms, and systems themselves have many shortcomings and weaknesses, which make it difficult to play a role. In addition, at the level of sovereign countries, although sovereign countries are aware of the importance and urgency of global data security governance and cooperation, they continue to promulgate laws and regulations that restrict data flow unilaterally, showing the tendency of "new digital isolationism" increasingly. It is the lack of effective institutional supply and the heterogeneity of institutional rules among sovereign countries that weaken the effectiveness of global data security governance mechanism to varying degrees. Second, the difference of governance demands of multiple data subjects increases the difficulty of building a global data security governance system. At present, there are different interests and value demands among diverse governance bodies, including governments, private sectors, and individual citizens. Under the interweaving and overlapping influence of many factors, multi-level conflicts in the construction of global data governance system have been triggered. On the one hand, there is an imbalance of data rights among governments, private sectors, and individual citizens. On the other hand, there are great differences in governance concepts and data cognition among major Internet countries in the world, and the strategies and policy priorities adopted are different. This unbalanced state forces global Internet powers to implement differentiated measures according to their own national conditions, which leads to conflicts of data management policies among countries and makes it impossible to connect with each other at the international level, thus increasing the difficulty of establishing a unified and standardized global data security governance rule and system.
  Fourth, “the main countries in the world have formed a data security framework, and the focus has gradually shifted from the localization measures of data security to maintaining data security in the cross-border flow of data, and more emphasis has been placed on data sovereignty.”[6] Under the general trend of global data flow and increasingly frequent cross-border services, on the one hand, countries all over the world continue to pay more attention to data protection. After initial exploration and practice, relevant rules are constantly integrated and improved, and the framework for maintaining data security is taking shape. Unified legislation has been made around data security, the classification and classification management mechanism of data has been continuously improved, and the main responsibility has become clearer.       On the other hand, under the background of the prominent strategic value of data, countries all over the world increasingly emphasize the control of data. The cross-border flow of data is no longer simply one in and one out but relates to the interests of a country and reflects its sovereignty. When dealing with cross-border data flow, some countries with more developed technical capabilities encourage cross-border data flow and further expand their dominant position, even insisting on the concept and practice of "long-arm jurisdiction", while other countries with relatively weak technical capabilities tend to focus on defense, and advocate putting forward an institutional framework to regulate cross-border data flow from their own demands for data sovereignty, so as to earnestly safeguard their sovereign interests. Therefore, the confrontation about data ownership will not only stop in a brief time, but even get worse and worse, showing a multi-level and multi-game situation. On the international stage of data security and governance, it is urgent for all countries to build consensus, enhance mutual trust and work together to build a community of digital destiny. Game confrontation should not be the purpose. It is the common interest of the international community and the universal appeal of all countries to promote economic development, realize digital inclusiveness and respond to risk challenges through digital security. To this end, many countries have made positive and concrete contributions. Take "Global Data Security Initiative" initiated by China government on September 8th, 2020, as an example. As the first global initiative in the field of data security, the content of this initiative faces international concerns, calls on all parties in all countries to actively participate and make commitments, and advocates the international community to reach an international agreement based on universal participation to jointly promote data security and build a community of digital destiny. The initiative received extensive attention from the International Social Council and positive feedback like "correct" and "pragmatic". It will continue to contribute to the construction of a new digital governance order that conforms to the wishes and interests of most countries, and to the joint efforts of all countries in the world to safeguard global digital security. In the future, only by increasing cooperation, enhancing mutual trust, and reducing confrontation among all countries and parties can we achieve mutual benefit and win-win results in data security and governance.
   In view of the technical and application characteristics of data security, there are still many practical challenges to effectively ensure global data security. “Therefore, under the background of digital economy, how to promote the international community to reach a consensus on the development and security of global data, and on the premise of respecting data sovereignty, establish mechanisms and standards for international data flow, disclosure and sharing, so that data can become information technology achievements shared by all mankind, is a common issue that needs to be faced and solved urgently in the future.” [5]
Conclusion: 
This paper represents the dilemmas of global data governance and what measures should be taken when a company undergoes a policy problem or security of the data. Various measures have been discussed in the paper such as policy related measures, role ITIL and risk managements regarding global data security.
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