Propaganda and Fake News Detection using
Machine Learning and Deep Learning from News
and Social Network Corpora

P\ Prifysgol Cymru
¥ Y Drindod Dewi Sant

“" University of Wales
Trinity Saint David

STUDENT NAME: MUHAMMAD HAROON
STUDENT ID: 2434025
SUPERVISOR: MUHAMMAD AZEEM ABBAS



Table of Contents

........................................................................................................................................................................................... 0
AADSEFACT. ...ttt s R AR 2
T INEOAUCTION et 3
2. LItErature REVIEW ...t ssss e s s s 4
2.1. Traditional Machine Learning APProaches........enesesssssssssssssssssssseens 4
2.2. Deep Learning and Transformer-Based Architectures.......ncresenneseeseessesssennenns 4
2.3. The Challenge of Cross-Domain Generalization ............eneneenseensessseessesssesssessseenees 5
2.4. Real-World Impact: The SOUthport Case ......nenncnensesssnessssssessssssssssssssssssssssssesns 5
2.5, RESEAICN GaAPS ..ot ssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssaneses 5
3. ODJECHVES ..ottt 7
4. IMPOrtancCe Of RESEAICI..... et 7
5. Research Questions and HYPONESIS ... sssssssssssesssssssesans 7
6. Research Design and MethodOlOgy ... 8
6.1. Phase 1: Data Acquisition & PreproCeSsSiNg .....iesssssssssssssssssssssssesns 8
PreproCessing PIPEIINE ... sssssssssssns 8

6.2. Phase 2: Feature Extraction & Model Implementation ..., 8
6.3. Phase 3: Model Training and Evaluation...........ssssssssses 8
6.4. Phase 4: Cross-Domain GeneraliZation ... 8
6.5. Phase 5: Analysis and ThesisS WIHING .......cccneneneenineeseeesssssssssssssssssssssssssssssssssssssssees 9
7. ReSEArch LIMITAtIONS ...ttt 9
8. Timeline with Professional PracCtiCe.......ississssssssssssssssssssssssssssessssssssssssssees 9
1S TR S q 01T (= o I T o 1 gV 3PP 10
RETEIENCES. ...t Rt 11
1

q Prif fysgol Cym u

Uni ers ty o' Wales
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘



Abstract

In this study, | investigate the capabilities of machine learning and deep learning algorithms to identify
propaganda and fake news in text-based online information. It is a response to the problem of digital
disinformation which can have a significant real-world impact as was evident during the Southport riots in 2024.
The three traditional machine learning models (Support Vector Machine, Logistic Regression, Multinomial
Naive Bayes) will be compared to deep learning models (LSTM model and lightweight BERT model). The
models will be trained and tested on the following benchmark datasets: LIAR (12.8k political statements),
WELFake (72k news articles) and a Social Media Propaganda dataset (10k-15k tweets).

The accuracy, precision, recall, F1-Score, and inference speed will be used to measure the performance. The
research will also explore the generalizability of the models by training on one set of data and testing the
models on the other. We will be using Google Colab for all the experiments.

The anticipated result will be a clear comparison of the models, with the one that is most appropriate for real-

time fake news and propaganda detection being identified.
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1. Introduction

Social networks are now one of the quickest means of spreading information in the digital era. But the same
tools that are available for communication and information are also being utilized for the dissemination of
disinformation and manipulation of public opinion (Aimeur, Amri and Brassard, 2023). Competing groups are
seeking to manipulate storylines in social media, and at times, truth is sometimes overlooked in the process.
The threat of online propaganda is no longer a theoretical issue; it is an actual problem affecting both people
and technology that needs to be addressed and solved. It can propagate rapidly and widely in the online world,
and particularly rapidly on social media platforms, thanks to algorithmic amplification which can spread to
millions of people in hours (Huszar et al., 2022).

One recent instance of this was the Southport stabbing in July 2024. A deleted Linkedin post suggested the
migrant was to blame and that claim was viewed over 3 million times on X — formerly known as Twitter. The
research, conducted by the BBC, revealed that this misinformation was connected to riots in England and
Northern Ireland, and that propaganda is not just false but can also cause real-world harm, as (Thomas and
Sardarizadeh, 2024) prove. The false claim was typical, as it was first posted, then frozen for screenshots,
amplified by verified accounts, including far-right ones like Paul Golding and Laurence Fox, and then presented
as credible evidence by some users despite being debunked. One key finding of this case is the fact that
misinformation can readily outpace efforts from platforms to moderate content and any official corrections.
The aim of this research is to develop automated systems that can identify harmful misinformation in a timely
and accurate manner. Social media moderation techniques are unable to keep up with viral false claims,
particularly when they're being spread by influencers or accounts that have paid verification badges. In the
case of Southport, the name “Ali-Al-Shakati” was also common knowledge before Merseyside Police confirmed
the man was a 17-year-old Cardiff-born man. The gap in the dissemination of misinformation and the
dissemination of official information is where automated detection tools could come in handy (Thomas and
Sardarizadeh, 2024). So computational means of identifying propaganda and fake news are becoming more
and more crucial. This thesis will be a 3-month project with a practical and reproducible framework which can
be implemented using available tools like Google Colab.

Research on this field has progressed but there are drawbacks. Large propaganda detection datasets often
rely on weak labels, in which the content is tagged according to its source, not by a careful check of its contents.
For instance, a post could be classified as propaganda only because it is from a publisher that is associated
with propaganda. Weak labels share only about 41% of the same examples with human labels (Maarouf et al.,
2024a), suggesting that there are many examples that are labeled weakly which may be unreliable. Their study
also reveals that models trained on weak labels only, yield an AUC of just 64.03%, while the models obtained
by the high-quality human annotations achieve an AUC of 92.25%. It indicates that the architecture of the
model is not necessarily the reason for the poor performance, but may be due to training on data that is noisy
and has poor reliability.

Another challenge in the literature is that numerous studies concentrate on a specific social media platform or
just news articles (Bisiani and Heravi, 2023). But misinformation can cross platforms in the real world. The
false claim started on LinkedIn, got shared with screenshots on X and was then discussed on Telegram and
other communication platforms in the Southport case. This demonstrates the importance of more generalizable
detection systems in the different domains and types of content. In order to fill this gap, this study is going to

implement a cross-domain generalization experiment with three datasets.
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The study will compare five different models in detail on 3 representative datasets. Traditional machine-
learning classifiers (Support Vector Machine, Logistic Regression, Multinomial Naive Bayes) and deep
learning models (LSTM) are included in these models. The outcome is expected to be a practical comparison
of the approaches, focusing especially on the challenges they face in real-world scenarios, including speed,

accuracy, and cross-domain performance when it comes to detecting propaganda and fake news.

2. Literature Review

The study of digital disinformation has advanced from an understanding of how fake information spreads on
the internet to an automated approach to deciding how to spot it. This literature review consolidates research
from three key streams: traditional machine learning techniques, deep learning and transformer-based
techniques, and the persistent issue of cross-domain generalization.

2.1. Traditional Machine Learning Approaches

The early literature on identification of propaganda or fake news heavily used traditional machine learning
methods and manually engineered features. Based on the work of Zhang (2025), who introduced the classical
classifiers as a foundation for detecting propaganda on social media by applying TF-IDF feature extraction,
(Zhang, 2025) used TF-IDF feature extraction and classical classifiers to detect propaganda on social media.
Their study revealed that SVM gave the best performance with an accuracy of 69.84%, followed by Multinomial
Naive Bayes with accuracy of 69.27% and Logistic Regression with accuracy of 68.76%. The experiments
were performed on a self-annotated set of about 5000 tweets, and features like unigrams, bigrams, and TF-
IDF representations were used.

More recently, wider surveys of the field have again reiterated the continued importance of machine learning,
but also the benefits of integrating machine learning with deep learning approaches. A systematic review
conducted by (Plikynas, Rizgeliené and Korvel, 2025) revealed that hybrid ML and DL methods hold promise
for detecting fake news, propaganda, and disinformation on various dimensions, such as content properties,
propagators, and social effects. Although this progress has been made, there remain significant drawbacks to
traditional methods. Often requires a lot of feature engineering; sensitive to class imbalance; often has poor
transfer learning ability from one domain to the other.

2.2. Deep Learning and Transformer-Based Architectures

Over the past few years, the field of detecting misinformation has undergone a transformation thanks to the
introduction of deep learning, including transformer-based architectures. These models are capable of learning
the context for a specific term more effectively than traditional models, and have performed very well in many
applications of NLP.

A significant contribution by (Maarouf et al., 2024) , who created the first large-scale, human-annotated dataset
for the detection of online propaganda, which has around 30,000 samples. Their results revealed that quality
of data is a significant factor affecting the performance of the model. Weak labels only matched human level
annotations about 41% of the time, but models trained on high quality labels performed quite well. BERTweet
fine-tuned on human-annotated data outperforms the other models with an AUC of 92.25% in their
experiments.

Future studies have focused on hybrid architectures using sequential learning methods and transformer
models. It was shown that the use of BERT in conjunction with LSTM networks can enhance the ability to
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detect misinformation by leveraging the network's contextual understanding of language with its sequence
modeling capabilities. (Keya et al., 2023) introduced a hierarchical network model called FakeStack, which
integrates the parts of Tri-BERT, CNN and LSTM. They achieved some excellent results on various datasets
such as 75.58% accuracy on LIAR and 98.25% accuracy on WELfake, making hybrid deep learning

approaches promising.

2.3. The Challenge of Cross-Domain Generalization

Though many studies have shown high performance, an important question is: How well do models generalize
in un-training environments?

To address this, (Keya et al., 2023) assessed the performance of five deep learning models on various
datasets. They found that there was a large difference between within domain and across domain
performance. Models performed well with data that was comparable to their training distribution, with an
accuracy of close to 99%, but upon testing with different data set, the accuracy drops by about 30%. The
results demonstrate the challenge of developing systems that are reliable enough to work on various types of
content and platforms.

(Alnabhan and Branco, 2024) suggested BERTGuard, a multi-stage system that uses the knowledge of what
the content is before employing domain-specific BERT models. This approach boosted the robustness of the
model in various aspects. A few other recent works have looked into hybrid transformer models that integrate
models like DeBERTa, T5, and BART with BiLSTM attention mechanisms, and found that they achieve better

performance on various Twitter-based misinformation datasets.

2.4. Real-World Impact: The Southport Case

The relevance of this research area is seen in the real-life situations. The BBC report on the 2024 Southport
riots (Thomas and Sardarizadeh, 2024) detailed the manner in which a false claim, which first appeared in a
LinkedIn post, rapidly proliferated in social media platforms and was shared by millions of users before official
details were released. The incident showed the power of misinformation to impact public opinion and the
shortcomings of existing moderation frameworks. It also highlighted the importance of automated detection

methods which are able to work on multiple platforms and quickly.

2.5. Research Gaps

While existing literature has brought in effective detection models, there are some important gaps.

First, there are significant differences in the way the items have been evaluated in the different studies, so
direct comparison is difficult. Second, cross-domain generalization is under explored, especially by conducting
systematic experiments on performance deterioration across datasets. Third, although response time is

important for real-time deployment, relatively few studies report inferences speed.
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Table 1: Research Gaps
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news,
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Multi-Domain social
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olitica
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statement
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s
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promising zero-shot

alternatives.

To address these limitations, five models are implemented and tested under the same experimental conditions,
the performance is compared on three different datasets, and the performance change along the domains is
measured, besides the usual classification performance measures, the inference speed. This will help to offer

a fairer and more realistic understanding of propaganda and fake news detection techniques.

3. Objectives
Table 2: Research Objectives

Objective Description

Design and benchmark three classical machine learning models such as Support Vector
Machine, Logistic Regression and Multinomial Naive Bayes, and deep learning model
LSTM, to detect fake news and propaganda in text.

Objective 1
(Implementation)

The performance of each model is evaluated using commonly used categorization metrics
Objective 2 (Evaluation) such as accuracy, precision, recall and f1 score, and is also compared on inference time
per sample to determine which model is better for real-time detection.

To analyze the performance of the models on the three different datasets (LIAR,
WELFake, a Social Media Propaganda containing fake news) to see how well they
generalize across the text domains.

Objective 3
(Generalization)

Objective 4 To generate a fully documented Google Colab codebase that enables the experiments to
(Reproducibility) be replicated, reviewed and extended in future research. Objective 4: Reproducibility

4. Importance of Research

This is a scientific and practical research. As a scientific approach, it will analyze and contrast traditional
machine learning models with the modern deep learning models for detecting propaganda and fake news with
a focus on cross-domain generalization (Alnabhan, 2025). The study will test the models on three types of
data, political news statements and social media posts, to better demonstrate their ability to be applied beyond
the data they were trained on. It will also analyze the trade-off between accuracy and inference speed that is
critical in designing real-time detection systems.

The results have implications in practice, such as for social media companies, fact-checkers and policy makers
to select models better suited for reliable detection and timely response. It is particularly important where
misinformation is rapidly disseminated and has the potential to result in harm in the real world, like the riots in
Southport. The project will also result in a fully documented implementation in Google's Colab environment
that will facilitate the reproduction, adaptation and extension of the work by other researchers and practitioners.

The three months allow for a thorough and useful contribution, but not too long for a study topic.

5. Research Questions and Hypothesis

Table 3: Research Questions and Hypothesis

Research Question Hypothesis
RQ1: What are the comparative performances of H1: The deep learning model (LSTM) will achieve the
traditional ML models (SVM, LR, MNB) and a deep highest overall F1-score (estimated 0.78—0.82),
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learning model (LSTM) in detecting propaganda across
different text datasets?

outperforming SVM (estimated F1 < 0.75) and other ML
models.

RQ2: Which model architecture offers the best balance
between detection accuracy and inference speed for real-

H2: LSTM will provide the best accuracy-speed balance,
while traditional ML models will be faster but less

accurate.

H3: All models will show significant F1-score decline
across domains (estimated 15-30% drop). TF-IDF-
based ML models will suffer most due to lack of
contextual understanding.

time deployment in a Google Colab environment?

RQ3: How well do models generalize when trained on one
dataset and tested on another (LIAR, WELFake, Social
Media)?

6. Research Design and Methodology
A quantitative experimental approach is taken in this study, and all of the work was done with the help of

Python and Google Colab.

6.1. Phase 1: Data Acquisition & Preprocessing
Table 4: Data Acquisition & Preprocessing

Dataset Size Content Type Label Format Binary Conversion

N pants-fire/false — Propaganda (1);
LIAR 12.8k Short political statements 6 truth levels

others — 0
WELFake 72k News articles Real / Fake Fake — Propaganda (1); Real — 0
] ) Binary (human- ] ]

Social media 10k-15k Tweets Direct use as provided

annotated)

Preprocessing Pipeline

This pre-processing stage will remove any URLs, mentions of people like @user and special characters.
Consistent, all text will be converted to lower case. For traditional machine learning models, stopwords will be
stripped out, but for deep learning model they will be kept so that the models could account for sentence
structure and context. Class imbalance will be addressed in the training of the models with class weights, and

SMOTE will be used in machine learning models as needed.

6.2. Phase 2: Feature Extraction & Model Implementation
Table 5: Feature Extraction and Model Implementtation
Model Feature / Architecture Implementation
SVM, LR, MNB TF-IDF (unigram + bigram, max_features=10000) Scikit-learn
Embedding (128) — LSTM (64, return_sequences=True) —
LSTM TensorFlow/Keras
Dropout (0.5) — LSTM (32) — Dense (1, sigmoid)
6.3. Phase 3: Model Training and Evaluation

e As for Train/Test splitting, it was done based on the stratified train split within each random dataset
independently with 70/30 ratio.
o Two sets of metrics shall be covered: Accuracy, Precision, Recall, F1-Score, Confusion Matrix
e Obijective: Inference speed: ms sample (Average of 1000 samples)
6.4. Phase 4: Cross-Domain Generalization
o All five models are first tested to see if they can be transferred to the dataset sets LIAR, WELFake

and social media, to test generalization.
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e The performance measures used to measure the models are Accuracy, Precision, F1 Score, Support
indicated in the matrix.

6.5. Phase 5: Analysis and Thesis Writing
e Performance of models will be compared based on statistics significant tests employing paired t-tests
at 5% level.
e The results will be presented in comparison tables and pictograms such as bar charts and heatmaps.
e The thesis will be developed throughout the project in parallel with experimental works to achieve a

steady thesis development all along.

Supervisor
Review and
Revisions

Documentatio
n and Thesis
Writing

Result

Final
Submission

nd
Visualization

Model Training Model Testing

Figure 1: Workflow Diagram

7. Research Limitations

The data utilized in this study have important limitations and are varied. They are not entirely representative
of real-world propaganda, which may consist of images, videos, memes and deepscans. Given the fact that
the LIAR data is a dataset of short political statements, on average 17 words in length, it may not represent
the complexity of longer propaganda narratives. WELFake is large with a major focus on English-language
Western news, so this may be of less value in other English or non-English, and non-Western contexts. The
Specificities of each social media platform (e.g. Twitter's character limit) could also potentially lead to data
being unrepresentative of social media sites like Facebook, TikTok and Instagram.

In terms of the methodology, a constraint of the study is the period of observation, which was 3 months.
Therefore, the hyperparameter tuning will be based on some reasonable default values instead of sweeping
all the possibilities.

Generalizability limitations also exist with the study. These models are fed with historical data including LIAR,
WELFake and social media data prior to 2023 so they may not be able to identify more recent propaganda
methods or happenings. For evaluation, the real-time detection will be performed on static data but not on live

on airflow.

8. Timeline with Professional Practice
Project Period: June 1st — August 28th (12 weeks)

Table 6: Project Timeline

Week Dates Task
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01 June 1-7 Literature review finalization; GitHub setup

02 June 8-14 Download all 3 datasets; preprocessing pipeline
03 June 15-21 TF-IDF + ML models (SVM, LR, MNB)

04 June 22—July 5 LSTM model implementation

05 July 6-12 Within-domain evaluation (all 3 datasets)

06 July 13-19 Cross-domain experiments (6 transfers)

07 July 20-26 Inference speed benchmarking

08 July 27-Aug 2 Draft Results and Discussion

09 Aug 3-9 Draft Introduction, Methodology, Conclusion

10 Aug 10-16 Revise entire thesis; create final figures

11 Aug 17-28 Final proofreading; submission

Project Key Milestones

Gantt Chart

WEEKS

MILESTONES

Data Collection

Requirements Finalization

Sprint 1 Completion

Mid-Project Review

Final Development
Completion

User Training & Compliance
Audit

Project Closure & Handover

Figure 2: Gantt Chart

9. Expected Findings
The overall performance of Deep Learning is likely to be best on the tasks within its language domain. It is
expected to work best on WELFake, since there are many more samples as well as longer texts with the type
of articles. | expect it to be about as good on the Social Media data set as well, albeit slightly worse due to the
nature of tweets being very casual and short, and consisting of conversation. The effect of low-content
statements in LIAR can be greater than in other tasks as the statements vary significantly in their length, and
typically have an average of only about 17 words.
LSTM is expected to have moderate performance across all three datasets, especially on WELFake, and also
on social media. It may perform poorly on LIAR though, as there is not much of a context for short statements.
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Traditional machine learning algorithms, such as SVM, Logistic Regression and Multinomial Naive Bayes, are
likely to perform on the bottom of the pile. Although SVM is the best traditional model, this is still anticipated to
lag behind LSTM, particularly on LIAR.

With cross domain generalization all six transfer tasks should significantly decrease their F1 score. The biggest
drops are likely to be observed when models are tested on WELFake or social media, as the short-length
political claim may not capture the richer patterns in the news or social media text. Tighter falls are anticipated
going from WELFake over social media. The resulting models are expected to perform best for LSTM, while
the performance of traditional models is expected to be the worst based on the number of features they have
that are specific to the given dataset.

LSTM should have the most accurate inferences and be the fastest in real-time suitability. In some time-
sensitive applications, the resource LSTM may not be as accurate but might be quicker. Models are assumed
to be the most efficient, but less accurate, candidates for practical use.
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