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1. Purpose and Scope
This policy establishes the mandatory security requirements, acceptable use standards, and employee responsibilities governing the use of personal devices (Bring Your Own Device – BYOD) and cloud services within FinSure Bank’s operational environment. This policy applies to all employees, contractors, temporary staff, and third-party partners who access FSB systems, data, or services using personally owned devices.
2. Policy Statement
FSB permits the use of approved personal devices to access corporate systems and data, provided that all devices comply with the security requirements set out in this policy. Access to FSB data is permitted only through the approved secure enclave (corporate container) installed on the personal device. FSB does not monitor, access, or control any personal data, applications, or activity outside the secure enclave.
3. Device Eligibility and Enrolment
	Requirement
	Specification

	Operating System
	Devices must run a currently supported OS version (iOS 17+, Android 14+, Windows 11 22H2+, macOS 14+). End-of-life OS versions are prohibited.

	Device Integrity
	Devices must NOT be jailbroken, rooted, or have bootloader unlocked. Hardware integrity checks are performed at enrolment and continuously thereafter.

	Endpoint Protection
	Active, auto-updating endpoint protection software must be installed. FSB provides a list of approved solutions.

	Encryption
	Full-disk encryption must be enabled (BitLocker, FileVault, or native mobile encryption). Devices without hardware-backed encryption are rejected.

	Screen Lock
	Devices must have a minimum 6-digit PIN, biometric lock, or complex password. Auto-lock timeout must not exceed 5 minutes.

	Enrolment Process
	Employees must register devices through the FSB Mobile Application Management (MAM) portal. Enrolment installs the secure enclave but does NOT grant FSB administrative control over personal content.



4. Secure Enclave and Data Handling
	Rule
	Detail

	Corporate Data Isolation
	All FSB data, applications, and communications must remain within the encrypted secure enclave. No corporate data may be copied, moved, or shared to personal applications or storage.

	Prohibited Actions
	Users must NOT: screenshot corporate applications; copy text from enclave to personal clipboard; save attachments outside the enclave; use personal email for FSB business; store corporate data on removable media.

	Cloud Storage
	Use of unauthorised personal cloud services (Dropbox, Google Drive personal, iCloud) for corporate data is strictly prohibited. All file storage must use FSB-approved platforms only.

	Data Classification
	Users must handle all data according to the FSB Data Classification Policy. RESTRICTED and CONFIDENTIAL data must never leave the secure enclave under any circumstances.



5. Authentication and Access
All access to FSB systems via BYOD devices requires Multi-Factor Authentication (MFA). Standard users must authenticate using a TOTP-based authenticator application. Users with privileged access must use FIDO2 hardware security keys. Risk-based adaptive authentication may require additional verification for anomalous access patterns (unusual location, time, or device behaviour).
6. Monitoring and Privacy
FSB respects employee privacy in accordance with GDPR Article 6 and the Menlo Report’s principle of Respect for Persons. Monitoring is strictly limited to:
	Scope
	Detail

	Within Scope (Monitored)
	Corporate enclave application usage; data transfers within/from the enclave; device compliance status (OS version, encryption, jailbreak status); network traffic to/from FSB cloud services.

	Out of Scope (NOT Monitored)
	Personal calls, messages, or communications; personal browsing history; personal photographs, media, or files; location tracking (except during active incident investigation with legal approval); any activity outside the corporate enclave.



7. Lost, Stolen, or Compromised Devices
Employees must report lost, stolen, or suspected compromised devices to the FSB IT Security helpdesk within 24 hours. Upon notification, FSB will ONLY wipe the corporate secure enclave and revoke access tokens. Personal data, applications, and media on the device are NOT affected by the remote wipe and will remain intact.
8. Termination and Offboarding
Upon termination of employment or contract, the corporate secure enclave will be remotely wiped and all access credentials revoked within 4 hours of HR notification. Employees must confirm enclave removal by presenting the device to IT during exit processing.
9. Non-Compliance
Violation of this policy may result in immediate revocation of BYOD access privileges, disciplinary action up to and including termination of employment, and where applicable, referral to law enforcement under applicable regional legislation (e.g., the UK Computer Misuse Act 1990 or equivalent EU cybercrime directives). Persistent non-compliance with device health requirements (e.g., failure to update OS) will result in automatic quarantine of the device from FSB systems until compliance is restored.
10. Policy Review
This policy is reviewed annually by the CISO and the Information Security Steering Committee, or following any significant security incident, regulatory change, or material change to FSB’s BYOD or cloud architecture.
	
	

	Daniel Hriscu 2127929	2



