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[bookmark: _Toc20759295]Glossary
Internet of Things (IoT)
Is the terminology used to when connected devices out populate humans, also used for the connection of physical devices that have been embedded with electronic sensors and software which enables interoperation and data exchange with other connected devices on an existing infrastructure with the purpose of intelligent decision making using collected data. 
Wireless Sensor Network (WSN)
A self-organizing, multi-hop network using multiple sensor nodes, used to monitor and control physical attributes.
Single-board Computer 
Is defined as a complete computer architecture that is built on a single circuit board with microprocessor, memory and input/ output (I/O) along with other features required of a computer. An example being the Raspberry Pi.
Microprocessor board
Is a simple circuit board consisting of a microprocessor, power jack, console port and I/O pins, the pins are used for connecting sensors and other devices to the board. Its purpose is to process simple programs to complete set task and is not a computer. An example would be the Arduino.  
Wireless Personal Area Network (WPAN)
A low-range wireless network which covers an area of only a few metres. Typically using standards in the IEEE 802.15 such as Bluetooth. 
Wireless Local Area network (WLAN)
A wireless network that is able to establish a link between two or more devices to enable communication between them. Typically, used within a home or office environment.  
Wireless Wide Area network (WWAN)
A wireless network that is able to provide communication services to a geographic area larger than a single region. Often used to connect several local area networks across multiple metropolitan areas, the implementation of WWANs while not the most common wireless network is most utilised.
Zigbee
Is a high-level communication protocol in the IEEE 802.15.4 standard which is used to create Wireless Personal Area Networks (WPAN) with small low power digital radios for the use of home automation such as home energy management.
LPWAN
Is a low power wireless area network protocol created to allow communication at a low bit-rate across long distances, usually devices on this network are operated on battery power. 
Long Range (LoRa)
Is a custom chipset that uses license-free radio frequency bands for communication, specialises in locations that require long-range transmissions while providing low power consumption such as rural areas. 



[bookmark: _Toc20759296]Chapter 1 - Project Overview
[bookmark: _Toc20759297]1.1 Introduction
When it comes to current trends in the IT Industry a common terminology that is brought up and discussed is Internet of Things (IoT) and the Wireless Sensor Network[1] that they are made of. There are several sectors of industry, corporate and commerce that utilise WSN with it being considered as one of the most important and impactful technological advancement of the modern age[2]. This advancement was made possible with the field of microelectronics and wireless communication seeing an outburst in newfound techniques that happened over the past few decades. It was this advancement in the field of technology that was given the name Internet of Things (IoT). This is what would eventually lead to the creation of the IoT devices that are commonly used, some outlines are being small cost efficient and intelligent sensors with the capacity to be deployed in a range of multiple physical locations worldwide, including unforgiving and/or dangerous environments that would be considered too hazardous for humans to be in for long periods of time or even enter.
The reason for this project comes from previous experiences in other projects that were also covering the focuses of Internet of Things and wireless sensors network. While previous experiments covered IoT with a home environment due to deploying a system within the authors house to save energy. This project was presented with the opportunity to take what has previously been learnt and experience and improve it so it would be to a level where it would be implemented within an environment that wouldn’t usually be available.
Taking on an approach used in previous work of a similar format the project will be broken down into more tolerable sections, this is due to the unknown factors this project will have. Being that this project is focusing on environmental monitoring this project will require research not only on topics previously covered, but also needs to expand on to areas of WSNs that can provide information that would allow the start of the networks design. With the base idea to call from prototyping on a sensor will begin to the specifics gathered from research and the overarching requires that are set for this project. When a successful prototype has been built that would then be replicated to make the completed network as this project will be deploying multiple sensors.             


At the end of the project, it is expected that the Wireless Sensor Network will be designed and constructed to fulfil its agreed parameters and perform to the expected level in accordance with its design. It will have a successful deployment on site and be fully operational, providing the required findings that is necessary for the completion of this report and information needed for the future implementation of projects that use this system or some of a similar construction.
[bookmark: _Toc20759298]1.2 Aim
[bookmark: _Hlk20755433]The aim of the project is to develop and deploy a Wireless Sensor Network with the capabilities to monitor factors of the environment i.e. temperature and humidity, and how they can affect a buildings’ structure in the real-world.
[bookmark: _Toc20759299]1.3 Objectives
As a requirement to achieve the aim of the project objectives set as stages have been thought of to assist in ensuring the project is accomplished. 
The objectives are as followed; 
1. Undertake wide-ranging research investigating the key fields of this project which include Wireless Sensor Networking and environmental monitoring, as well as areas that could be seen relevant to the project such as methods and regulations of timber structures.
2. To analyse the research and information gathered from project meetings to determine the best options for this project’s aim when it comes to topology and hardware. 
3. To design a prototype Wireless Sensor and have it communicated to a central computer and then to progress to a small-scale build of the projects Wireless Sensor Network within a test environment.
4. Run the full wireless sensor network experiment to determine if it is capable of performing as planned, by determining if outcomes are being met in accordance to the aim of the project.
5. Finally, to collect the information from the test environment and use it to evaluate the performance of a Wireless Sensor Network within a real-life environment. This result and summary will lead to recommendations for future improvements and later implementations on the network feature using this project as its foundation.


[bookmark: _Toc20759300]1.4 Structure of the Project
This report is the documentation of the process in which a major project is carried out. With it starting at the initial research, which is the theoretical part of the project, which provides the initial understanding of the project’s aim, this theoretical aspect relates to what has been learnt within the studies within the university as well as what was self-learnt. Taking the theoretical work and putting it in to practice with the practical aspects of this project, this would include the design and the construction of the practical experiment. This would then culminate to detail the findings of the Wireless Sensor Network experiment and evaluates the results which will be used to modify and recommend changes for possible future work. This report will be structured and separated in the following chapters; 
Chapter One – Introduction to the project, the aim of the project and the objectives that will need to be achieved for the project to be a success as well as the layout of the project report structure.     
Chapter Two – Research the background information including Internet of Things and Wireless Sensor Networks, as well as look in the range of application that WSNs are used for with the purpose of a better understanding in the field of the project. 
Chapter Three - This chapter will be on Research Methodology and will provide a breakdown on using the correct methods to undertake a project can insure its authenticity in integrity and levels of reliable research.  
Chapter Four – Designing of a Wireless Sensor Network, the designs of the physical and simulated architecture and their respected implementations and to make changes if designs do not meet the designated requirements.     
Chapter Five – Contains the documentation of testing the physical and simulated modals of the Wireless Sensor Networks and the evaluation of the findings that are gathered from the test data.  
Chapter Six - Consisting of a summary of how the project went overall as well as a conclusion of it. This chapter will also contain recommendations for future work and fields of study.  
Chapter Seven – This chapter is a self-reflexion discussing to what scope the aim and objectives of this project has been achieve.  It reflects how well the objectives have undergone and how limitation during the project were dealt with.
Chapter Eight – References in IEEE Format
[bookmark: _Toc20759301]Chapter 2 – Research & Review of Literature 
[bookmark: _Toc20759302]2.1 Introduction
This chapter of the report will include all of the underlining research on the topics that are considered part of the project. For this purpose, the section will extensively contain the recent literature and gathered information that surrounds the foundational topics including Internet of Things, Wireless Sensor Networks and environmental monitoring. This research has been carried out over the time frame in which the project has been set in and to cover the areas that were identified as compulsory to complete the project with a practical understanding of its components.
[bookmark: _Toc20759303]2.2 Internet of Things
Internet of Things can also be referred to as the Internet of Everything on occasion is the name of the terminology that has every electrical device that is capable of communication connected to the internet. Considered as the next stage in the development of the internetworking communication, from its introduction back in 1980s[3] the internet revolutionised the industries of science, business and technology. Internet of Things much like the Network of Networks has had the same effect now, with its ability to gather, analyse and distribute data, IoT can turn that data into information and knowledge that can in due course contribute with aspects of everyday life at any location be it in the home, workplace or even a city street.
[image: ]Business Insider’s industry research service BI Intelligence published a report back in 2016, in this report the authors John Greenough and Jonathan Camh wrote about how the Internet of Things ecosystem (Figure 1). Could be the field that causes the next industrial change or at least the next level of applications used on the internet, this report was reinforced by both voices of industry including experts and technology enthusiasts. IoT is now becoming more established as the format of future networking for businesses, governments, and consumers to interact with information[4].
[bookmark: _Toc20759346]           Figure 1 – Internet of Things Ecosystem diagram[4]  
As with many of the new concepts in the field of engineering and computing, Internet of Things can find it origins’ at the Massachusetts Institute of Technology (MIT), from the work that was being carried out within the established laboratory of the institute named the Auto-ID Labs[5], [6]. 
Established at the end of the 1990s the centre was an institute researching in the fields of networked radio frequency Identification (RFID) and other technology around the concept of wireless sensors. The originally named the Auto-ID centre the institute changed the name to Auto-ID Labs to go along with the current focuses of research and development prominently of Internet of Things, while also continuing the previous research topic[5].
As determined over the research Internet of Things is still thought of as new technology, even with how society has seamlessly adopted wireless devices including mobile phones and tablets, IoT has yet to reach a point of absoluteness in society. At MIT Sloan management a review was presented that stated only 13 percent of organizations have been actively using the technology made available through IoT for over 2 years[7]. According to the Cisco Internet Business Solutions Group (IBSG), a simple way to define Internet of Things is the point in time when there are more “Things” that are connected to the internet than there are people[5], [8]. In 2003, there were an estimated 6.3 billion people alive on Earth, with a total of 500 million devices that were also connected to the internet in that same year[9], [10]. This would mean that using these values and dividing the number of internet enabled devices by the world population, Cisco as well as other companies within the industry found that there was less than one (0.08) device for each person[11]. 
Based on the definition stated by Cisco, IoT did not technically exist in 2003 due to the number of devices being insufficient in comparison to the population. This is due to smart devices at the time including phones and tablets to still being in the development stage, it wasn’t until four years later where at the time CEO Steve Jobs revealed the Apple’s first iPhone at the annual Macworld conference. It was from that moment that the media and marketers in the industry used the term “Smart” which accurately entered the terminology on the consumer[12]. 
With this sudden prominence of intelligent and stylish technology “smart devices” were now set at 12.5 billion devices connected to the internet by 2010 and though the human population also grew to 6.8 billion as well, the number of devices per person now stood at over one (1.84) which was the first time this had happened since the study began[11]. Cisco Internet Business Solutions Group also did a similar study estimating that the number of devices would double in an additional 5 years, making the number 50 billion by 2020 which will mean that there would be a total of six (6.58) connect devices for every person on this planet. 

During the same time frame several other research organisations agreed with the realisation of how extreme the growth of IoT would be stating with research estimates in a similar value range with some forecasting higher growth of Internet of Things by 2020[13]. At the company Ericsson a telecommunication and multinational networking manufacturer the CEO at the time Hans Vestburg also stated to his stockholders at a press conference that there will be 50 billion connected devices within the next year[14]. Currently on their website Ericsson have stated that in the next five years, 4.1 billion cellular IoT devices will be connected to the internet, it states that this value is not precise to one region or sector of industry.
Soon after these reports IBM followed suit by anticipating in a press conference that they would contain 1 trillion devices connected to the network of IoT by 2015[15], this number quickly dismissed by several other industry researchers and organisation and was later proven to be correctly dismissed as during a conference presented by Gartner, they revealed that there were 6.3 billion devices connected in 2016 with the marketplace for IoT mostly being in the consumer section[16]. Other firms have also adopted similar theories in the projecting of the expected number of connected devices, IHS Markit[16] has projected 30.7 billion IoT devices for 2020 and Gartner expects 20.8 billion by the same year.
The future of IoT is still in its infancy, but this has often been the case with new technology as it takes time for the wider reaches of the industry to adopt it, when this has been achieved all these interconnected devices and the big data they will generate will provide boundless possibilities for organisations and not just within the industry of technology. In these current times all medium and large organisations utilise and rely upon information and a networking infrastructure that has the benefit from Internet of Things will ensure the best practicality when it comes to future expansion. 
Where the profit comes from for these organisations derives from research and successful identification of the opportunities that are determined by data collected by Internet of Things and paring this with the knowledge of how to get the most out of using the latest available technology. Evident by the scale of growth and interest with Internet of Things, the concept of the technology has been changed and adapted so that it can be used in several different and unique situations due to IoT being simplistic and adaptable by design. To help better understand IoT, the next section provides a number of situations in which the technology is used to improve that area.


[bookmark: _Toc20759304]2.2.1 Internet of Things in the Real World 
Military Operations
As with all technology it starts in the military, the early concepts of using a form of wireless technology in the military goes back to the 1970s with the U.S. Department of Defense developing the Navstar GPS which is operated by the U.S. Air Force[17]. With the introduction of IoT and the advancements in the field, wireless devices are now being attached to weaponry, vehicles and other machinery. This is to ensure that the equipment is maintained with minimal time delay and cost, the data that is collected from the devices it will allow for predictive maintenance and scheduling based on past trends[18]. 
A foremost example is the use of sensors in the U.S. Air Force multirole fighter Lockheed Martin F-35 Lightning II, this fighter jet uses the Autonomic Logistics Information System (ALIS, pronounced “Alice”)[19]. ALIS uses sensors that are strategically placed throughout the aircraft which has the ability to detect performance, compare them to parameters then use analytics to predict when maintenance is needed and then communicate with maintenance staff so that the right parts are ready beforehand[20], [21]. 
This however is only one example of what the Military plan to do when it comes to implementing technology in the multiple areas of defence, both the United Kingdom and the United States military agency have created a department for the innovative science and technology to assist in the defence and security of their respected nations[22]. Under the terminology of either Internet of Military Things (IoMT) or Internet of Battlefield Things (IoBT), in the last year the US Army Research lab awarded $25 million to the IoBT research alliance. With the purpose of the technology is for the deployment of dynamic devices across the battlefield, exploiting the computational power of  Artificial Intelligence to provide situational awareness and meet mission goals[23]. 
According to a research report done by IEEE the US military are providing on field data gathering and intelligence via integrated systems and the users at central command[22]. On the next page Figure 2 shows a schematic of how IoT and edge computing will work, being capable of determine enemy combatants and civilians using biometrics that are built into sensors. These biometrics can also be installed on to a soldier’s uniform to monitor their physical and mental state, ensure their well-being and performing as expected of one in the armed forces. The networking of edge computing also providing a secure means of accessing equipment on the battlefield, thus ensuring weapons and vehicles do not end up in the hands of the enemy[24].  
[image: ]
[bookmark: _Toc20759347]Figure 2 - Schematic multibiometric edge-computing architecture[22].
Air Travel
In the transport industry, more companies are implementing Internet of Things in to the infrastructure, with Airports such as Heathrow which facilitate an average of 1,299 flights a day[25]. Heathrow’s view on using IoT is seen to keep up with increasing demands at the Airport in terms of customer service, maintenance and productivity[18]. Internet of Things in air travel can also increase cost efficiency of flight operation, while also assisting in improving the passengers’ experience which in turn can ensure a customer’s return for services. The use of IoT devices on aircraft can prevent delays and ensure crew and passenger safety by detecting mechanical faults in real time much like the previously mentioned version used on the F35 jets. 
[image: ]An example of this would be that the multiple IoT devices can be used to monitor cabin pressure, temperature and other inflight services [26]. A second example is the Airbus Connected Experience, by means of connecting all elements of an airbus from the seating to the restrooms, with the purpose of providing the best experience for customers[27]. The organisations can also analyse the collected data and provide aircraft crew with real-time updates about anything including seat positions, restroom availability, and customer satisfaction. 

[bookmark: _Toc20759348]								    Figure 3 – Innovative solution through IoT[28].
Climate Change
A prominent topic discussed in science and an existing problem facing humanity is climate change, it is pushing many governments, organisations and corporations to change their policies to aid in the efforts to resolve it. The forefront of global warming comes from the burning of fossil fuels for energy and the business mindset of using energy on demand instead of efficiently using energy as required. Internet of Things is pushing the way to help improve energy efficiency with the developments in Smart Metropolitans and the future development into Smart Grids. 
There are several signs of climate change as evidenced by NASA’s Global Climate Change website, this public site lists indications that are connected such as the rise in global temperature and the decrease of the snow cover in the northern hemisphere as well as the ice sheets decreasing in mass across Greenland and the Antarctica[29].
As the industry is a large contributor to climate change several of these companies are investing in ways to improve the business planning to combat these effects and help towards a more efficient and evolved technology and services. Companies including IBM, Microsoft and Google have been principal in the way to utilising IoT to help fight against climate change utilising their own resources and development. IBM are utilising an advance system called IBM Watson this Artificial intelligence is used across several areas, when it comes to IoT it is utilised by several third party companies to optimise anything from reducing pollution by calculation efficient traffic route to lower congestion to weather data via satellite imagery to improve crop yield through soil and irrigation management[30].
Then it comes to companies who have pushed ground-breaking accomplishments to a level where high energy efficiency is achievable, with Apple it was recently reported that the company is globally powered with 100% renewable energy. it was also stated that the management of energy through wireless sensor technology and the company’s creation of energy through renewable means, has made the Apple Headquarter energy efficient to the point where the comply is providing clean energy back to the power grid[31].


[bookmark: _Toc20759305]2.3 Wireless Sensor Network 
The application of Wireless Sensor Networks (WSN) are integrated into multiple systems across the industry as well as areas of the consumer market, it has been recognised as one of the leading technological advancements of the 21st century[32]. This was achievable with the advancements in microelectronics and wireless communication, allowing the sensors to be produced as low-cost and intelligent to where they can be deployed at any physical location on or even off this planet. The concept of Wireless Sensor Networks was the start of Internet of Things, but since the recognition from the early 2000s of IoT they were deployed in corresponding to one another in many circumstances are one and the same with their use in the field being the factor of the terminology used[33]. 
Due to the parallel development of WSN and IoT with the purpose of developing an “internet-like” communication that is integrated and applied to acceptable devices and objects, it is from this coexistence of technology that standards for wireless communication was developed some examples are Zigbee[34] and LoRa[35]. Following the similar design structure of the Internet a WSN can provide unlimited capabilities for applications across a broad range of the industry, previously the concept of this type of network started in the military and is where it gains the most practical development. Other notable wireless communication networks including cellular systems and mobile ad hoc networks (MANETS)[36], while when it comes to WSN it relies on being a specialist type of network in comparison to the other networks. Wireless Sensor Networks has been a key field of research in the Information Technology industry for the past three decades, this has been to explore, determine and solve the limitations in the design and deployability so far, the application of WSNs has been limitless and has already revolutionised the way humanity lives, works and interacts with the physical world[37]. 
An IoT research company named On World stated in a report that between 2011 and 2016 wireless devices that would be installed in fields of industry would increase by 553% this would equal 24 million wireless sensor devices added to a worldwide network. From 2017 it is believed from IoT researchers that every organisation, business and consumer will use WSN in at least one form on an integrated system within the company[38]. As it was stated before with Apple’s headquarters as an example, new forms of constructing and ease of integrating technology with implementing WSNs the idea of Internet of Things is now a staple of architecture design of high class buildings and this is simpler to having the technology implemented after construction by the tenants. 

[image: ]A Wireless Sensor Network is formed with multiple sensor nodes that communicate to a network hub or gateway, these sensors are effective, multi-functional and are capable of being deployed in mass quantity. The nodes are typically much smaller than one would think being able to process and communicate much like a computer, this is due to the four hardware components that consist within each sensor node. Generally, the hardware in a sensor node (Figure 4) should consist of a microprocessor, a wireless module, required sensors and finally a power supply unit. The power module as its name suggests offer dependable power to the device, the sensor though can be more than one can obtain information on the environment as a digital input status. Input that is monitored by the sensors are processed by the microprocessor to give information for the user that is a direct reflection of the collected data. The Wireless Transceiver (RF Module) would then transfer the data to the controller or gateway that is on the network, which is then sent to an application which can allow physical realization of communication[39].


[bookmark: _Toc20759349] Figure 4 – Hardware Structure of a Network Sensor[39].
The working environment for industry WSNs is characteristically severe, the bad environment with the narrow-band multi-frequency and interference are known to make the reliability of communication systems an issue. In terms of real-time capability and applications for WSN have stricter requirements than the other network types, a small latency within this can lead to major inconsistency in data. Consequently, real-time communication must have 100% uptime in many of application as part of this technology, lastly low energy consumption is a key to support the long flow of independent with many WSN are designed to be mobile and ease to being flexible in situations. This is also another requirement needed for WSNs and IoT application, especially for the devices with batteries that are difficult to replace ether due to the form of battery or where the device is located. Giving to the requirements specified for the current WSN application, the development of access network technology has already made noteworthy progression. The representative access technologies that are more systematic and noteworthy are Bluetooth 4.0 oriented towards medical use due to how radio waves can affect hospital equipment, IEEE 802.15.4e oriented towards industrial due to its robustness and Zigbee for when it comes to IoT[40].          
Due to its flexibility and robustness Wireless Sensor Networks comes with a number of advantages[41]. One that was mentioned is the mobility of the sensor nodes due to its capability of wireless communication, thus allowing the nodes to monitor ‘things’ in motion such as vehicles and even animals. Usually animals kept on reserves or are being researched in the wild are tracked and monitored using Wireless Sensor Networks, the system is not only used to monitor the animals but prevent poachers[42]. Another is that Wireless Sensor Networks have no fixed positions for each sensor the nodes can be placed in any location within range of the hub or another node so that the data can be sent to gateway[43]. Wireless sensor networks are also having a notable advantage over their wired counterpart, due to the cost effectiveness in not needing excess wiring, power and additional equipment for deployability[44].
There are always a number of disadvantages as well and WSN is no exception with the prominent attributes from the wireless component and low power attributes of WSNs, it is reasonable that this type has limited bandwidth and throughput in comparison to the typical wireless networks. Wireless signal cannot be sent to only specific nodes, this goes against the format of what a wireless signal is, because of this the wireless signal can be a point of attack for hackers[44]. The network can be configured to hide the signal, but still possible to those who have the education to find and attack thus still compromise the network and the transmitted data. Another is interference that effects all wireless devices it can be cause by other mobile devices or the natural electromagnetic fields of the environment with other electrical devices can cause signal interference and negatively affect the network stability and data integrity[41].
[bookmark: _Toc20759306]2.3.1 Wireless Sensor Network Topology
[image: ]As stated previously a Wireless Sensor Network consists of a number of node devices, a gateway or hub and a way to interact with the nodes typically this is done over the internet. When a Wireless Sensor Network is first deployed it usually follows a certain process, firstly the placed nodes will broadcast their status at the time to all local devices as well as receive the same from other nodes. Secondly, the network of sensors will organize autonomously into a converged network based on a topology, such as Star, Tree and Mesh. Lastly, suitable data paths are established on the network ready for data transmissions of the sensed data[39].
[bookmark: _Toc20759350]						     	Figure 5 – convergence of Wireless Sensor Network[39].  
The power of sensor network nodes is usually provided by batteries, so the transmission distance of WSN nodes is short, it can be anything up to 1000 meters in an open environment but is considerably less when obstacles are a factor in a dense forest or urban area. There is a way to expand the transmission range, the sensor network can use multi-hop allowing nodes to chain communication between each other to the gateway. To be exact the sensor nodes are both transmitter and receiver, the source node sends data to a nearby node for data transmission to the gateway[45]. The neighbouring node forwards the data to one of its nearby nodes that are on the path towards the gateway, the forwarding of data is repeated until the data arrives at the final destination the gateway. The protocols and some implementation techniques of WSNs can be adapted to already established architecture and technologies of wireless and wired networks. However, the key features of WSNs always remain as self-organization, self-adaption, limited nodes energy, and unstable transmission links[39].
[image: ]
[bookmark: _Toc20759351]Figure 6 – Example of a deployed WSN[39].
The positions of WSN nodes can be arbitrary, the nodes can be moved, sheltered and interfered with, the topology of mesh networks has great advantages in flexibility and reliability compared with other network topologies. The self-organizing management approach of network nodes can greatly improve the robustness of the network, resulting in a smart mesh networking technology much like the nodes above in Figure 6. With each node monitoring first their surrounding neighbour nodes and measures its signal strength and then it will select the suitable neighbour node for time synchronization and sends a connection request. The neighbour node is then responsible for delivering requests to the gateway. The gateway then receives the request and assigns the resources for the node. With a mesh network, the sensor network nodes can be assigned with multiple transmission paths to improve the reliability of network. Time synchronized mesh protocol (TSMP) network of the Dust Networks are capable of supporting self-organizing network and one consisting of a large quantity of nodes[46].

[bookmark: _Toc20759307]2.3.2 Wireless Sensor Network Standards
To ensure Wireless Sensor Networks are developed for worldwide applications, there is a necessity for engineering of a low-cost sensor products in the field. Out of this necessity it is vital to specify any relevant communication standards so that any sensor node that is a product of different manufactures have the capability to operate with one another. As mentioned before large amount of funding and research is being made in many standardisation organisations such as Zigbee to combine the market, this is a lead contributor to ensuring low-costing interoperable devices as well as to avoid the possibility of profiteering of proprietary incompatible network protocols. In a certain way, the success of WSNs as a worldwide technology that is easily attainable will largely rely on the accomplishment of these standardisation over the development of the individual devices[47].
Wi-Fi is probably the most common and well-known form of communication between wireless devices be it in the home or workplace, this has led to the number of consumers being a user of Wi-Fi to be at an all-time high with many of the IoT manufacturers using this widely accessible standard to their advantage. This statement can be evidenced by a report done from the Internet Users Survey where it was estimated that 88.6% of people use the internet in their home and the standard, they are using is in the spectrum of IEEE 802.11[48].
The organisation behind the Wi-Fi standard is the Institute of Electronics and Electronic Engineers (IEEE) where it was given the identity of the 802.11 by the engineering task force assigned to the standard[49]. This standard has seen many improvements since its initial development over three decades ago and still uses the first two of the OSI model those being Physical and Data link layers. While the Physical layer (PHY) is responsible for the transmission speed at which data is sent over the medium, for this being the radio waves of the 802.11 channel. This would require the modulation of the data as bits being converted as a binary format to a radio frequency using sine wave and then the consequential conversion back to a binary sequence using demodulation. The Data Link Layer more important the Media Access Control (MAC) part of the layer is the part responsible for addressing the network allowing for multiple point support that is needed for a local wireless network that consists of more than one device, as MAC is only partially the layer itself also controls encryption, authentication and frame retransmission of data being communicated[50].

[image: ]The IEEE 802.11 standard that we recognise today uses a technology called Orthogonal Frequency Division Multiplexing (OFDM) and its advance version Orthogonal Frequency Division Multiple Access (OFDMA), both these forms of modulation are used from DSL broadband to 4G mobile communication[51]. Orthogonal frequency division is a technique that takes a single available wireless channel and separates it in to overlapping subcarrier frequencies as seen below in Figure 7 these subchannels can be used simultaneously allowing for multiple channels to transmit different signals[52]. 

[bookmark: _Toc20759352]              Figure 7 – OFDM Subcarriers[52].
[image: ]As previously mentioned, IEEE 802.11 has evolved into numerous sub standards shown in Figure 8, displaying the start of the standard in 1999 and future in development standards. As seen below the iterations of the standard has lend to massive improvement in frequency, speed, effective range and though not shown security. The current standard for deployment is named 802.11ax though being called Wi-Fi 6 so its easily identified to consumers is expected to be an improvement of around 30% in transfer speeds over the previous 802.11af, in turn due to improvements such as using OFDMA[53].









[bookmark: _Toc20759353]         Figure 8 – List of present and future 802.11 Standards[54].
Other standards more focused on IoT are being developed by the Institute of Electronic and Electrical Engineers 802.15 Task Group 4, much like Wi-Fi this standard also specifies the first two layers of the OSI model for low-rate WPANs[55]. As defined in the Project Authorization Request, the purpose of Task Group 4 is to provide a standard for the manufacturing of senor nodes including its components being described as “ultralow” as well as being capable of low-data rate wireless connectivity and being inexpensive. The release of this standard was 14 years ago and was made as an opensource standard, being circulated via their own IEEE website.
This protocol standard is simple and flexible, not being restricted to any infrastructure[56]. The standard features are as followed:
· Data rates of 250 kbps, 40 kbps, and 20 kbps. 
· Two addressing modes: 16bit short and 64bit IEEE addressing. 
· Support for critical latency devices. 
· CSMA - CA channel access. 
· Automatic network establishment by the coordinator. 
· Fully handshaking protocol for transfer reliability. 
· Power management to ensure low - power consumption. 
· Some 16 channels in the 2.4 - GHz ISM band, 10 channels in the 915 - MHz 
The standards of IEEE 802.15.4 on the physical layer has been specified to coexist with other IEEE standards for wireless networks, including the standards IEEE 802.11 (WLAN) and IEEE 802.15.1 (Bluetooth). Features of the standard also include the capacity to active and deactivate the radio transceiver and the transmission of packets on the physical medium[57]. The standard operates in one of the following licence free bands:
· 868 – 868.6 MHz (e.g., Europe) with a data rate of 20 kbps. 
· 902 – 928 MHz (e.g., North America) with a data rate of 40 kbps. 
· 2400 – 2483.5 MHz (worldwide) with a data rate of 250 kbps.
With the IEEE 802.15.4 standard only defining the first two layers being the Physical and Data Link layer another standard needed to be developed to take in to affect the layer about the first two layers. The Zigbee protocol stack was a concept in 2004 when it was proposed at the end of that year by the Zigbee Alliance, which is an association of companies that work together to enable a reliable monitoring sensor device that is based on an open worldwide standard. This protocol was also revised at the end of 2006, which introduced extensions to the standard as well as improvements both of these releases are available from the Zigbee website[58].          

The Zigbee standard was developed to include the upper layers being the Network and Application layer. The function of the network layer is that it provides network functionality for the different network topology and the application layer is to provide a framework for distributed application development and communication. These two protocol can be combined to one another to create a stack that support short-range low transmission speed communication within battery powered devices[59].
[image: ]
[bookmark: _Toc20759354]Figure 9 – Architecture types of WSN[41]. 
Zigbee is able to support different topology types examples (Figure 9) include Star a network that uses a central hub for all points of communication with the nodes, though a drawback of this is the gateway can be a bottleneck with the congested traffic of data coming from the coordinated nodes around the gateway. Full Mesh is where the sensors are able to communicate with one another not just the gateway allowing to route data on less congested paths and due to the multiple links, it is the topology that is least likely to have a single point of failure. The final is a Mesh Hybrid combining the key features of both previously mentioned topology strategies. On a close inspection multiple star networks coexist, but their gateway can communicate as if it was a mesh network. A hybrid has the capabilities of allowing longer distance communication than a Star topology and more capability for hierarchical structure than a Full Mesh topology[60].  
There were some cases where the need to vastly extend the distance between IoT devices even the extent to cover a large geographical area in order to control and monitor a large amount of sensor and other wireless devices. The current distance restriction on the IEEE 802.11 and 802.15 standards have led to the development of wireless communication used in IoT this is called Low-Power Wide-Area Network (LPWAN) and is a technology that is well suited for long range wireless communication[61]. First development of this standard was in 2011 by a company named SigFox and has been credited as an efficient and scalable solution for long range low power wireless communication[62]. With many other companies such as Ingenu[63] and Lacuna[64] developing versions that adapt to suit the requirement they need, these development and popularity of the standard is to the position of where it has its own organisation of professions dedicated to its research and advancement named the LoRa Alliance[65]. 
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[bookmark: _Toc20759355]Figure 10 – Example of a LoRa hierarchy[66].
A Key technology within LPWAN is Long Range Wide Area Networks (LoRaWAN) this is a specific adaptation of the technology used within the industry of IoT. LoRaWAN has the capability to an entire city with one gateway for all network traffics to communicate through, though can be much further with the use of satellites[64]. LoRaWAN acts just as any typical wireless network using a Star topology and predefined Internet Protocols for network communication. A uniqueness of LoRaWAN is that its architecture can be separating in to front end which consists of gateways and end devices and a back end that consists of servers which stores data before forwarding to application servers which take advantage of this type of standard being exceptional in large scale situation[66], [67]. 
LoRaWAN provides additional features apart from long-range IoT communication, a notable feature much like other standards of IoT is low power consumption for enabling extended communication over several years. LoRaWAN has a low-cost efficiency as hardware is basic and deployment follows that simplicity of requiring minimal infrastructure. LoRaWAN however is not the perfect solution in its current state, this mainly is due to the connection, the average data rate across LoRaWAN is roughly between 1kbps and 1000kbps due to the low bit needed for long distances. LoRaWAN having to cross distances of up to 15km means it’s liable to interference even within the same frequency band[68]. 
[bookmark: _Toc20759308]2.3.3 Wireless Sensor Network Design Limitation
When it comes to sensor networks there are a few challenges that have to be considered when they are in development, these limitations succeed those usually found in the standard wireless ad hoc network. This type of wireless communication has no required infrastructure, making it additionally challenging with how specialised the zone is of a wireless sensor network with its key feature noted previously. For this type of network to achieve its maximum development the used protocols and standards need to be designed to overcome several issues[69], [70] that have already been noted in other reports, additionally simulation testing on different platforms are also discussed in these reports[71]. 
Wireless sensor networks have the function of scalability going from a few nodes within a small area such as a home or workspace to potentially hundreds that could expand over a continent, additionally, the deployment density can also be scalable. For collecting high definitive data, it is possible for the node density to reach the level where a singular node has a hive of neighbours within its signal range such as within a smart city environment. The protocols and standards used as part of the network need to be scaled within these extreme parameters while still maintaining an acceptable level of performance.
As stated in this report, sensor nodes are frequently deployed in hazardous zones by the industry and military alike both placing the sensors in places that are vulnerable to the environment. Susceptible to these situations’ sensor nodes can fail for any number of reasons not just limited to simple hardware problems, physical damage or power loss. While it is expected that node failures are going to be higher than the ones used in wired or infrastructure based wireless networks, the protocols deployed on a sensor network should have the capability to detect these failures as soon as possible[72]. The nodes should also be robust enough to handle failure of a catastrophic scale while keeping the overall functionality of the network intact, this is especially relevant in routing protocol design for packet path rerouting with the different deployment options being considered for fault tolerance requirements.
At the start of this section it was mentioned that every node is composed of four modules, but optionally a sensor node can have numerous additional components connected including a global localisation system to enable location awareness routing and other location-based services. Additional functions installed on the node can also lead to an increase in both cost and power consumption and size depending on the case utilised. Additional functions must always be a part of the design process when trying to balance functionality against the cost and low-power requirements usually thought of when it comes to wireless sensor networks.
[bookmark: _Toc20759309]2.3.4 Securing IoT and WSN
There have been a number of pop culture references over the years depicting an advance society where the Internet of Things has been set as a fictional possibility of what our cities could be like in the future, though now it’s not fiction as Smart cities and automated society through machine learning and IoT become a common trend. Another common notion in pop culture that has also been a proven possibility is the privacy and security within this advance society and how it becomes more difficult to ensure with the increased complexity of creating an adequate level of security as  the overall level of security is always contributed to being the weakest part of any “connected” system. 
So, the underling inquiry when it comes to developing IoT and WSN systems is the function of how to secure the system to a level that can ensure individual privacy and secure the infrastructure so it can discourage and recover from malicious attacks. Typically for network security standards the CIA Triad is used, which is designed to protect the confidentiality, integrity and availability of network data. Its purpose being to make a system reliable and protected against malicious attacks that can cause malfunctions and loss of information. As Wireless Sensor Networks have characteristics beyond a typical network additional protection is needed. These special requirements being Trust, Security and Privacy (TSP)[39].
No matter what application a WSN is being deployed for it will require integrity, availability, confidentiality, non-disclaimer and user privacy with the addition of support systems that are capable of protecting the system from malicious attack. TSP will always be responsible for a number of features that protect against network tampering including, communication channel and the routing of the Network layer of the OSI model[73]. TSP logging/auditing are a necessary function and a requirement for the detection of malicious attacks. The founding technology that is behind TSP comprises of encryption, access control message authentication and identity authentication. The TSP necessities of Wireless Sensor Network may be categorized as the following: crypto algorithms, key management, and data aggregation[74].
When it comes to the actual attack of a sensor node it can occur either through its logical interfaces or by direct interaction of the physical device, with that it is also within reason with what has already been stated that node can be moved without authority. Typically, a manufactured sensor node will have built in security including a secure wakeup and boot, a long duty cycle is adamant to ensuring the nodes long battery life feature. A known exploit of this feature is a Denial of Service (DOS) named Sleep Deprivation attack[75]. 
This attack prevents the sensor node from going into a state of low power consumption or sleep, without this function the nodes lifespan is severely decreased, this could cripple a network that depends on each node being powered for several weeks but lose power in a couple. The standard measures of security such as authentication and encryption do not protect from this attack and the node will always be powered up for the collection of data and processing. The attack is detected only after its task is complete and the power supply is emptied, a way to prevent this kind of attack is the addition of a wake-up radio installed on the node that remains aware of the communication channel when the sensor node is in sleep mode and is used to trigger a wake up when its needed. To add security to sensor nodes, the wake up signal is unique only used once and independent for each node, it is sent encoded when waking up a node[76].
As Wireless Sensor Networks of a Mesh topology uses multi-hop for data transfer and self-organising, each node must also have the capabilities of route discovery, route establishment and routing maintenance. Securing the routing protocol so that nodes may complete effective routing decisions are a prerequisite for aggregation and redundancy elimination from node to node. There have been many secure routing networks specifically designed for WSNs, these can be divided into three categories according to the WSN structure; Flat-based routing, hierarchical based routing, and location-based routing[77]. Though useable without encryption, this method is known to counterattack most common attacks including false routing information and wormhole[78]. 
When it comes to specific standards, Wi-Fi being as old as it uses an ever-evolving scheme of security features to keep up to date to combat the latest cybersecurity threats. IEEE 802.11 has seen many changes along with each of its version including authentication types and encryption, the most recognised form of Wi-Fi security is its password encryption. Starting with its base form Wired Equivalent Privacy (WEP) was developed by IEEE who wanted to develop a technique that was matched with the 802.11 specification. When there is a request of information WEP takes the data frame and checks for tampering with the Integrity Check Value and is encrypted with its format for WEP that is Rivest Cipher 4 (RC4) which is an encryption type used by both transmitter and receiver. The issue with this format is that the cipher is too short and can easily be deciphered by third parties[50].

The modern take on Wi-Fi encryption and the one being the most recently updated is Wi-Fi Protected Access (WPA), with is third iteration set for release in the near future. While still a familiar form of security compared to WEP, this format not only increases the Initialization Vector (IV) bit count but also changed it encryption type to use the Advanced Encryption Standards (AES) usually the strength of this encryption is noted with the bit count of it common versions include 128bit and 256bit[79]. The current version is WPA2 as seen below (Figure 11) uses CCMP encryption, which is a combination mode using block ciphers, it uses the same key for confidentiality as well as creating the cryptographically secure ICV. In 2004 the National Institute of Standards and Technology approved the use of this security targeted at applications that demanded the level of security[50].   
[image: ]
[bookmark: _Toc20759356]Figure 11- Security algorithms comparison for 802.11[79].
As LoRaWAN is still in its early stages of development there are many unseen flaws in the standard that have to be taken into account when looking at its level of security, due to the low cost of the end devices. It creates the potential for hackers to gain access into the network with relative ease, as a countermeasure for the potential flaws the LoRa alliance have implemented Security keys for the network using a Key Management System (KMS). Which is stored on the networks server and ensure consistent key distribution to authorized devices, the LoRa Alliance also used the trusted encryption format of AES-128bit on end devices and the gateway to ensure security. But due to the low bandwidth function of the technology additional features could hinder its function changing its overall purpose[80]. 


[bookmark: _Toc20759310]2.5 Environmental Monitoring
While environmental monitoring isn’t necessarily a new trend, due  to the similar systems being used by companies that deal with hazardous materials such as power plants and transportation of petroleum[81]. Though through advancements in technology environmental monitoring is a vital tool used by businesses to ensure compliance with environmental regulations, evaluating clean-up operations and for ensuring safety. But environmental monitoring is also used for investigations towards the state of an environment including both its natural changes as well as the impact of human activity[82]. Over the past decade, only a handful of countries within Europe and Central Asia have been able to uphold prevailing monitoring activities. The monitoring of urban air pollution while is medically seen as important for human health risk can poorly effect subregion cities, currently stated hazardous waste monitoring is poor and industrial emissions still not monitored at an acceptable level. This in turn and a benefit for large organisation is the effectiveness of policies such as emissions charges and fines. It was stated that monitoring systems also need strengthening. Currently many of the systems used within European and Central Asian lack an international methodology across different monitoring metropolitans, even their forms of classification and documentation are often incompatible due to each national using their own standards[82].
In 2003 at the Fifth Environment for Europe Conference, UNECE Ministers endorsed recommendations for establishing environmental monitoring systems in European and Central Asian countries prepared by the UNECE Working Group. Ministers also endorsed the UNECE guidelines for the preparation of national state-of-the environment reports. Together, these documents provide a road map for strengthening, monitoring and reporting in the European and Central Asian subregion[83].
With how vast the field of environmental monitoring is there are multiple forms some examples include Enterprise which is a system of measures installed and purchased by its operators, the system includes continuous and periodic observations, treatment of data relating to environmental protection and the reporting of the results to the management. All the employees of enterprise, the public authorities and the general public are sets of primary, intended or accumulated data. For biodiversity a maintainable development depends on a rich environment with a diverse ecosystem. Any areas that are considered protected, especially those of the International Union for Conservation of Nature (IUCN), are essential for conserving and contribute to justifiable development. These indicators provide a resource to measure the response to the degradation of ecosystems and the loss of biodiversity in a country[83].
Finally, the gathering and analysist on water quality is an essential part of making sure lakes, rivers and other bodies of water are safe and sanitary. A key importance of this monitoring is the condition of the water chemically, with specialists concentrating on the occurrence of oxygen, pesticides and other affectable contributions. It also monitors the physical conditions these including but not limited to flow, temperature, sediments and erosion which are all considered while biological measurements of plant and animal life can also be used to determine water quality[82].
[bookmark: _Toc20759311]2.6 Review of Related Work 
As this chapter has been for the initial research the areas that cover this project before the experiment part of this project is designed, a key aspect of this part of the report is the analysis of work and reports that relate to the topic of this project. Due to Internet of Things being the forefront to many in technology research and engineering, the following selection of report are chosen due to their relevance and structure of this project.
[bookmark: _Toc20759312]2.6.1 Building an open-source environmental monitoring system – A review of state of the art and directions for future research[84]
This report was done as a collaboration between the University of Moratuwa and the University of Southern Switzerland, the purpose of this report came from one of the key contributors noting an increase of flooding situation in response to unpredictable density of rainfall in Sri Lanka. It was  theorised in the introduction of this report that with Wireless Sensor Networks and environmental monitoring at its current state that there was a way to deploy a system that can act as an early warning for these dangerous situations, it was stated in the report that 84 people lost their lives during a storm that caused wide spread flooding. 
It went on to research looking into what was considered state of the art for open source environmental monitoring, looking in to IoT and the wireless sensor network much like this report. It goes on to discuss the application of IoT and the open source hardware that is available including Arduino as the core of the system and the possible parameters it can monitor. A system named 4ONSE which was also developed at the University of Moratuwa was briefly mentioned noting its prior use as a mobile weather station. The report goes in more detail of the motivation behind this project, outlining the lack of environment observation systems due to the still developing country. Most importantly noting the country’s weather station and its limitation of its hardware and ability to adapt, highlighting again the prior project of 4ONSE. 

It jumps straight in then to the systems architecture noting the selected sensors and their parameter, while also affirming that an Arduino microcontroller will be the core of this node, the system schematic and other systems are presenting in a format with the necessary diagrams. It also goes into detail in explaining the other needed components for the node including communication and power, it gives a brief description of the stations deployment around a river basin known for having floods during bad weather condition. A large section of this report goes over what was learned through the duration of the project making note of the limitation of the components as  well as anything that went wrong while constructing the node, this is a great source of information for when this project is taken up again in the future. The conclusion of the report was brief partly due to the experiment still taking place when the report was published but made the note of the development of the system comparing it to other systems while outlining the cost of the system build.                         	    
[bookmark: _Toc20759313]2.6.2 Environmental Monitoring of Heritage Buildings[85]
This report was undertaken by personnel of the Italian university Politecnico di Torino, with the purpose of monitoring heritage buildings and any artefact that could be found within such a structure. Within its introduction it explains the difficulty of this project how most heritage building doesn’t have quality of life systems such as air conditioning due to the effects it could have within, this carefulness within its perimeter make it difficult to install ant type or system. It goes on to make notes that environmental monitoring systems are complex and visually noticeable due to being used for industrial purposes, something that would not be allowed in a place that preserves history. It goes on to state the test location will be an Italian villa of roman design, outlining that the system will need to be created with discretion in mind.
When it came to explain the sensors that will be used as part of this monitoring system, the design and materials used for the building’s decoration were described including that mercury was a component of many of the mirrored surfaces. This mercury will slowly evaporate overtime generating a vapor toxic to humans, not to mention the corrosive nature of mercury in its liquid form. Two types of sensors were used for this project first was temperature and humidity made to be the size of a button, so they are as discreet as possible, the other was to monitor the levels of mercury around specified points in the building. 

The sensors were outlined to the overall architecture of the network, this part of the report was straight to the point noting the radio communication and other key elements. The next section was the tested labelled as a campaign it gave a description of the parameters of the test and giving evidence of what the sensors were able to detect, this was clearly shown through the use of tables for each input detected. Though this report seemed to be written when testing was still in the early stages the conclusion was a preliminary suggesting that the project was a success and was awaiting further evidence to support the idea of this system being used for other heritage buildings.              
[bookmark: _Toc20759314]2.7 Conclusion 
In this section, the research has been outlined in terms of understanding of the field of Internet of Things and the technology that it used within its research and development including Wireless Sensors Networks and the communication standards of IEEE 802.11 and 802.15 along with the specialised IoT Zigbee and LoRa protocol. It has outlined a foundation on how the technology of IoT and WSN security is currently and showing that there is still a way to go in perfecting it. Through the related work section, it is shown that this topic has been the subject of research and development for many years and with its flexibility and scalability there is no point showing that the industry has reached its limitation. The reports, articles and other resources found for this report have giving the author a great insight as to how to go about this project as well as give notion to how the designing of the network can be started.  
A key point of this chapter was the reports chosen as related work these reports were both chosen due to them using Wireless Sensor Networks to undertake unusual objectives. They were also chosen as they followed an idea the author supports in creating a WSN with using open source hardware and readily available software. From these reports two thing were learn for assist with this project first is the design part of the sensors due to the unusual nature of the aim the nodes will need to be improved the first design will not be its final, secondly was the notation of the network architecture with it outlining the key features of the networks  and showing the layout of the network with diagrams or other forms of visual aid.

[bookmark: _Toc20759315]Chapter 3 - Research Methodology 
[bookmark: _Toc20759316]3.1 Introduction
This chapter of the report will consider the research methodology and the development method that will be employed to reach the completion of this project. It will be taken into consideration any ethical and legal issues that are connected to this project as well as calculate any risks and limitations that could affect the project and plan steps to prevent them. The final part of this section, it will be considered how to evaluate if the aims and objectives have been accomplished[86].
[bookmark: _Toc20759317]3.2 Research Methods
Before the research of this project was started it was important academically that an appropriate research philosophy is decided on. Based on prior experience with undertaking projects in this field a method of research was determined, that it both recognised and was familiar to the author. The different layers of research which are philosophies, approaches, strategies, choices, techniques and procedures.
[bookmark: _Toc20759318]3.2.1 Research Philosophy
For this project, which has the aim of designing and developing a WSN, the philosophy that is best associated with this project aim is positivism. It is highlighted that this philosophy determines a theory that can be researched and tested, giving output data that can be measured as acceptable information in terms of its credibility and quantifiable. Positivism also covers the architypes of objectivist, experimentalist and research that is based on facts rather than guess work and provides a format at which research can be replicated by others to generate the same results[87]. As this project is to show that a system can be created for the purpose of environmental monitoring the outcome of the experiment should remain as a constant conclusion each time.
[bookmark: _Toc20759319]3.2.2 Research Approach
A fitting approach to deal with the research demands of positivism needs to be decided, the two opposite ends of research within this section is deductive and inductive[87]. The inductive approach is on the basis to create a theory, taking an importance on what the researcher has as a working title over an already existing theory. In understanding the research of this approach, it progresses from the stated theory to observation, analysis and then the finalised theory. 
Therefore, if diminutive research exists on a topic then the inductive approach is the way to proceed. The Deductive approach is the contradictory, it is based on analytical using questions and sets on the research to answer those questions. 
The aim of this approach is to conclude with the straight conclusion of yes or no, the query can be statements or speculations about a given field that the researcher has confidence of it being answerable. The process of this approach goes from the research question to data collection to results of findings in terms of confirmation or rejection of the research question. This can then lead onto revisions of the research and then allowing the process to be recreated.
[bookmark: _Toc20759320]3.2.3 Research Strategy
Leading to the options of strategy in which the research of the project will follow. The project being undertaken can be considered an explanatory study as the aim is to set specific variables to produce quantitative data. For the project that was proposed the strategy that seems most suitable is experiment, with the support of archived research to assist with expanding the knowledge base of the author in this topics background. Experimental design is understood as the more inflexible and logical structure this suiting the authors mindset and would allow the project to be repeated also a necessity of the project, this strategy is designed to generate data, and have it statistically analysed
[bookmark: _Toc20759321]3.2.3 Research Choice 
The aim of this project is to physically build a WSN to monitor a timber framed environment to determine if there is an environmental effect within said structure, which is why this strategy has been chosen[87]. Stated previously archive research is a strategy that will be used as a secondary strategy, the research into WSN and Internet of Things have been done over the past decade. So, this would allow for exploratory, explanatory or descriptive analysis of changes tracked over this period of time. This being depended on the previous work in the field and the resources available to be improved and as it is an experimental strategy it is a possible with the time.  
[bookmark: _Toc20759322]3.2.4 Research Time Horizon
The time horizon that will be employed during the course of this project is longitudinal rather than using cross-sectional. This is to ensure that the testing can be done over a longer period of time, this would allow production of more data collection and allow the analytic results of the project to be more accurate.
[bookmark: _Toc20759323]3.2.5 Research Techniques
The data collection methods that will be used for this project is mixed method, this research makes use of both quantitative and qualitative methods in the study, data collection and analysis. It is well-known that using this method can be used to counterbalance and resolve any restrictions in data by sustaining or predicting what could be missing.
[bookmark: _Toc20759324]3.3 Research Design and Process
In order to identify that an experiment needs to be undertaken as part of the project, the requirement of how to perform the testing and collect the data will need to be planned first. As this project has been undertaken due to the authors experience in this field of network technology and prior experience with Wireless Sensor Networks with any further knowledge coming from studying documentation on the chosen subject as well as discussions with persons of the industrial society of wireless technology. Furthermore, is observation as mentioned Wireless Sensor Networks is now a recognised form of technology within many organisations and corporations with them implementing their own networks that rely on or are integrated with prior wireless networks. 
After the concepts have been created on how to go about wireless sensor networks and how it can be used to monitor environmental factors. The experiment can be built and using readily available hardware and software that will allow the data to be gathered from the sensor nodes and its network hub.  The quantity data can then be used to generate results, these results can help find and determine decisive statistical data that can be used to recommend the next course of action as well as future work. As the project is going to be an experiment after the results have been collected there will be the necessity for the author to undertake further discussion and observation and make any changes that are seen as necessary. 
Research reliability is the product of the results being consistent, whilst the process of data collection is taking place. Though, no matter the circumstances there is always the chance that even consistent results with reliability can be undermined. Taken from the book Real World Research, there are four factors that can impend reliability these being subject or participant error, subject or participant bias, observer error and observer bias[88]. Validity is the fear of whether the data that has been collected is accurately represent of what had taken place in the project. Likewise, as with reliability there are a number of reasons on why the validity of data can be threatened taken from the same source material as before, they are history, testing, instrumentation, mortality, maturation and the ambiguity about casual directions. 
Altogether the stated threats can affect the results that are returned, and a loss of validity would not only threaten the data collected but the credibility of the project in its entirety and what is planned for the future. Having determined previously to use the mixed method of using both qualitative and quantitative data, any possibility that the reliability and validity of the result are less than what is required is prevented.
So even in the event that the experiment fails due to unforeseen circumstances the research and documentation of the project can be used to adapt and overcome the problems allowing the project to be undertaken until it is successful. There are several issues that have been identified and will be resolved either before the project starts or during depending on the circumstances. There are few risks that are directly connected to the planning of the project and also the build of the wireless sensor network. 
The risks are as followed;
· Limited access to test environment
· Limitation of access to required resources  
· Not achieving all the project objectives
· Time restriction for development
· Poor time management throughout the project
The most important limitation for the project would be the lack of having the knowledge and the ability to actually develop the wireless sensor network and program them to accurately communicate within the network. It is in all likelihood possible to attain the skills and knowledge based on previous projects taken by the author, nevertheless uncertain factors of the missing skills could have an effect on the timescale of the project[89]. So, the best option with the current circumstances is to self-learn the necessary skills before the proposed start date of the project.
The evaluation that will be done at the completion of the project will be done using a number of methods, this will be in order to gain the most out of the collected data. The first analyzation will come from research and design of the wireless sensor network, notable after a prototyping experiment and a number of proceeding testing will be done to see if the aim and all of the objectives of the project has been achieved. In the situation that the experiments are successful, a final analyzation will be done with the test data to conclude the discovered results and note upon any recommendations of future work[89].    
[bookmark: _Toc20759325]3.4 Conclusion
In this section, it has been discussed and chosen the specific research and development methodology that will be used throughout the time frame of this project. Noted any risks and restrictions that can occur and in doing so hinder the project have been identified and reflections have been made on how the data collected and the results formed will be evaluated.

[bookmark: _Toc20759326]Chapter 4 - Design & Implementation 
[bookmark: _Toc20759327]4.1 Introduction
As shown in the research chapter of this report the topic of Internet of Things is an area of the industry that has been heavily researched and developed, many of the trends in technology today are situated within the field of IoT through the implementation on connectivity. There was an abundance of information to provide assistance and many resources out there to help with this section of designing and implementing of this environmental monitoring system. Due to IoT has a near unlimited uses throughout the range of the industry, the aim of this project was focused on two aspects. Them being to create a wireless sensor network that can be used to monitor the structure of a building and to determine through the collection of data its validity as a useful system, for that reason this part of the report will show what was considered in design the network and how it was implemented.
A key part of this project and one that makes it unique is that this was done as a collaboration between departments and at the request of a company named Down to Earth[90], the purpose of this company is the training and experience of trade skills especially construction and woodworking. The company prides itself on the eco-friendly approach having two sites within the region that house structures that use sustainable construction techniques. It is one of these buildings that is providing the practical background information to start designing of the network. 
[bookmark: _Toc20759328]4.2 Prerequisite
At the beginning of this project numerous meetings took place to discuss the overall aspect of what this project was about and what was required to ensure that this project went ahead. During these meetings several points of interest were outlined in concern with what was thought about before the collaboration began and what these meetings led to including the idea of what was required of the network, this being that the sensor network had to be deployable within a structure to monitor its timber frame. Also noted was that this building was in a remote part of the area with little to nothing in the surrounding area, it would also need to be able to detect a number of specific input to determine a set data outcome these being internal/external temperature and humidity as well as a way to determine the moisture of the timber. As well as determine a way of comparison with the environment, an important part of the future of this project to ensure its sustainable in field deployment. It was also requested that the network is on a 15-minute loop to ensure as much data as possible is collected while not straining the system.        
During these meetings a number of limitations that could pose a threat to the project were predetermined, as mentioned the site was located in a rural area meaning that while the site had access to the internet it was through a satellite link meaning its limited compared to typical cable broadband. Most WSN or concepts of IoT rely on the backend support of application through an internet connection, another limitation was providing power to each of the sensor nodes. While typically sensor nodes are powered via a battery during the meeting the layout of the building suggested a large open space and not the typical layout of a home or office, meaning that if battery were not suitable for the task powering the sensors could be a challenge of itself.       
[bookmark: _Toc20759329]4.3 Sensor Network Design
This section will discuss the preliminary and refine design of the environmental monitoring network system, using the research that was completed prior within Chapter 2. Once it was decided that the experiment will use a physical model the hardware and software needed to be chosen, using the reports found through the continuation of research and past experience it was already known that the Arduino platform was the hardware choice for the core of implementing IoT. It is worth noting now that a fellow student had a similar project to this with the difference being that it was simulation based, these parameters and design ideology was taken in to consideration when designing this physical network[91]. 
[bookmark: _Toc20759330]4.3.1 Design Parameters
[image: ]Before the initial designing took place and hardware was purchased a visit to the test site was organised to provide an insight and give a more refined idea of the design and requirements of the network system. As seen below in Figure 12 the building was a large single-storey structure with a design similar to that seen with log cabins, the entire frame of the structure is Welsh timber, the walls were filled with a clay like material with the insulation being wool fibres. The roof was compacted with soil which can be seen below. All this made the building a statement when it came to eco-friendly construction.        
[bookmark: _Toc20759357]       Figure 12 – Test site Location. 
[image: ]On entering the building, the frame was clearly visible throughout with several large logs being used to hold up the structure, it was on these logs that several of the sensors were planned to be installed on. The condition of the timber was taken into consideration when speculating and forming ideas of how the sensor node will be able to monitor the timber in a way to be as accurate and with the possibility of damaging it being a minimum. It was however noted the splitting of the timber, this is a natural state due to the wood being dried out but was taken into consideration in the design.    
[bookmark: _Toc20759358]Figure 13 – Example for possible Internal Sensor placement.
[image: ]When it came to the external supports of the building (Figure 14) it is noticeable straight away the deterred conditioned when compared to those internally. It was explained that the condition of the timber is natural in course with the harsh weather condition it faces with the ever changing weather systems, it has already been documented that our planets weather system is becoming more harsher over the years as evidenced in journals to the purpose of combating climate change. Nevertheless, the harshness of the external environment needed to be taken into consideration when designing a case for the sensor node. It can already be determined that the case needs to be capable to hold the necessary components but also needs to be durable enough to survive the seasonal condition of the region. 
[bookmark: _Toc20759359][image: ]Figure 14  - Example for possible External Sensor Location.
The final location on site (Figure 16) was underneath the building it was mentioned that the building is sustained off the ground, the same logs that support the structure also keep it off the ground. It was noted for the experiment that is was also a desired location for installing sensors, again it was noted the condition of the timber noting the little protection it had from deterioration caused by the weather. 
[bookmark: _Toc20759360]Figure 15 - Example of Sensor location beneath building. 
[image: ]DTE01 = Network Hub
DTE16 = Baseline Sensor
Green = External Sensors
Purple = Internal Sensors
Orange = External Sensors (Beneath)   

[bookmark: _Toc20759361]Figure 16 –Topology of the Environmental Monitoring WSN.
Soon after the visit to the site, future discussing and research for the possibilities of the Wireless Sensor Network led to the network topology seen above (Figure 16), a number of other topologies were looked in to including having a larger pool of sensor. But this was changed when the limitation of usable network hubs were considered, at the site visit it was also considered using a weather station as a point of comparison but that too was changed to a baseline sensor due to the complexity of adding an analog station to a digital system. Each of the colour coordinated sensors shown on the topology will be attached to a piece of timber with DTE01 being set up in what the author already knows to be the site office, and though this plan has been set out to be organised in this way the network should be flexible in the event the sensors need to relocated.        
[bookmark: _Toc20759331]4.3.2 Prototype Sensor Node Design
The first design took into consideration previous experience the author has in the field of IoT as well as the research from chapter 2, it came to the decision of using the Arduino as the core due to knowledge of it use in similar projects (Figure 17). Connected to this Arduino board are sensors deemed necessary to collect the previously mentioned data including temperature, humidity and moisture at the time it was deemed necessary that each node displays the data on an LCD display but was from the build seeing no benefit to the nodes function. 
[image: 9@90'0. ]
[bookmark: _Toc20759362]Figure 17 – Concept Design of Sensor Node[92].
[image: ]When it came to the actual construction of the sensor node with purchased hardware, the author came down to what specific hardware should be chosen, it is already known that the first sensor-built won’t be the finalised version. This is due to already having the knowledge that this experiment is a progress of trial and error, starting with the base the chosen model was an Arduino MKR1000 due to its minimal design provided the necessary connection for sensors as well as a platform for wireless communication. Arduino also provide a simple to use Integrated Development Environment (IDE) for programming commands for the board to process. On to this the Adafruit MCP9808 and BME280 were installed with the idea of having these used the monitor internal and external temperature and humidity both used due to their accuracy and small form factor. A Capacitive Soil Moisture Sensor was also used with the idea of it being installed into the timber frame and this is how the moisture within the structure would be measured.   
[bookmark: _Toc20759363]             Figure 18 – Prototype Sensor Nodes.
Using the Arduino’s own IDE the board was given a program to run the test that the sensors were working as expected, two prototypes were built at this time to ensure that any issues that occurred wasn’t solely due to any one thing such as faulty hardware or caused by human error such as connection of the wires. A number of issues occurred when it came to running the preliminary tests, primarily it was determined that the board lacked the processing capability needed to run the code, also it was found in future research that soil moisture is measurement of water volume not a percentage of water content. When discovering new ways of correctly monitoring moisture it was revealed that the Arduino lacks the necessary power, leading the author to look into redesigning the node.

[bookmark: _Toc20759332]4.3.3 Refined Sensor Node Design
[image: ]After the failed build of the sensor node prototype, the design had to begin a new idea of finding a compact platform that would be capable of the processing capability and power needed for sensor boards. It was quickly determined that the ideal replacement would be a Raspberry Pi[93], unlike the Arduino which is a microcontroller the Raspberry Pi is classed as single board computer meaning it can perform the tasks associated with a computer be it in a limited capacity. As shown below in Figure 19 the new design of the sensor node removed the soil moisture sensor and kept the Adafruit sensors[94] connecting them to the Raspberry Pi using a Protoboard, the model of Raspberry Pi used is the Zero W. This was due to its small form factor while providing the voltage needed to power the sensors as well as the use of the IEEE 802.11 standard for wireless communication.           

[bookmark: _Toc20759364]Figure 19 - Raspberry Pi Zero w/ Completed Protoboard
Outside from the simple programming requirements the sensor node for this environmental monitoring system required additional software, all of the code was self-taught by the author and was written in the Python language. Raspberry Pi being open source device run on the Raspbian Operating System which a version of the Linux Distribution system. Meaning that it is very flexible when it comes to adding on applications and other system to the base device, for this Wireless Sensor Network. For this to work as intended three applications will need to be added firstly a network hub needs to be created for this a Raspberry Pi 3B+ was chosen sticking with the core being manufactured the same, the 3B+ though will provide better performance over a smaller version ensuring communication between each node. For this the Pi 3B+ was changed into and access point to allow data to be sent and received from it, which can be seen in Figures 20 and 21 where 21 is showing the established connection with a ping test.          
As mentioned, the Network Hub will be communicating over IEEE 802.11, the security measures put in place based on the research included the configuration of WPA2 authentication, CCMP encryption and to prevent simple intrusion a random password generator was used, and the networks broadcast was hidden.   
[image: ]
[bookmark: _Toc20759365]Figure 20 – Network Hub Access Point Interface.
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[bookmark: _Toc20759366]Figure 21 – Network Connection Test
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[bookmark: _Toc20759367]Figure 22 - Mathematical Formula for Wood Moisture
The key focus of this project was the ability to monitor water moisture, how this was done was it used a mathematical formula that had been revered engineered by the author to suit the requirements. The basis of the calculation was presented in an excel sheet noting that the moisture content of wood in an environment is held at the constant conditions of temperature and humidity when they come to an equilibrium with its surroundings[95]. The formula was taken and adapted to the sensor node, specifically the BME 280 that will be placed in the timber. This breaker board has the capability to monitor temperature and humidity both requirements of the formula was then a study to make the given values of the formula to values that could be interpreted by Python and the hardware (Figure 22).
A late requirement for the WSN was its ability to provide accurate data of the surrounding environment, the input of data monitored by each sensor node will be processed and saved to an excel sheet created by the automated program. They ensure the accuracy of the data a timestamp for each time the program ran was added, Raspbian being on the Linux format has access to Network Time Protocol (NTP) allowing for the system time to be synced between the hub and nodes. The most accurate way to sync the system times is you have the network communicate with the internet as by default Linux provides online server dedicated to this service, but due to limited internet access another way was looked at. Due to the Raspberry Pi’s simplistic design it cannot retain its own system time requiring the addition of a Real Time Clock to be installed, however this way around would only work for a limited time, during testing the system could only briefly sync together. Often failing and trying to connect to an online server, Figure 23 shows a sample of node being synced without communication to the internet and with the importance of the accuracy it would be worth connecting the system to the internet simply to just connect to a Linux server.      
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[bookmark: _Toc20759368]Figure 23 – Screenshot of four Test Nodes synced with NTP.
[bookmark: _Toc20759333]4.4 Physical Implementation 
Once the initial node was connected to the network hub is was required to replicate this process for each node shown in the topology at the start of this chapter. Figure 24 shows each of the sensors organised with its case protoboard and required sensors, each sensor was individually soldered on to the protoboard and then placed on the Pi’s General-Purpose Input/Output (GPIO) this is how the Pi communicated the additional hardware. Figures 25 detailed the final layout of the components used for the creation of each sensor node. 
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[bookmark: _Toc20759369]Figure 24 – Finalisation of Sensor Nodes
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[bookmark: _Toc20759370]Figure 25 - Sensor Node Components. 

[image: ][image: ]As it wasn’t possible at the time to go back to the site to implement the Wireless Sensor Network the system was implemented within an available laboratory of the institute, the sensors where laid out around the room being as close as possible in regards to location and distance of the hub based on the topology. Some of the sensors were placed on sample timber provided during the site visit as shown in Figure 27.     
[bookmark: _Toc20759371]Figure 26 – Environmental Monitoring System Implemented in Laboratory. 






[bookmark: _Toc20759372]Figure 27 – Example of Installed Sensor Node
[bookmark: _Toc20759334]4.5 Conclusion
To conclude this chapter discussed and covered the design and implementation of the experiment that will be carried out as part of this project. It was noted that the experiment changed from using Arduino as its core to the better suited Raspberry Pi, it also laid out the specialised features of this project and how it will meet the previously mentioned criteria. Covered how the sensors were constructed and how they were implemented in an experiment lacking the initial test site.  


[bookmark: _Toc20759335]Chapter 5 – Data Analysis and Test Results (1500 words)
[bookmark: _Toc20759336]5.1 Introduction
This chapter of the report will state the overview of the Environmental Monitoring systems that is a part of the experiment. It will also analyse the data collected from the testing to determine if the project was successful, these results will be compared to the information researched from information gathered in Chapter 2 as well as the related work.      
[bookmark: _Toc20759337]5.2 Overview of Experiments 
When it came to the final testing of the network it was determined that three criteria needed to be met to determine a successful build of an environmental monitoring systems using WSN. To collect the relative data so that it could be examined to the criteria, two experiments were determined necessary. The first experiment is to test the extend of the connectivity of the Wireless Sensor Network, shown in Figure 28 outlined in red the sensor nodes were spread out the room and tested to see if there was a connection between Hub and each Node as well as test the throughput between them ensuring that there is enough so that relevant data can be communicated.      
[image: ]
[bookmark: _Toc20759373]Figure 28 – In Lab Test of WSN.
The second experiment was done in a different location, a sample of the sensors were taken and installed in a structure that has a timber framed roof. The purpose of this experiment was to determine as accurately as possible the working application of the sensors monitorisation of the environment and ensure that the code is running as expected. An example on the installation of this experiment is shown in Figure 29.  
[image: ]
[bookmark: _Toc20759374]Figure 29 – Moisture sensor test location.
[bookmark: _Toc20759338]5.3 Analysis of Results
This section of the report will breakdown and review the results taken from the aforementioned experiments, the first of which was a connection test between the network Hub and each Node. For the initial test a Python script names Connection Test (see Appendices) was initialised on the network hub, its purpose was to send a packet to each of the node in sequence and wait for a reply, if successful the program will display that the sensor is online if the connection is unsuccessful or times out the program will show it being offline (Figure 30). At the time the experiment was done it can be seen that every node connection to the hub was successful, this is an example of a perfect result though the author is aware and acceptable if a minor number of nodes are offline. While it is preferable that all the sensors remain online there but be a line of fault tolerance, so as long as there is a sensor active within a given area is should nevertheless provide acceptable levels of monitoring.     
[image: ]
[bookmark: _Toc20759375]Figure 30 – Sensor Node Connection Test (Ping).
While it was a success the connection test was taken a step further, a sensor located near and one far from the Hub were inspected and their connected tests were looked at in more detail. It can still be seen from the screenshot below comparing the two sensor nodes, the minor changes in the response time of each of the sent packets. The most noticeable discrepancy between them is that DTE02 had a packet loss of 10% while DTE14 has a perfect transmission, while doesn’t necessarily mean much it would be better to adjust the location of DTE02 to note if that would provide any improvement.       
[image: ][image: ]
[bookmark: _Toc20759376]Figure 31 – Sample Information from Node Connection Test (Left DTE02 Right DTE14)
The second part of the first experiment is to test the throughput between the sensor and the hub, this was done using a test tool named iPerf[96] which is a client/server speed test tool using TCP and UDP. Same as the connection test this was done for each of the sensors with two taken for a comparison, from the screenshot again shows the difference of a node that is near and one far from the Hub. This time there is a large difference between the two data transfer has a difference 6Mbytes and the bitrate a difference of 5mbits/ sec, though these are within the expected range for this system it is worth noting in the event of the system having to transfer large amounts of data could severely hinder it.    
[image: ][image: ]
[bookmark: _Toc20759377]Figure 32 - Sample Information from Node Throughput Test (Left DTE02 Right DTE07)
The last experiment was for the assurance and performance checking of the used sensors and its accuracy in being able to monitor the environment and input that data in a readable format for this system that format was an Excel sheet. Below is an Excel sheet taken from one of the test nodes used in the experiment to show the capabilities of the sensor and to determine its functions are in fully working order. As all of the code was done in house it is expected that if any of the code within the sensor wasn’t correct then the input of this excel sheet would appear as an error or in a format this is not readable. 
As it can be seen below in Figure 33 all the required fields are filled in with the correct numeric values, while these numbers can’t be 100% checked for their accuracy due to not having the equipment available to check. It is possible to know that the formula and the code is running successfully due to the Excel sheet being created and running as it has been programmed on a 15-minute cycle. Another way indicated that the system is working is by looking at the variances for each cycle of the program, if the system wasn’t working properly it is within reason to assume that the output of information would have large scales of difference instead of between 1- 4 point of difference seen below.    
[image: ]
[bookmark: _Toc20759378]Figure 33 – Screenshot of Test Node Excel Sheet.
[bookmark: _Toc20759339]5.4 Conclusion
To conclude this chapter set about the testing environment for the project, it stated the set parameters for the test, but was seen difficult to maintain, unlike a simulation factor can easily change the patterns of the household. While the test seemed to be successful, the lack of evidence due to the limitation of the test site location and limitation to resources will put in to question the true success of this project. 


[bookmark: _Toc20759340]Chapter 6 – Conclusion and Future Work 
[bookmark: _Toc20759341]6.1 Conclusion
The aim of the project was to develop and deploy a Wireless Sensor Network with the capabilities to monitor factors of the environment i.e. temperature and humidity, and how they can affect a buildings’ structure in the real-world. In the view of the author this project was achieved, an open source Wireless Sensor Network was successfully built and tested to the requirements set in the design section of this report. Though it was evident through the testing phase that the experiment was lacking in any definitive way to prove without a doubt the usefulness of system. Though the project was hindered with several issues an example being with how open the system is in both hardware and software there was no defined format for fixing errors every issue that was discovered required hours of additional research and design changes not thought of in the initial planning. There was time when others were required to double check any work done. Due to much of this project requiring new skills learnt including advance use of a Linux based operating system as well as electrical engineering skills such as soldering.
The ideas and information that is presented within this report can be used to develop a system for smart environmental monitoring. Through the means of state of the art open source hardware and the utilisation of a connected internet backbone, which through testing had shown the foundation of a stable and effect system. This concludes that the combined availability, flexibility and ease of installation of open source based IoT is on the projected track stated by the industry with indication that this field is moving towards an advancement that will take it away from earth and on the next mission of exploring new planets.   
[bookmark: _Toc20759342]6.2 Recommendations for Future Work
Due to the nature of this project it is difficult to say if it will be returned to, but if that does become the case then there are several ideas and concepts that were already thought of throughout this project but wasn’t done due to research and material being available at the time. Firstly, is the extension of the experiment while considered a success it feels to be a successful form of technology the system needs to be tested in different real world location, also the author notices hints of limitation in the current system. Where simply upgrading the Hub to a Linux server replacing the Raspberry Pi 3B+ could not only improve its performance but also its communication range and number of devices it can support. 

[bookmark: _Toc20759343]Chapter 7 – Reflection 
The aim of the project was to develop and deploy a Wireless Sensor Network with the capabilities to monitor factors of the environment i.e. temperature and humidity, and how they can affect a buildings’ structure in the real-world. To make this a success a series of objectives were set to ensure that the project would have been done to the best of the authors abilities.
The research part of the project was relatively straight forward, one of the reasons this project was recommended was due to the abundant amount of resources available as well as the authors prior experience. This report was quite difficult to write due to a lot of the information already being mentioned in other reports with so much information it was tough trying to find a method of writing the supervisor would see as relevant to the report. This concern of what should be in the report was mostly led by Chapter 2 as a lot of the information there overlaps with previous work much the same with Chapter 3. 
When it came to the testing of the Wireless Sensor Network it proved to be the most difficult part of this project, there was a lack of resources to fully test the system to determine accuracy and realism. Another problem came from the monitoring system being open source some of the requirements were unsure, when it came to trouble shooting any problems, while there were ample resources online there was no defined solution relying on testing each option until the problem was fixed. This was quite frustrating due to this matter effected the time that was dedicated to each objective, this did show however that planning timings for a project should always be exaggerated to ensure that a deadline is met and so doesn’t affect the experiment.
The last objective was the evaluation of the experiment and so the project overall, this provided to be a true task for the author. It had pushed the author far beyond what was expected when starting this course in terms of working hours, knowledge and skill, while the data and information showed success proving that was more difficult than anticipated. It is felt by the author that the writing of this report has shown it is not their true strength has it has been a struggle towards the end, but this project has shown that the practical side of projects is one that provides the most out of it in terms of learning new skill. The author has been able to experience aspects of engineer and programming that didn’t know would have occurred this year and has added an extra number of skills the author previously didn’t.
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Sensor Node Code
import os.path
import board
import busio
import adafruit_bme280
import adafruit_si7021
import time
import openpyxl
from openpyxl import Workbook
from datetime import datetime 
filename = datetime.now().strftime("%B,%Y - DTE10.xlsx") #D2E(Sensor Number) this changes for each sensor
if os.path.exists("/home/pi/Desktop/DTE/" + filename) == True:
    wb = openpyxl.load_workbook(filename)
else:
    wb = Workbook()
    wb.save(filename)
ws = wb.active
i2c = busio.I2C(board.SCL, board.SDA)
bme280 = adafruit_bme280.Adafruit_BME280_I2C(i2c)
si7021 = adafruit_si7021.SI7021(i2c)
bme280.sea_level_pressure = 1013.4
ws["A1"] = ("Date/Time")
ws["B1"] = ("Temp")
ws["C1"] = ("Humidity")
ws["D1"] = ("Moisture")
ws["E1"] = ("Pressure")
ws["F1"] = ("Altitude")
ws["G1"] = ("External Temperature")
ws["H1"] = ("External Humidity")
Date = datetime.now().strftime("Current Date:%Y-%m-%d Time:%H:%M:%S") 
Pressure = bme280.pressure
Altitude = bme280.altitude
External_temperature = si7021.temperature
External_humidity = si7021.relative_humidity
Temperature = bme280.temperature
HumidityPercent = bme280.humidity
Humidity = bme280.humidity / 100
   
W = round(330 + 0.452 * Temperature + 0.00415 * Temperature**2, 4)
K = round(0.791 + 0.000463 * Temperature - 0.000000844 * Temperature**2, 4)
K1 = round(6.34 + 0.000775 * Temperature - 0.0000935 * Temperature**2, 4)
K2 = round(1.09 + 0.0284 * Temperature - 0.0000904 * Temperature**2, 3)
Moisture = round((1800 / W) * ((K * Humidity / (1-(K * Humidity))) + (((K * K1 * Humidity) + ( 2 * K1 * K2 * K**2 * Humidity**2))) / (((1+(K * K1 * Humidity) + (K1 * K2 * K**2 * Humidity**2))))), 3)

ws.cell(column=1, row=ws.max_row+1, value=Date)
ws.cell(column=2, row=ws.max_row, value=Temperature)
ws.cell(column=3, row=ws.max_row, value=HumidityPercent)
ws.cell(column=4, row=ws.max_row, value=Moisture)
ws.cell(column=5, row=ws.max_row, value=Pressure)
ws.cell(column=6, row=ws.max_row, value=Altitude)
ws.cell(column=7, row=ws.max_row, value=External_temperature)
ws.cell(column=8, row=ws.max_row, value=External_humidity)
wb.save(filename)
exit()
File Transfer Protocol Code
import ftplib
import socket
from datetime import datetime
ftp = ftplib.FTP("10.3.141.1")
ftp.login(user='pi', passwd="D2earth")
filename = socket.gethostname() + " " + datetime.now().strftime("%B,%Y - D2E01.xlsx") #Change to the file system .xlxs
print(filename)
ftp.cwd('/media/pi/DTE/D2E10') #change to the directory of the USB 
ftp.storbinary('STOR %s' %filename, open(filename,'rb'))
Connectivity Test Code
import sys
import os
from time import sleep
print("\033[1;37;40m===================================")
print("TESTING SENSOR NETWORK CONNECTIVITY")
print("===================================")
i = 0
OnlineCount = 0
OfflineCount = 0 

while i != 18:
    print("\033[1;37;40m")
    i = i + 1
    Sensor = ("10.3.141.%d" %i)
    Name = ("Sensor %d" %i)

    response = os.system ("ping " + Sensor + " -c 1 2>%1 >/dev/null")

    if response == 0:
        print (Name, "= \033[1;32;40mOnline")
    else:
        print(Name, "= \033[1;31;40mOffline - D2E%d" %i)
print("\033[1;37;40m")
print("=============")
print("TEST COMPLETE")
print("=============")
input("press enter to exit")
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icmp_seq-14 ttl-64
icmp_seq-15 ttl-64
icmp_seq-16 tt1-64
icmp_seq-17 ttl-64
icmp_seq-18 ttl-64
icmp_seq-19 ttl-64
icmp_seq-20 ttl-64

-- 16.3.141.2 ping statistics ---

20 packets transmitted, 18 received, 16% packet loss, time 187ms
rtt min/avg/max/mdev = 7.532/10.576/15.737/2.170 ms
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PING 10.3.141.14 (10.3.141.14) 1500(1528) bytes of data.
1508 bytes from 16.3.141.14: icmp_seq=1 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=2 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=3 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=4 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=5 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=6 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=7 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=8 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=9 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=10 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=11 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=12 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=13 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=14 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=15 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=16 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=17 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=18 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=19 ttl-64
1508 bytes from 16.3.141.14: icmp_seq=20 ttl-64

-- 16.3.141.14 ping statistics
20 packets transmitted, 20 received, 8% packet loss, time 47ms
rtt min/avg/max/ndev = 7.740/10.798/21.384/3.322 ms





image34.png
Server listening on 5201

Accepted connection from 16.3.141.2, port 46166
5] local 10.3.141.1 port 5201 connected to 10.3.141.2 port 46168
D] Interval Transfer  Bitrate
5] ©0.60-1.09 sec 2.17 MBytes 18.2 Mbits/sec

[

[

[

[ 5] 1.60-2.80 sec 1.84 MBytes 15.4 Mbits/sec
[ 5] 2.60-3.00 sec 1.90 MBytes 16.8 Mbits/sec
[ 5] 3.60-4.80 sec 2.80 MBytes 23.5 Mbits/sec
[ 5] 4.60-5.00 sec 2.83 MBytes 23.7 Mbits/sec
[ 5] 5.60-6.00 sec 3.13 MBytes 26.2 Mbits/sec
[ 5] 6.60-7.80 sec 2.90 MBytes 24.3 Mbits/sec
[ 5] 7.60-8.00 sec 3.17 MBytes 26.6 Mbits/sec
[ 5] 8.60-9.00 sec 3.24 MBytes 27.2 Mbits/sec
[ 5] 9.60-10.00 sec 3.38 MBytes 28.4 Mbits/sec
[ 5] 10.60-10.05 sec 219 KBytes 34.8 Mbits/sec
[ 10] Interval Transfer  Bitrate

[ 5] ©.60-10.05 sec 27.6 MBytes 23.8 Mbits/sec receiver

Server listening on 5201
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Server listening on 5201

Accepted connection from 10.3.141.7, port 35826

[ 5] local 10.3.141.1 port 5201 connected to 16.3.141.7 port 35828
[ ID] Interval Transfer  Bitrate

[ 5] ©.00-1.60 sec 3.22 MBytes 27.0 Mbits/sec

[ 5] 1.06-2.60 sec 3.37 MBytes 28.3 Mbits/sec

[ 5] 2.00-3.60 sec 3.24 MBytes 27.2 Mbits/sec

[ 5] 3.00-4.60 sec 3.68 MBytes 30.9 Mbits/sec

[ 5] 4.00-5.60 sec 3.58 MBytes 30.1 Mbits/sec

[ 5] 5.00-6.60 sec 3.42 MBytes 28.7 Mbits/sec

[ 5] 6.00-7.60 sec 3.10 MBytes 26.0 Mbits/sec

[ 5] 7.00-8.60 sec 3.19 MBytes 26.8 Mbits/sec

[ 5] 8.00-9.60 sec 3.34 MBytes 28.0 Mbits/sec

[ 5] 9.00-10.00 sec 3.24 MBytes 27.2 Mbits/sec

[ 5] 10.06-10.05 sec 171 KBytes 27.5 Mbits/sec

[ ID] Interval Transfer  Bitrate

[ 5] ©.00-10.05 sec 33.6 MBytes 28.0 Mbits/sec receiver

Server listening on 5201




image36.png
Date/Time

Current Date:2019-09-28 Time:15:45:08
Current Date:2019-09-28 Time:16:00:08
Current Date:2019-09-28 Time:16:15:08
Current Date:2019-09-28 Time:16:30:08
Current Date:2019-09-28 Time:16:45:08
Current Date:2019-09-28 Time:17:00:08
Current Date:2015-09-28 Time:17:15:08

Temp
255984375
2154238281
2178632813
2189316406
2070390625
2110527344
21.278125

Humidity
60.05121701

pressure.
1000.296456
999.450925
999.0200042
9987122902
996.4188534.
995.89734.
995.3627869

Altitude
109.7966004
117.0783701
120.3465015
123.1094355

142.606968
146.8803196
151.3669833

External
Temperature
29.42689453
2431102295
24.47189941
24.43972412
23.22778809
23.67824219
23.84984375

External
Humidity
60.74575806
58.09072876
56.83950806
56.4961853
62.10379028
60.24221802
59.34194946
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