ACCB6000 — Advanced Cybersecurity
Task 1 — Deliverable 1: Initial Network Status
Student: Stefania-Mioara Ionescu
This report evidences the network verification checks required by Task 1 of the assessment specification: confirming the S-DC and L-CD IP configuration matches the SWANSEA.ACCA topology, and confirming connectivity (ping) between hosts.



LS-DC — IP Configuration and Connectivity
[image: ]
IPCONFIG /ALL on S-DC and ping to 192.168.1.1 (gateway/VPN interface) — successful.
[image: ]
ping 192.168.1.10 (ClientS1) and ping 192.168.2.1 (L-CD) from S-DC — both successful, 0% loss.
[image: ]
ping 192.168.2.1 (L-CD) and ping 192.168.2.10 (ClientL1) from S-DC — both successful, 0% loss.


CD — IP Configuration and Connectivity


[image: ]
`ip a` output on L-CD confirming interface 192.168.2.1/24 matches the topology.
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Microsoft Windows [Version 16.8.20348.4052] osboxes@osbores: -

A3 : : File Actions Edit View Hel
(c) Microsoft Corporation. All rights reserved. g 2
valid_1ft 691000sec preferred_lft 691000sec
.. inet6 /64 scope link noprefixroute
C:\Users\Administrator> valid_lft forever preferred lft forever
File System B <BROADCAST ,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc fq_codel state
roup default glen 1000
link/ether 08:00:27:bf:ac:01 brd ff:ff:ff:ff:ff:ff
N <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc fq_codel state

»
roup default glen 1000
? Link/ether 08:00:27:58:01:e3 brd ff:ff:ff:ff:ffiff
A 5: <BROADCAST , MULTICAST, UP, LOWER_UP> mtu 1500 qdisc fq_codel state

Trash roup default glen 1000
Uink/ether 08:00:27:44:b3:27 brd FF:ff:ffiffiffiff

ping —c 4 192.168.
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.1: icmp_seq=1 ttl=128 time=4.43
64 bytes from 192.168.1.1: icmp_seq=2 ttl=128 tim
64 bytes from 192.168.1.1: icmp_seq=3 ttl=128 time=2.01
64 bytes from 192.168.1.1: icmp_seq=h ttl=128 time=1.35

— 192.168.1.1 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/ndev = 1.346/2.371/4.431/1.211 ms
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Command Prompt

Ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),

C:\Users\Administrator>ping 192.168.2.1 S —

File Actions Edit View Help
pipe 3

[jPinging 192.168.2.1 with 32 bytes of data:

ping c 4 192.168.
o @ PING 192.168.2.1 (192.
64 bytes from 192.168.2.
64 bytes from 192.168.2.
64 bytes from 192.168.2.1¢ icmp_seq=3 ttl=63 time=1
64 bytes from 192.168.2.1¢ icmp_seq=4 ttl=63 time=3

— 192.168.2.1 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/ndev = 1.924/3.191/4.098/0.877 ms

ping —c 4 192.168.2.10
Terminal - nitheesh@nitheesh: ~ PING 192.168.2.10 of data.
64 bytes from 192.
64 bytes from 192.
valid_1ft forever preferred _1ft forever 66 bytes from 192.
inet6 ::1/128 scope host noprefixroute o4 bytes from 192.
valid_1ft forever preferred 1ft forever —— 152.168.2.10 ping statistics —
2: enp@s3: <BROADCAST,MULTICAST,DYNAMIC,UP,LOWER_UP> mtu 1500 qdisc fq_codel stal o e e (ol o0 (P GRS
te UP group default qlen 1000
link/ether 08:00:27:38:13:89 brd ff:ff:ff:ff:ff:ff
3: enp0s10: <BROADCAST MULTICAST,DYNAMIC,UP,LOWER_UP> mtu 1500 qdisc fq_codel st|
ate UP group default qlen 1000
link/ether 08:00:27:a7:4d:ec brd ff:ff:ff:ff:ff:ff
inet 192.168.2.10/24 scope global enp0s10
valid_1ft forever preferred 1ft forever
inet6 fes0::a00:27ff:fea7:4dec/64 scope link
valid_1ft forever preferred 1ft forever
:~$ ping -c 4 192.168.2.1
PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data
64 bytes from 192.168.2.1: icmp_seq=1 ttl=64 time=1.47 ms
64 bytes from 192.168.2.1: icmp_seq=2 tt. ime=0.567 ms
64 bytes from 192.168.2.1: icmp_seq=3 tt. ime=0.469 ms
64 bytes from 192.168.2.1: icmp_seq=4 ttl=64 time=0.611 ms

Wastebasket

File Edit View Terminal Ta

--- 192.168.2.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3050ms
Ttt min/avg/max/mdev = ©.469/0.778/1.466/0.400 ms
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individual files in /usr/share/doc/x/capyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law
londonloginL-CD: ™8 ip &
1: <LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc nooueue state UNKNOHN group default glen 1000 =)
Link/loopback 00:00:00 90 brd 00:00:00:00:00:00 =
inet 127.0.0.1/8 scape host lo — X
valid_lft forever preferred_Lft forever osboxes@asboxes: ~
inete /128 scope host noprefLxroute y .
valid_Lft forever preferred_Lft forever File Actions Edit View Help
<BROADCAST, MULTICAST,UP,LONER_UP> mtu 1500 odisc fo_codel state UF group default glen 1000 e
Link/ether 08:00:27:27:68:C3 brd £1:7f:Ff:ff:if:ff
altname enxoB00z72766c3 o =
inet 169.254.101.177/16 brd 169.254.255.255 scope global noprefixroute enpes3 2 - ping —c 4 192.168.2.1
valid_Lft forever preferred_Lft forever File System PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
inete /64 scope Link . 64 bytes from 192.168.2.1: icmp_seq=1
valid_lft forever preferred_Lft forever 64 bytes from 192.168.2.1: icmp_seq-2
<BROADCAST, MULTICAST,UP,LONER_UP> mtu 1500 odisc fo_codel state UF group default glen 1000 B N cu bytes from 192.168.2.1: icmp_seq=3
Link/ether 05:00:27: e 50001 brd f1ifa i ifaiia e 64 bytes from 192.168.2.1: icmp_seq=h ttl=63 time=3.91 ms
altname enxos00zTdeaot f
inet 192.169.56.115/24 brd 152.167.55.255 scope global dunamic noprefisroute enposs < — 192.168.2.1 ping statistics —
ipevalid it dd0sec D”EfE””Edyé:(sgggzeilnk , 4 packets transmitted, 4 received, 0% packet loss, time 3005ms
L Lttt forever praterred it e rtt min/avg/max/ndev = 1.924/3.191/4.098/0.877 ms
<BROADCAST, MULTICAST,UP,LOER_UP> mtu 1500 odisc fo_codel state UF group default glen 1000 2 5
Link/ether 08:00:27:27:53:50 brd 1 B , ping —c 4 192.168.2.10
altnane enxegee272f83sh PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data.
inet 20.6.0.2/30 brd 20.0.0.5 scope global enposs 64 bytes from 192.168.2.10: icmp_seq=1 tt1-62 times.36 ms
valid_lft forever preferred_Lft forever 64 bytes from 192.168.2.1 Fre it s
inete /64 scope Link proto kernel 11 64 bytes from 192.168.2.1 -
valid_lft forever preferred_Lft forever 64 bytes from 192.168.2.1
<BROADCAST, MULTICAST,UF, LONER_UP> mtu 1500 odisc fo_codel state UF group default glen 1000
Link/ether 08:00:27:22:62:30 brd £7:77:Ff:Ff:7f:ff — 192.168.2.10 ping statistics —
altname enx080027e2e230 4 packets transmitted, 4 received, 0% packet loss, time 3005ms
inet 192.169.2.1/24 brd 192.167.2.255 scope global enposio rtt min/avg/max/ndev = 1.391/2.627/5.357/1.616 ms
valid_lft forever preferred_Lft forever
inete /64 scope Link proto kernel 11
valid_lft forever preferred_Lft forever
londonlogingl -C0: "% ping -c 4 192.168.2.1
PING 152.168.2.1 (192.168.2.1) S6(84) butes of data
64 bytes from 192.168.2.1: icmp_seg=1 ttl L181 ms
64 butes from 192.168.2.1: icmp_seo=2 (115 ms
64 butes from 192.168.2.1: icwp_seq=3 ttl=64 tine=o.126 ms
64 bytes from 192.168.2.1: icmp_seq=d ttl=6¢ tine=0.107 ms

- 192.168.2.1 ping statistics ---
4 packets transmitted, 4 received, 6% packet loss, time 3119ms
Irtt min/avg/max/mdev = 6.167/0.132/0.181/0.028 ns
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