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[bookmark: _Toc234858571]Abstract
This research includes detailed methods for detection system of fraud for credit card and online transactions. Machine learning models and other techniques are used to achieve this. Models of machine learning can identify fraud and other credit card data by developing them. The credit card dataset contains pre-processed records of important features and other information, after this, the machine learning models will be implemented. EDA plots are used in this to understand the relationships and patterns of variables. This detection of credit card fraud will involve machine learning models such as regression tasks, classification tasks. They will be implemented for identifying patterns and fraud prediction. All these models will give the best performance with high accuracy and other metrics such as the confusion matrix and classification report. All these approaches will help recognised the aim of the study and create a fraud detection system. 
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Detailed overview
Financial technology, already an integral part of payments, plays a decisive role in fraud detection with a combination of data science and computer security. With all of these payments being done electronically instead of cash, the banks and card companies are relying on systems that are able to catch suspicious transactions in the midst of literally trillions of data transactions. The convenience of the rising digital payments come with an increased risk of payment frauds, which pose a challenge to financial institutions.
Traditional fraud systems are based on manually coded rules, but the modern system of fraud relies on machine learning, meaning it learns from previous transaction information. An older rule-based system, which identified high dollar and out-of-the-ordinary locations, is not keeping pace with fraud patterns, and is becoming obsolete in todays world. As fraud tactics evolve in how they are executed, the models evolve as well over time, becoming more and more effective at identifying new patterns. As fraud tactics change, so do the models over time, becoming more and more effective at identifying new patterns.
There are typically 4 types of algorithms which are supervised, unsupervised, semi-supervised and reinforcement learning. Supervised learning is most commonly used as there are labelled tags for the legitimacy of every transaction, and the machine links the factors like amount, location, and time to each of those legitimacy tags. Clustering transactions by similarity is useful for identifying unusual transactions in the event of missing labelled data for unsupervised learning.
The losses due to credit card fraud confirm that it is an extensive problem that has grown significantly over the last decade, with losses nearly hitting a whopping 28.65 billion dollars in 2019 and zooming back by more than 5 billion dollars to 32.34 billion dollars in 2021 [16].
Current developments
Recent studies focus on both ensemble learning, which takes multiple algorithms to achieve better predictions, and deep learning, in the form of CNN and LSTM networks, which are useful at detecting complex, evolving patterns. Imbalanced data continues to be an issue, and methods such as the Synthetic Minority Over-Sampling Technique (SMOTE) are used for this. Along with this, the need for real-time detection and privacy-preserving techniques like federal learning are continually rising in the field.
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Problem statement
Credit cards provide opportunities for consumers but with security and fraud considerations. Fraud is the unlawful use of credit card (information) to obtain funds or assets using the other person credit card [8]. Card numbers are stolen when people complete online forms and give them to these criminals, either from a questionable website or when their identities are being stolen and they are being used without their knowledge. The volume of transactions continues to increase along with an increase in connected fraud as more individuals are paying with their credit card for purchases they may not be able to afford at this time. There is a problem to be solved a system that can handle the heavy flow of transactions, yet still accurately and reliably predict the fraud.
Current Challenges
There are several difficulties to the typical machine learning approach for detecting credit card frauds. Perhaps the most important is class imbalance, in which there are many more legitimate transactions than fraudulent transactions, making it easy for the algorithm to classify the legitimate transactions but difficult to locate the fraudulent transactions. Existing studies address this through techniques such as the Synthetic Minority Over-sampling Technique and under-sampling methods [4]. Information about real transactions is also noisy and incomplete, and thus, needs to be pre-processed. If not handled properly, it is possible to achieve high accuracy rates in the models, yet fail to detect actual fraud cases. The class imbalance problem is tackled by pre-processing, normalisation and under-sampling [7] and resampling techniques and algorithms are compared and the most accurate combination is constructed.
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Aim: 
To study the role of machine learning for the detection of credit card frauds based on the performance of machine learning algorithms that detect fake credit card transactions with improvements to detect accuracy, financial losses, and overall security and effective of credit card payment systems.
Objectives: 
· To study the concept and challenge about fraud detection.
· To learn different machine learning (ML) techniques that are used in a credit card fraud detection project
· To check the performance of machine learning models like recall, f1 score, accuracy and precision of machine learning model in detecting fraudulent credit card transaction.
· To offer suggestions for enhancement of the credit card fraud detection system using advanced machine learning techniques.
Research Question:
Which machine learning algorithm gives the best combination of accuracy, precision, recall, and f1 score to categorise whether the credit card transactions are fraudulent or not from the imbalanced dataset.
[bookmark: _Toc234858576]Significance of the research
Importance of the research
As the volume of digital card payments increases, so does the problem of credit card fraud, resulting in billions lost by cardholders, issuers, and merchants [13]. It is important to study how well machine learning can work in these fraud attacks to get an idea of which methods work best at detecting fraud. At its heart, fraud is about exploiting legal means to get your money, as digital communications technology expands within the payment card landscape, so do the tactics and methods of card fraud. The results have close ties to data privacy and security, as detection components are integrated into a broader framework to help reduce liability and access risks, enabling successes in fraud detection by getting ahead of or preventing financial losses.
Potential applications
The practical applications of this research are several and include the financial industry in terms of the financial technology sector. Choosing the most appropriate machine learning technique and resampling method combined with data cleaning and pre-processing is a methodology that banks with financial institutions could apply to their own fraud detection systems [2]. Being accurate and detecting it really brings advantage as it keeps away transaction losses and unauthorised use of card details. The research not only economic gains, but also helps to build digital payment systems that would support further studies on the use of deep learning and real-time detection systems. The methodology could be further expanded to cover concept drift handling and explainable artificial intelligence, for more secure credit card payment systems in the future.
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Machine learning techniques play a crucial role in fraud detection within credit card data, enabling the identification and flagging of potential fraud. In the past, there have been three approaches to the non-redundant compression of SSL traffic that are supervised, unsupervised, and hybrid methods that use a combination of supervised and unsupervised methods. A primary focus of this review is on machine learning and deep learning techniques specifically when applied to the credit card fraud detection problem, with a heavy focus on publications covering the last five years or so, and some smaller sample of influential classical publications. The problem of credit card fraud detection is fundamentally a binary question, with this paper dealing primarily with the online credit card transactions. The issue has been addressed by various methods over the past few years such as neural networks, intelligent decision engines, meta-learning agents, Bayesian networks, support vector machines and adaptive learning [6].
[bookmark: _Toc234858579]To examine the concept of the challenges associated with fraud detection
According to [10], several studies primarily focus on different detection techniques (such as random forests or neural networks) rather than delving deeper into the specifics of the domain. Their survey identifies the characteristics of effective fraud detection systems, as well as some of the critical obstacles for implementing such a system, but most of the literature does not organise them by those specific characteristics. In this regard, the authors classify the methods for detection mainly based on the type of method, i.e., when comparing the methods that are covered by their work, the authors can basically divide them into two categories which are machine learning and nature-inspired methods. With the advancement of technology, cyber credit card fraud is also keeping pace and hence, Cyber Fraud Detection is a very critical view point to consider. Traditional methods just are no longer working. The former methodology involved domain experts creating algorithms that connected with a set of fixed rules. Instead, there needs to be a coordinated approach to prevent cyber fraud. Due to their popularity, potential speed and efficacy, almost every industry is seeking out ML based solutions [9]. A focus in this review is to highlight the ML/DL techniques specifically geared toward credit card cyber fraud detection.
[12] mention that, there are also several problems and challenges in implementing fraud detection systems. They should solve these problems and be adaptable according to imbalanced data, various degrees of importance of misclassified, overlapping data, not adaptable, cost of fraud detection itself, and no standardised metrics. Generally, it is probable that credit card transactions are deceptive, and deceptive transactions are difficult to detect, if even possible. It is not fraud if it is a normal transaction. The worst place that classification algorithm can get itself into is when it is attempting to classify new patterns as either normal or deceptive. And there is still no universal set of evaluation criteria for assessing and comparing how well different fraud detection systems perform. 
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As noted by [11], credit card fraud detection has garnered significant interest from academic researchers and industry practitioners, leading to the creation of both methodologies and algorithms for improving the effectiveness of credit card detection. There has been an abundance of research aimed at the solution of this challenge, which has mainly cantered on the data cleansing, feature engineering and model selection. One study put forward a GRU-based sandwich-structured model for transaction fraud detection, tapping into deep learning architectures to pick up on intricate patterns hidden within transaction data. It is an overview of the machine-learning models, algorithms and fraud-detection frameworks employed in previous research. The mention of data mining techniques is frequent in the subject of data processing as these techniques are usually time-consuming. Another problem while preparing credit card transactions data is that it may be imbalanced and sampled methods need to be used to overcome it. The literature also references the challenge of dealing with categorical data, as many of the machine learning (ML) algorithms just do not scale well to categorical data. But they also appear as continuous concerns both that of detecting fraudulent actions, and such costs as adaptation and both prevention costs, as well as action costs, are considered [21]. The paper used an ML prediction model and tested an approach to the implementation of different prediction models and achieved high accuracy scores. The study also worked on the model itself and the researchers have executed a few ML algorithms to examine the viability of the proposed approach. Finally, their conclusion is that the proposed method achieved a good accuracy.
From the viewpoint of [5], machine learning (ML) algorithms are more prevalent than ever in the field of fraud monitoring and prevention related to credit card fraud. These systems learn from already classified datasets to classify new transactions as fake or legitimate. Uncertainty can be addressed by technologies such as data mining and random forest modelling to help sharpen fraud detection. In their paper they lay out their methodology in detail, go through some of the relevant papers and then narrow down into various ML algorithms. In theory, any scam can be solved with an ML model, and the most important way to find the correct solution is to carefully evaluate it. This evaluation aims to provide an in-depth guide to selecting an appropriate algorithm for the specific type of scam in question and the associated weights as the most suitable mitigations. Another critical component of this is real-time credit card fraud detection. There have been a lot of research of creating ML models in various languages and various libraries, but most commonly in python.  
[bookmark: _Toc234858581]ML models in identifying fake transactions of credit card based on metrics performance such as precision, accuracy, recall, and F1-score
[19] state that, the primary objective of this study is to measure the effectiveness of new machine-learning (ML) methods in detecting credit card fraud, based on a dataset available publicly made use of for testing the methods. Their algorithms are assessed based on their accuracy, recall and f1 score and a review of the confusion matrix during the training process and during the tests, as well as the time it takes to perform these calculations. Interestingly, this is also the first dataset that has not been leveraged by any other study to try and measure the performance of various machine learning methods for fraud detection. Usually when facing the question of comparing the performance of different machine learning algorithms on the same dataset using error measures like accuracy, precision, and f1 score, as well as the amount of computation, it becomes helpful to apply several algorithms to the same data. These metrics can be analysed together to provide a comprehensive understanding of how well a model can detect fraudulent transactions while minimising false positives and false negatives [22]. A Hybrid Credit Card Fraud Detection (HCCFD) system is developed based on multivariate normal distribution and genetic algorithms, is applied in one study which indicated high prediction accuracy. This data set contains data including credit limits, payment history and geographical data. A pre-processing step removes the duplicates and fills in the missing values prior to the actual analysis. A battery of standard evaluation techniques is applied to the models throughout to rank them against each other. [5] also discovered the proposed methods are not always successful in catching transactions very similar to normal patterns. Some of the authors, due to the data set constraints, decided to use the made-up data sets, which then can have a negative impact on total system functionality. Performance is usually reported as accuracy, precision, and/or specificity. This research project has a larger purpose of being able to do something about the rising issue of people using credit cards for unforeseen purposes, a problem which has resulted in significant financial damage to many individuals, as well as merchants and banks. The path forward to accurately detect credit card use fraud is to use a supervised machine learning-based fraud detection system. The proposed system is based on a learning (ML) based fraud detection approach that ranks detection alerts and works towards addressing the problem of fraud detection as a whole more effectively.
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According to [23], the data imbalance issue in credit card fraud detection is addressed by the authors using an oversampling technique provided by the SMOTE method. In this case study, they explore a skewed credit card dataset and demonstrate how the classical machine learning algorithms perform and what effect SMOTE (oversampling) has on enhancing those algorithms credit card fraud prediction power. The study determines that oversampling is a useful technique to improve the prediction accuracy of models in the presence of imbalanced data particularly with regards to the detection of the positive sample in this context, a fake transaction.
According to [3] financial fraud dataset to analyse the ability of deep learning techniques to outperform classical approaches for credit card fraud detection. The results demonstrate that the Deep Learning (DL) algorithms such as LSTM and CNN typically provide better results compared to the classic algorithms in terms of fraud detection accuracy. However, there is a significant drawback regarding the potential for performance degradation in out-of-sample scenarios, in particular because of fine-tuning the hyperparameters in two experimental sampling approaches for tackling class imbalance. An important limitation is the potential for performance drop on unseen data, especially due to the fine tuning of the hyperparameters on two experimental sampling methods for addressing class imbalance [16]. Several advanced algorithms exist that can be called into use to overcome the limitations on usefulness of current credit card fraud detection methods. Finally, when the problem arises in the context of class imbalance, using GANs with SMOTE provides a means for creating synthetic fraud data that retains similar characteristics to the real fraud, but adds noise to the minority class. In the domain of dynamic fraud patterns, via online learning algorithms combined with adaptive feature selection, models can continuously adapt and evolve as the data flows. Federated learning with domain adaptation is also capable of training AI models collaboratively, even in the case of cross-organisational data, without sharing of raw data [9]. These techniques can help greatly extend the usefulness of fraud detection models. Typically, the models developed would be evaluated on an even larger amount of fraud data sets, but constraints imposed by banks on providing data datasets limited this study.  
However it has been critically analysed that the improvements reported for deep learning models are mainly due to the fact that they are tested under controlled settings and none of the above cited papers reported the gains when applied to larger and more messy real world farms data that is found in the banking sector [16]. Additionally, there is a lack of uniformity in the evaluation methodologies adopted by the research articles, which further diminishes confidence in the findings of one approach over another and gives only partial support to the reported superiority of the deep learning techniques [9].
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Credit card fraud detection techniques currently rely primarily on various single-model techniques, as highlighted by [18], which have apparent weaknesses due to the dynamic nature and evolving pattern of frauds. Some of the more easily identifiable patterns are not particularly successful at identifying fraud schemes that change in the year that follow. In contrast, deep learning models offer significant improvements at discerning intricate patterns in data, but have some drawbacks that are the big lack of data and noticeably slow data processing. Both of these approaches are difficult to scale and are hard to apply to various data sets and areas, reducing their utility in dynamic situations. That means there is still plenty of space here to combine machine learning and deep learning into a single model which benefits from the best of both worlds. There are a number of studies which have shown the potential of hybrid methods but those methods that have been developed tend to be fairly specific in their application, and many are restricted to certain datasets. The study concludes with a summary of its results, highlighting the implications and potential applications of the study, as well as limitations and suggestions for future studies.  
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The basic supervised learning research that provides the foundation for fraud detection is centred on learning the model on a set of known features of the input, an unknown but labelled response, and using the learning to classify a new transaction. Logistic regression, decision trees, random forests and Support Vector Machines (SVM) based on it are commonly reviewed in literature. The second cornerstone of class imbalance theory is that classifiers have difficulty in the case where one class rules over a dataset, and it is on this idea that resampling methodologies like the Synthetic Minority Over-sampling Technique [4] are grounded. Random forests and decision trees are still very well-known and so are the combined predictions of ensemble learning, although from a technical viewpoint. To detect more complex sequential patterns, deep learning techniques such as LSTM and CNN networks are starting to be used [16].
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This research is different from other studies, because it baselines multiple machine learning techniques to compare the results in the same large-scale dataset instead of comparing only one algorithm. There are far too many works available that address one technique, but fail to offer a comparison to a different method [11]. In order to compare the algorithm fairly and accurately, various algorithms are applied to the same dataset with the same parameters, such as accuracy, precision, recall, and f1 score. The class imbalance issue that has been addressed much in the literature but often inadequately resolved is addressed here through the use of data pre-processing, normalisation, and resampling. The study builds upon and does not contradict earlier efforts, thanks to exploratory data analysis alongside the systematic comparison of algorithms, allowing them to show what method is most likely to be a success using a highly imbalanced data set.
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Currently, supervised learning is the most popular strategy, since it uses labelled historical data. In addition to these, class imbalance remains the most persistent challenge, and is being solved in several manners, usually by application of resampling methods [4]. While classical algorithms are associated with potentially sub-optimally accurate solutions, deep learning yields benefits on accuracy but requires solving issues of generalisability and evaluation consistency [16]. The models which mix the two are still very undeveloped and have limited application [18]. These gaps are directly filled with this research, which provides a fair comparison between various algorithms, taking them in the same conditions.
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This research is data-driven and is based on exploring large credit card transaction data set using statistical and visualisation techniques such as matplotlib and seaborn plots. This research is quantitative in nature, as the main goal is to numerically measure and compare the performance of machine learning models using accuracy, precision, recall, and f1 score, all of which are numerical in nature and do not require that qualitative opinions or experiences be interpreted. Many fraud detection systems rely on the ability to yet measure some identifiable patterns in structured transaction info, which is why a quantitative research design is the most direct and reliable way to go after the research question.
In recent years fraud has become more prevalent in financial systems and deriving patterns from the patterns in the transaction data that assist financial institutions in making accurate fraud predictions has become increasingly significant not only for the banks but also for the card holders and merchants. The whole methodology that guides this research is composed of two stages partially correlated with each other, namely data pre-processing and exploratory data analysis. While the two stages are fundamental because machine learning models must be reliable, only after the data has been cleaned, structured, and grasped.
This research uses simulated credit card transactions that are legitimate and fraudulent transactions, from January 1st 2019 to December 31st 2020. The large sample and/or temporal dimensions of data here allows for a more realistic range of spending behaviour and fraud patterns to be captured than using a small and/or narrow sample, which might otherwise not adequately span the spectrum of transaction variety.
An important part of this design is exploratory data analysis, where a variety of visualisation tools are used to gain insight into the data before modelling can be undertaken. Plotting various pieces of information such as the transaction value, time of the transaction, location, and merchant class can all inform analysis of patterns, and can highlight any areas of concern that are not apparent in the raw, numerical data often collected. In the next step of the research, explanations and decisions are built on the foundation provided by this visual exploration step, making the dataset significantly more readable and easy to interpret.
This exploratory phase is not only relevant to the description of the data but also helps in the application of the machine learning algorithms that are to be applied later in the study. Visualisations are then used to inform decisions of feature selection, resampling strategy, and data normalisation, which have an impact on the performance of the final models. The overall goal of this research is to determine which machine learning technique for credit card fraud detection is best suited in terms of reliability and accuracy on a very imbalanced set of dat and this research design is still applicable because it has an exploratory basis and a quantitative, comparative modelling approach.
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The method used in this research follows the Cross Industry Standard Process for Data Mining (CRISP-DM). The model consists of six phases which are Business Understanding, Data Understanding, Data Preparation, Modeling, Evaluation, and Deployment. In this, more attention will be given to the early steps of the business understanding, the data understanding and exploratory data analysis as these will form the basis of all further steps. Fraud detection and prediction applications naturally gravitate to CRISP-DM and it is also a fitting methodology for the vast quantities of data required to conduct analyses in these applications. The research method used is an experimental approach because among the steps that can be taken in conducting this research is the need to build several machine learning models and test them under the same conditions, then compare the results with the other models. An experimental approach is an appropriate method for this type of research, because the research question is more related to measuring performance between numerical models than to other types of research related to gathering opinions or diving deep into a single case. In addition to reinforcing the analysis, this systematic approach to the investigation also improves the analysis credibility and makes it easier to repeat the research in the future. Data analysis and evaluation used in this study includes the calculation of the classification accuracy, classification precision, classification recall, f1 score results, where each model is compared consistently with the other models during testing.
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Details of Research Data
The data used for this research is taken from kaggle, one of the best-known platforms for research datasets. The full dataset includes nearly 1.85 million transactions including 1,000 synthetic customers and 800 merchants. It has been highly skewed, similar to real world financial fraud data sets, with lots of detail on transactions, including geographical location, transaction time, amount and merchant category.
The dataset is suitable to the research task, as the scale and imbalance of it approximate actual credit card fraud identification systems in the real world closely. Because of its size, machine learning models can be trained in a realistic spending scenario to facilitate the fair and meaningful evaluation under a realistic class imbalance scenario and not a simplified type of artificially balanced evaluation.
Ethical considerations
The information stored in the dataset is purely synthetic information, and in no way personal or financial data is exposed along the way. This eradicates concerns of consent, data protection and privacy that would otherwise apply to true bank information. There is no data access agreement required, however careful handling is ensured throughout the research although there is no attempt to merge this data with any other dataset where identifiable information is included.
Software
The primary language is Python, used because it is easy to read and as good as any other used for machine learning. The data processing is managed by pandas, and numerical calculation is managed by NumPy. Exploratory visualisation can be performed with matplotlib and seaborn, creating charts like bar plots and distribution plots. It provides a wide selection of tools and algorithms, such as scikit-learn, that can be used for model development, training and evaluation throughout.
Hardware requirements
This is developed on a free online platform called Google Colab, providing computing resources with the additional flexibility of using the graphics processing unit (GPU) for more demanding applications when needed.
System design and architecture
The system is structured in a pipeline, where the data is first cleaned from duplicates and missing values, then pre-processed with normalisation and resampling using the Synthetic Minority Over-sampling Technique. This is followed by a process of exploratory data analysis, then training and assessment of multiple algorithms based on accuracy, precision, recall, f1 score and confusion matrix analysis, and selection of the most successful model to be considered for deployment.
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In this section, expected results from the machine learning models developed in this research and implications and limitations relating to expected predictions at the proposal stage are outlined.
Anticipated results
Various machine learning algorithms such as random forest, decision tree, classification tree, etc. but especially supervised classification algorithms that are appropriate to binary classification will be tested in this research [20]. Random forests and decision trees work out of the box with a continuous outcome and categorical outcome is not a problem as in the case of fraud detection.
The modelling results of the synthetic dataset chosen will be competitive and will be further enhanced by resampling and class normalisation that deal with class imbalance. One might expect simpler algorithms such as XGBoost to perform worse because ensemble models are more likely to perform better with complex and imbalanced data and rely on multiple decision boundaries. All models will be tested with the evaluation such as accuracy, precision, recall f1 score and confusion matrix analysis and will be tested as to how well they balance between fraud detection and wrong alarm.
Implications
Results have important implications in the academic world and in everyday practice in the financial sector. Credit card fraud has also been increasing, making it hard to card issuers, merchants, and banks, as fraud typically involves the interception or unauthorised entry into credit card information [14]. It is beneficial for institutions wanting a scalable, reliable detection system to identify which model is the most effective.
The performance measures obtained for the classifiers derived within this research can also be used as a reference for future research, they will serve as a guideline in terms of performance that is achievable and for general academic discussion on how to further increase the accuracy of fraud detection for realistic imbalanced data sets.
Limitations
Any conclusions from this data may not fully reflect the complexity found in the real world because the data is synthetic and not real banking information. Both the chosen varieties of resampling and of normalisation have a significant influence on model performance results may differ significantly. Another constraint could be computational limits imposed by cloud resources, which could affect the size and complexity of the models, especially for deep learning methods that demand more computational resources. 
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Project planning and resource management
This research is carried out in a systematic steps that are followed sequentially and accompanied by CRISP-DM consisting of data understanding, data preparation, exploratory analysis, model building, and evaluation and the time frame is realistic. The tools required are also quite modest and easily accessible, using free tools like Google Colab, python and open-source libraries.
Potential impact and limitations
Credit card fraud is an ever-present issue for banks, merchants and cardholders and this research could provide valuable information aimed at increasing the accuracy of credit card fraud detection. Given multiple machine learning models, comparing them by their standardised evaluation metrics provides a practical tool to understand which model is most appropriate to overcome class imbalance [17] that can be used in financial institutions and even future research in the field.
This research has some constraints that in turn affect the results that can be achieved. The results might not represent all the aspects of real world activity, because the dataset might not be comprehensive enough to truly represent banking fraud [15]. However, resampling methods limit class imbalance but do not create "new" fraud cases - resampling simply works with existing data to decrease class imbalance. A deeper research on real-time detection, interpretability, concept drift and similar challenges is out of the scope of this work [1].
Presentation style
Focusing on business, the proposed structure is logical and easy to read for all audiences from the business team and outside experts to non-expert readers. The formatting and structure, including well-structured academic tone and well-defined section headings, should be designed to communicate the research plan within the document at an appropriate, post-graduate level.
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