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Cyber Secured Crime prevention using Machine learning
I	
Abstract - Cyber Crime encompasses all criminal activities that involve deception and dishonesty methods used in obtaining some benefits or used to cause detriment to some person or to an organization.  Cyber Crime affects all organizations that has valuable properties such as; cash, goods, information, or services.   Cyber Crime includes activities such as; theft, corruption, conspiracy, embezzlement, money laundering, bribery and extortion that is presently facing and affecting all organizations.  Introducing new approach for Cyber Crime detection using machine learning, the combination of unsupervised and supervised algorithms are used for prevention and classification of fraud.

K means clustering algorithm is used for identify the similarity patterns in the dataset and Random Forest classifier is using for classifying the crime.  
index Terms – Fraud, Machine learning, K means, Random Forest, Classification and Clustering.

I.  INTRODUCTION
	 Cyber Crime includes all the crime activities. Prevalent fraudulent acts that are usually committed against all corporate organizations includes: 
· Theft
· Accounting Cyber Crime (False invoices, misappropriations).
· Misuse of organizations credit card.

· The unlawful use of, or unlawfully obtaining of property, equipment, materials or services.
· Causing a loss or creating a liability for an employer.
· Providing false or misleading information to an organization or failing to provide useful information to an employer when there is an obligation to do so.
· Misuse of organization’s assets, equipment or facilities.
· Making or using false or forged documents.
· Wrongfully using organization’s information or intellectual property.

 Cyber Crime requires intent for it to occur.  Cyber Crime cannot be linked to accident, carelessness or error. Failure to establish intent in an allegation of fraud, such accusation might be regarded as non-compliance rather than fraudulent act.

The act of Cyber Crime can be internally or externally committed. Internal Cyber Crime exist where the Cyber Crime against an entity is committed by its officials or contractors.  Cyber Crime committed by an entity official can arise as a breach of the general duties of such an official who is expected by his or her employer to act honestly and in good faith.

External Cyber Crime exist where the act of Cyber Crime comes from outside the entity, from external parties such as; Clients, service providers, other members of the public or from organized criminal groups.
Types of Cyber Crime 
Internal Corporate Cyber Crime offences are grouped into the following categories: 

Asset Misappropriation
Asset Misappropriation has to do with the theft or misuse of an organization's asset such as skimming sales, fraudulent billing, payroll fraud, or expense reimbursement fraud.  Asset misappropriation deals with both Cash and Non-Cash. 
 
Cash- cash is misappropriated through Cash Receipts and Cash at Hand.  Cash includes cheques or money orders. It can be misappropriated by the stealing of incoming cash receipts or cash at hand. 

 Cash is misappropriated through the following schemes: 
1) Skimming- It involves the misappropriation of cash before the employee's entity records it in its accounting data system. It involves the act of an employee pocketing the proceeds from a sale without recording it on a cash register system. 
2) Cash larceny- It involves the act of an employee stealing cash after it has been recorded in the organization's record. i.e., it involves a manager stealing cash from the daily deposits on his way to the bank.

Non-Cash such as: 
1) Inventory equipment or supplies -This depicts any scheme that involves the theft or the misuse of Non-Cash Assets meant for the shipment of raw materials.
2)  Proprietary information- This has to do with the misappropriation of proprietary confidential information or trade secrets. An instance involves the stealing of the personal information of a bank account holder, with a view to obtaining fraudulent loans or credit cards.
3) Securities- It has to do with the misappropriation of investment securities such as treasury bills or company stocks. 
Corruption Fraud. 
Corruption Cyber Crime arises when a perpetrator uses his or her influence in a business or official transaction to obtain an unauthorized benefit, contrary to that person's duty to his or her employer. Instances of occupational corruption Cyber Crime includes; paying or accepting bribes or illegal gratuities, engaging in self-dealing transactions or engaging in conflicts of interests.  

Corruption Cyber Crime Arises in the following Instances:
i) Bribery-Bribery has to do with a situation whereby an entity's employee offers, gives, receives, or solicits for something of value for the purpose of influencing an official act or a business decision without the knowledge or consent of the principal. Instances of bribery are a situation whereby an employee accepts cash kick- backs from a vendor or in return for directing business to that particular vendor.

ii) Illegal Gratuities-Illegal gratuities involves any scheme in which a person offers, gives, receives, or solicits for something of value for an official act or business decision without the knowledge or consent of the principal. Instances are; a situation whereby an employee accepts a free trip because of his or her decision to award a contract to a certain vendor.  

iii) Extortion-Extortion deals with the coercion of another with a view to     enter into a business transaction or with a view to deliver property based on wrongful use of actual or threatened force, fear, or economic duress. For example, an employee can threaten to withhold a business from a vendor until that vendor makes cash payments to that fraudulent employee in advance. 

 iv) Conflict Of Interest-Conflict of interest arises when an employee, manager, or exe-cutive has an undisclosed economic or personal interest in a particular transaction that can adversely affect the company. An example of such is; selling goods at a price lower than the market price to a company owned by a relative of the perpetrator.

Financial Statement Fraud.  
Financial Statement Cyber Crime has to do with the deliberate falsification of an organization's financial statements with a view to put the affected organization in a less profitable position. An instance is a situation whereby an employee records fictitious sales and conceals liability or expenses. 

Falsification of an entities financial statement can arise in any of the following instances: 
i) Fictitious Revenues-Fictitious revenues arise when financial statements are inflated by recording sales of goods or services that never occurred.  

ii) Concealed Liabilities or expenses.
This has to do with the misstating of financial statements by improperly recording liabilities and/or expenses. Instances are over- stating warranties or capitalizing expenditures that should be expensed.

iii) Timing Differences-Timing differences deals with intentionally misstating financial statement by recording revenues in a different accounting period other than their corresponding expenses. An example has to do with; recording of sales before they have been earned. i.e., before the product has been delivered or the ser- vices rendered or differing expenses to future periods. 

iv) Improper Asset Valuation-Improper Asset Valuation deals with fraudulently miss-tating the value of an organization's assets in its financial statements. An in- stance has to do with the failure to write down of obsolete inventories or under-stating the allowance for doubtful accounts receivables. 

v) Improper Disclosures-This occurs when the management of an affected organization fails to disclose sensitive material information in its financial statements in an attempt to mislead the users of the financial statement. An example is when there is the failure to disclose contingent liabilities or related part transactions in the financial statement footnotes.  

vi) Billing Fraud. 
Billing Cyber Crime has to do with any scheme by which an employee causes his or her employer to issue a payment by submitting or by processing fraudulent invoices or payables. This type of fraudulent activity occurs when an employer is billed by an employee for fictitious services. 

vii) Payroll Fraud.  
Payroll Cyber Crime exists when false claims for work unrelated services are submitted for compensation. Some fraudulent minded employees' resorts to inflating of number of hours worked, add ghost employees to the payroll, falsifies their company records or performs actions that results in the receipt of payment for work that they did not do. The employee oftentimes requests for the reimbursement of travel or other work unrelated to work expenses, such as, reimbursement of a business lunch that was actually a personal meal. Employee thieves oftentimes fill-out time sheets with the hour that they did not work for. Those fraudulent minded employees usually take out extra break and fail to deduct the extra-break from the record. Taking of personal phone calls for a longer duration during working hours, resorting to chatting with co-workers and connecting to the internet online with their workplace computer facility to source out for personal information for a longer period of time.

viii)  Cheque Tampering Fraud.  
Cheque Tampering Cyber Crime arises in a situation whereby the perpetrator writes, alters or forges cheques drawn on the victim organization's bank account. This can occur by an employee forging an endorsement on a check intended for another payee or writing on a company's cheque to be used to pay for personal expenses. 
ix) Electronic Transfer Fraud. 
Electronic Transfer Cyber Crime arises in a situation whereby any scheme that involves the processing or submitting of fraudulent request for electronic transfer of payment is made, such as; submitting a request to the bank to transfer money from a victim company's bank account, to a personal bank account.  

x) Expense Reimbursement Fraud. 
Expense Reimbursement Cyber Crime is committed when an employee makes a claim for the reimbursement of fictitious or inflated business expenses such as; the employee claiming a reimbursement for a personal trip or claiming reimbursement for a meal that the employee had with his family which is actually work unrelated. 
 
xi) Information Fraud.  
Most criminal minded employees usually steal valuable information from their employers and use it to their personal benefits, or the employee may give out such information to his or her employer's competitors. The information referred to be; customer list, office memoranda, proprietary product service or any other useful data. This type of information theft usually occurs through e-mailing online or the employee may also decide to print out the information or copy it into a flash drive to avoid being suspected or detected.

xii) Register Disbursements Fraud. 
Cash Register Disbursement Cyber Crime is an aspect of fraudulent act whereby the perpetrator processes fraudulent refund transactions or voided sales with a view to conceal the fraudulent removal of cash. 

How does the Cyber Crime Occur?  
The major reasons why people commit Cyber Crime can best be understood by the  Cyber Crime triangle theory, which was developed by Dr Donald Cressy, a criminologist whose research, focused on all embezzlers. Dr Donald referred to those embezzlers as trust violators.
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The Cyber Crime Triangle extensively explained the root causes of   occupational fraud, which consists of three components that collectively leads to fraudulent behaviour.

Pressure.  
Pressure is also referred to as an individual's motive. Pressure occurs to satisfy the basic monetary or individual needs. Individual needs vary. For some, their needs might be food, clothing or shelter. While for other individuals, their needs may be for expensive medical treatment. The rate of Cyber Crime is less imminent in an organization, whereby employee staffs are rewarded by way of motivation incentives grants. The lack of motivation incentives is one of the major causes of Cyber Crime perpetuated by fraudulent minded employees. Where there is no motivation, Greed and Need may trigger the committal of Cyber Crime in an organization. It is likely to lead to the employee's employer's poor growth Rate. Employees with bad objectives are capable of being tempted to commit Cyber Crime where there is lack of motivation.  

Opportunity.  
Opportunity occurs when there is a weak or total lack of control in a company. It may arise when there is lack of segregation of duties. Where there is no opportunity, the chances of Cyber Crime occurring, will be greatly reduced.  Opportunity Cyber Crime is imminent in an organization regardless of the number of controls we have in place. There is no absolute guarantee that Cyber Crime is not going to take place; the most important thing to do is to reduce the chances of Cyber Crime from happening.  At times, it is a trusted employee that is committing the act of fraud. The employee commits Cyber Crime because there is usually limited oversight monitoring of such a trust violator employee. What the employer needs to do is to reduce the chances of Cyber Crime as much as possible by closing all opportunity gaps. Where there is lack of proper check at workplace, dishonest employees may sway, leverage, or capitalize on same to commit fraud, which is capable of creating huge loss to the affected organization.  

Rationalization
Rationalization depicts a negative sense of judgment which is inappropriately used by a dishonest employee in the committal of fraudulent act. The employee view fraudulent actions as being necessary when done for business reasons. The fraudulent employee might be alleging that he is entitled to house allowance but the company management did not approve of it for him or her or that the employee committing the act of Cyber Crime is entitled to promotion but he or she was not provided with the promotion due to that particular employee accordingly. The employee might have an urgent financial need, which may lead to the employee diverting the company's money in to his or her possession to be used to solve personal challenge thinking probably that the money will be replaced but subsequently might not.

Machine learning is a useful technique for identifying and predicting online Cyber Crime based on different algorithms, here we introduce a novel approach for the prediction of online Cyber Crime by using unsupervised and supervised technique.

Clustering is an unsupervised algorithm cluster the data based on similarity and Random Forest is a supervised learning algorithm that classifies our data and predict the Cyber Crime data and non- Cyber Crime data.
Cyber Crimes Analysis:

Rather than wait for cyber attacks organization put some covering methods for preventing the attacks. The biggest coercions are network vulnerability.
Increase the number of connected device and chaining that connection with different patterns that help to prevent cybercrime attacks.
Proper data should be collected and trained the machines. If new patterns arrive the machine identify the pattern and find out the crime behaviour from the new data.

Implementing Internal Control System:

 Internal controls are plans and programs implemented to safeguard your company's assets, ensure the integrity of its accounting records with a view to detect and deter the risk of fraud. One of the ways to strengthen internal control is by improving on the communication process. Regular interaction and communication be- tween an organization's departments are useful in checkmating fraudulent activities. Regular communication protocols, address the critical incidents of fraud. It is a means of distributing notification. Providing hotlines is part of communication control measures necessary to checkmate fraud. Effective communication system of notification ensures that people, who need to know about the incident of fraud, are aware of it. Segregation of duties is an important component of internal control that can assist also, to reduce the risk of fraud from occurring. 

Fact Finding Investigation:

All companies are enjoined to resort to fact-finding investigation about an employee who is accused of fraud whenever such allegation or incidents of fraud arise with a view to determine the true cause of the incidence and equally to ascertain the credibility of such an employee. After ascertaining these enquiries, the employer can then decide on whether to involve the law enforcement officials or to choose to retain such investigation as an administrative investigation. it is necessary for the employer to make such a decision first before any other further step is to be taken to avoid having the affected employee's legal team of attorneys instituting unwarranted litigation against the employer and to also to prevent accusing an innocent employee wrongly.  Fact-finding investigation can equally assist the company in making an informed and sound decision regarding whether the affected employee seems credible or not. It is necessary to realize that an administrative investigation is not a lawsuit. It only deals with the ascertainment of the authenticity of an allegation brought against an employee. It cannot establish the burden of proof of an allegation of fact beyond all reasonable doubts.

Establishing Confidentiality: 

Establishing confidentiality guideline for whistle-blower employees will facilitate their confidence of being protected. An assurance of protection provided for the whistle blowers by their employers will go a long way in encouraging them to divulge useful information of fraud to their employers. Protecting the informant employee's identity is the key to divulging of useful information that will lead to a clean investigation, internal trial and a proper informed decision taken against an accused fraudulent employee. An informant employee that is not assured of his or her safety in the cause of, and after divulging information to the employer, might fear for retaliation and it can cause such an employee to withhold vital information. 

Customers Concern:

Customers concern in fraud related matters, deals with the customers perceptions both conscious and sub conscious of their relationship with an entity. Customers' expectation from an entity’s relationship might increase or decrease a customer's satisfaction, loyalty, and advocacy. Customer's loyalty to an entity's business relationship is key to the growth of that organization. Bad reputation of an organization, is most likely to severe the relationship that existed between a customer and an organization. Checkmating fraud in an organization, improves a customer's loyalty to an organization's business relationship.

The Operational Impact: 

The operational impact of fraud is simply the damage done to an employer by a dishonest employee who is involved in the committal of fraudulent activities against his or her employers. For instance, a damage of the fraud of theft of an employer's asset is capable of causing the employer to run into bankruptcy. The operational impact of fraud contributes to ineffective operations. Poor operational risk management can hurt an organization's reputation and cause financial damage to it. In event of operational fraud, the employer may decide to use a lower payroll and choose to reduce it's workforce by paying off and releasing a larger number of it's workforce employees which may likely affect the innocent minded employee's job. It may also extend to the delaying of the employer's key personnel managers promotions. The committed fraud can also put on hold the expansion plans of the company either financially or otherwise.  

Information Systems:

This type of business fraud usually occurs when an employee steals his or her employer’s critical data or when an employee provides corporate data to an external individual or individuals. This is done by the employee gaining access to the employer's data base information without due authorization and for personal use or for the use of a third party which might likely affect the employer's growth rate.

Corporate Credit Cards:

Corporate Credit Card Fraud, is committed when an employee uses a corporate credit card of an organization for his or her own personal benefit or gain. Abandoning the legitimate corporate purchases, travel, and entertainment expenses for which the credit card was basically issued to that employee to be used for. Fraudulent minded employees usually use an organization's credit card to acquire goods and services from vendors for personal use, home supplies, personal entertainment etc, that are work unrelated, especially when those employees are using the credit card on weekends or while the employee is on vacation.  

A.	Proposed Method
Data Analysis Techniques for Cyber Crime:

There are many types of approach that turns for data analysis. Dissimilar Kind of data analytics techniques are available with the use of statistics. There is no such algorithm for one size fit all, the combination of different algorithms is used now a days.

Similar to philosophy of the covered approach, when we use different approach for analysis it turns different results. Covering with certain features and angles as it possible to identify fraud. Unsupervised is an algorithm for descriptive analytics.
Main aim of the statistical data analysis is to identify an treated the outliers and also missing values. That outlier will help to identify the unknow behaviour pattern of Cyber Crime or the different unseen behaviour.

1. Statistical method for detecting outliers:

· Standard score/Z-score: This analysis helps us to identify the value distance from the mean of the entire value of data and calculate the risk score of the same.
· Break point: the term says that sudden behaviour appears at some points, that seems uncertainty of the given entity or data.  
· Peer Group Analysis: we need to set some peers and analyse the sudden unknow changes and that change is compared with the peer value.
· Recency, frequency monetary value: In this analysis pattern we need to compare the given entity differs from the expected RFM.
· Associate rule learning: This is a type of learning that discovers or fetch different patterns ad check the different between variables using if then rules



2. Clustering algorithms:

Clustering is an algorithm for identifying different patterns from the data. They are used for focusing on creating similar pattern of data values and identify all the un know patterns. There are different kinds of clustering techniques, they all are at the same focus but using different method of calculations. When it comes to Cyber Crime prediction and analysis you need to have a lot of data values and this allows you to discover Cyber Crime patterns that a human analyst might miss. 

Social Network analysis and Graphs:

Social network analysis means looking for user connections either within your system based on the data points (devices, IP addresses, phone numbers, emails and many more), to map out connections outside of your system between your users. Organized criminal gangs who has less operational security will likely have traces online of their real-world connections. 

Predictive Cyber Crime Analytics 
This is the use of historical data and statistical modelling to predict future outcomes. There are many methods in predictive analysis, It creates many of the case studies for achieving the goal and check for the insight patterns for predicting the data points. In this predictive analysis we follow machine learning approaches and patterns [1]. Training data means learning some patterns from the previous data points. The learning and new data point predictions are the inputs of our model and outputs are different classes.
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 Cyber Crime Prevention through analytics:
In Cyber Crime prevention we need to apply analytics tools on the historical data. That gives a better understanding and efficient and accurate flag by identifying the risk score, the score is above threshold point it automatically decline a signup or a transaction.
These methods have some Threshold values for calculating up limit and low limit.

There is a simple, five-step process to follow in implementing this.
1. Labelling your historical database
Labelling is an important part of analysis and essential part of data preparation.  It is simply classifying historical actions and transaction as good or bad (Cyber Crime or not), labelled data is considered as the main resource for learning purpose.

2.  Cyber Crime pattern & variable analysis
We all know that not all the patterns are equal, need to analyse the pattern different and similarity Check for the similar information and create a cluster based on that patterns and recheck else information and arrange them accordingly. 
Improper analysis led to noise discovery in data and it will create error rate.

3. Data modelling
Data modelling creates a very good relationship among data points. There are different modelling in data analysis High level data modelling, Logical level and Physical level. High level data model is also called conceptual level it defines the relationship in the higher entities. Logical level creates relationship in data objects. Physical level focused on data storage and other technical details.

4. Model implementation
Model implementation means after analysis of data we need to apply the learning procedures, overall data is divided through data splitting technique and after splitting data will pass through some scaling processing. Training of data will create a model that model is applicable in the prediction phase.

5. Monitoring & feedback
Manually and technically, we monitor the data values after and before prediction. If the data contains noise or other unusual patterns monitoring help to identify that and treat that accordingly. This is why you need to monitor your results from time to time and make adjustments accordingly.

Data Analytics Solutions for Cyber Crime Prevention
For analysing Cyber Crime, we know different methods, practically we are applying some of the useful methods for finding out the better solutions.

Approach A: Dashboards
The first method is to build dashboard using Business Intelligence tool like Power BI, Tableau or Google data studio. It is very helpful to find out the anomalies in the data point. For this, you can use Tableau, Google Data Studio or other reporting software, which your BI team can help you assemble.
We use to create different graphs and check for the anomalies and outliers and identify the patterns and dissimilar patterns.
This method is very easy to implement and less time- consuming process compare to other approaches.
Approach B: Human-Driven
The second approach would be relying on the data science and data analysis, we are using python libraries like NumPy pandas and seaborn for the data analysis and identify the anomalies inside the data. They can be relied on to build their own models based on historical data, working in conjunction with your anti- Cyber Crime team towards common goals.

Approach C: ML-Driven
The Machine learning approach is used for classifying Cyber Crime is unsupervised and supervised learning technique. Unsupervised algorithm defines analyse and cluster unlabelled data. Clustering is one of the unsupervised learning techniques which grouped unlabelled data on the basis of similarity. From that similar features it creates a model like clusters for analysis and create some patterns.

From that patterns we create a classification algorithm based of supervised learning techniques Random Forest Classifier is one of the most popular machine learning algorithms, which is an ensemble learning approach that is combination of different decision trees are called Random Forest. 

K means Clustering:
K means is unsupervised learning approach and clustering algorithm which groups unlabelled data into different clusters based of the similarities. K defines the number of predefined clusters. K should be decided based on the size of data, if K =2 there will be 2 clusters and K=3 there will be 3 clusters and cluster number define based on K value. It is also an iterative algorithm for clustering the unlabelled data.

K means is a centroid based algorithm where each cluster is associated with a centroid. K means minimize the sum of distance between the data points and their corresponding clusters.

Working of K means Cluster:
Step1: Load the dataset 
Step2: Data Analysis using different python libraries
Step3: Clustering
a) Determine the value of K.
b) Randomly select the distinct centroids.
c) Measure the distance between each point and the centroid.
d) Euclidean Distance calculation measures is used.
e) Assign each point to the nearest cluster.
f) Calculate the mean of each cluster
g) Update the mean as new centroid
h) Repeat these steps until convergence or maximum number of iterations completed.
i) Calculate the variance of each cluster.
Step 4: Created appropriate clusters based on the above rule and new data set is generated for classification. 



Random Forest Classifier:
Random forest is a popular and well-defined machine learning algorithm for classification as well as regression. It is based on the concept of ensemble learning; it is the combination of multiple classifiers to solve a complex problem to improve the performance of the model.

Random Forest is a classifier that contains a number of decision trees on various subsets of the given dataset and take the average to improve the predictive accuracy of that dataset.

Working of Random Forest classifier:
Random Forest works in two phases, first is to create the random forest by combining N decision tree, and second is to make prediction for each tree created in the previous phase.

Step1: Select random K data points from the training set.
Step2: Build the decision tree associated with the selected data points that is considered as subsets.
Step3: Choose the number N for decision trees that we want to implement.
Step4: Repeat the steps 1 and 2.
Step5: For new data points find the predictions of each decision tree, and assign the new data point to the category that gains the majority votes.

Experiment and Observation:
Based on the machine learning approach, Cyber Crime detection approach is implemented using python programming language. Pandas is a python data manipulating library and also an analysis tool for data cleaning and pre-processing. 
NumPy is also used for the data pre-processing.
Matplotlib and seaborn is used for data visualization.

Data Cleaning:
Data cleaning refers to create a noise free data from our original dataset. Missing value handling and outlier detection are two main steps in data cleaning. The imputation techniques used for missing value treatment. Mean Imputer, Mode Imputer are mainly used based on the data.
Outliers are defined as the entirely different observation of data from other data values. Our treating outliers we used normal distribution graphs and creating different conditions to maintain the values.

Data Splitting:
Data Splitting is a technique of splitting the data into training data and testing data. The data should ideally divide into three sets train, test and holdout cross-validation or development set.
Train Set: 
The Train set would contain the data with training data, the overall model trained from this data split. If the data contain noise, it will reduce the prediction accuracy.
Development Set:
Development set is used to validate the trained model. This will help in evaluating the model performance. If the error in the training and development set is huge, it states that the model has high variance, it turns to overfitting.
Overfitting is a technique which does not make accurate predictions on testing data. The model gets trained with so much data, it starts learning from noise and inaccurate data and testing with test data results high variance.
Variance and Bias:
Bias states that error rate of training data, when error rate is high that is called high bias and low means low bias.
Variance defined as the error rate of training data and testing data, the difference if the error rate is high, it turned as high variance and if low then it is low variance.
Test Set:
The test set contains the data on which we test the trained and validation model. This can be used to measure the performance of our model.

Feature Scaling:
Feature Scaling is a method of normalize the independent or input variable in the data and also called data normalization.
Normalization:
It is also called min-max scaling or min-max normalization.it rescales the value in the range [0,1].
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Here, max(x) and min(x) are the maximum and minimum values of the feature respectively.

Standardization:
Feature standardization makes the value of each feature in the data have zero mean and unit variance.
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Here, x’ is the average of the feature vector.

Clustering:
A mode of grouping the datapoints into different clusters, involve of similar data point. Clustering works on the unlabelled dataset and fetch useful patterns from the data or independent variable.
In Cyber Secured crime prevention and detection, we have only data contains independent variables we need to customize a pattern from the data and creates similar clusters from that data. K means as the clustering algorithm used. Use trial and error method we provide different K values for clustering. K=3,5,7,10,15,20,25 and then analyse each cluster values and find out the better cluster points.



Classification:

Classification is a technique used to identify the category of new observation on the basis of training data. In Classification program learns from the given dataset or observations into different number of classes. Random Forest Classifier classify the given data point into Fraud, no Fraud and some fraud[2]. 
Ensemble learning is used in Random Forest Classifier. Ensemble uses two types of methods:
1. Bagging:  It creates a different training subset from sample training data with replacement and the final output is based on majority voting.
2. Boosting: it associates weak learners into strong learners by creating sequential models.

Parameters in Random Forest:
1. n_estimators: Number of trees the algorithm builds before prediction.
2. max_features: Maximum number of features in the random forest consider as splitting the node.
3. Criterion: Based on the impurity of the data.
4. max_leaf_nodes: We can select the number of leaf node in the tree.

Confusion Matrix:
Confusion matrix is used for calculating the performance of classification algorithms. It is only useful we need to know the true value of test data are known. It shows error in the model performance hence it is known as error matrix.
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True Negative: Model has predicted the value NO, real value or orginal value is also NO.
True Positive: Model has predicted the value YES and the real value was also True.
False Negative: The model has predicted NO and real value is YES Error matrix with Typr  2 error.
False Positive: The model has predicted YES but the real value is No. Error Matrix with Type 1 error.

Calculate Confusion Matrix: 

Classification Accuracy:  Important parameter for calculating our overall accuracy of prediction, it is the combination of True Positive and True Negative.
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Misclassification Rate: Error rate of the machine learning model or wrong prediction rate. Calculating the number of incorrect prediction to all the prediction by the model.
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Precision: Defines the number of correct outputs provided by the model. It identify the number of actual true.
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Recall: Out of total positive classes our model predicted correctly.
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Conclusion:

Cyber crime is a very hazardous offensive marthod that focused on someone’s privacy. Data security is enabled by machine learning and data anlaysis technology and we need to protect our data using database management system. Uses the method of dynamic data protection. Machine learning approches establish some of the filtering and data cleaning techniques. And Secure our data in cloud based collaborations.
Our approch customize some patterns using clustering techniques and establish clusters based on similar patterns and Classification of the crime based on the Random Forest algorithm and defines 3 classes. 
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