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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Information Security overview, which is an essential factor in successfully protecting the network environment. Apply your understanding and knowledge from what you have learnt in the lecture about these topics as well as conduct research using text books, library databases, and/or the Internet to do the following questions:




1. Computer Networks can be compromised or threatened by human error or failures. Describe some known errors or failures that are prone to be made by human.  Diagrams may be used.

2. [bookmark: _GoBack]State the category that the following attacks in figure 1 fall into and research and describe some of the latest defense against them in the context of the CIA elements of information security.
[image: ]
Figure 1: Types of attacks
 
3. Again referring to the attacks in Figure 1, research and discuss the methods that can be used to address them according to the following and the mitigation strategy selection covered in the lecture:
a. Avoid
b. Transfer
c. Mitigate
d. Accept
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