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TASK 1
Research Report: Contemporary Dynamics in Digital Forensics, Tools, and the Employment Landscape
1. Introduction
Digital forensics concerns the identification, preservation, acquisition, analysis and presentation of digital evidence for investigative and legal purposes [1]. As digital systems have become embedded in organisational processes, the field has moved from isolated post-incident recovery into a core element of enterprise cybersecurity. This report examines the current state of the discipline, available tools, its relationship with cybersecurity operations, emerging pressures, key challenges, and the employment landscape.
2. Current State of Digital Forensics
The discipline has matured from ad hoc origins into a regulated, multidisciplinary science [1], defined by structured methodologies making the recovery and interpretation of digital traces repeatable and legally defensible [2]. A significant development is automation: investigators increasingly rely on AI and machine learning to triage data, detect anomalies and reconstruct timelines [3]. This creates a genuine tension, as efficiency must not cost transparency or admissibility; Dunsin et al. [3] note limited model interpretability remains a significant obstacle where findings must be defended. The field is therefore focused on validated frameworks allowing automation without weakening the chain of reasoning [4].
3. Digital Forensic Tools: Features and Capabilities
Forensic toolkits are categorised by function [5]. Hardware write blockers intercept modification commands to preserve source data, while software tools use cryptographic hashing such as SHA-256 to produce a verifiable seal during acquisition [6]. A clear operational and financial divide separates commercial and open-source suites. Commercial tools such as FTK and EnCase are vetted for courtroom use and professionally supported at high cost, though comparative evaluation shows meaningful differences in artefact recovery between the major mobile suites [7]. Open-source tools such as Autopsy and Guymager are free but require manual validation; Brunty [4] argues validation is the examiner's obligation regardless of vendor. Tool selection is therefore strategic rather than purely technical, since expectations around validated evidence push agencies toward commercial licences.
	Feature
	Commercial Tools (e.g. FTK, EnCase)
	Open Source Tools (e.g. Autopsy, Guymager)

	Cost Structure
	High capital expenditure (licensing)
	Free and open access

	Support System
	Professional technical support
	Community-driven forums and wikis

	Legal Validation
	Heavily vetted for court use
	Requires manual validation by the investigator

	Functionality
	Modular, highly automated processing
	Often all-in-one; requires manual configuration


Table 1: Commercial vs Open-Source Forensic Tools
4. Intersection of Digital Forensics and Cybersecurity
Digital forensics and cybersecurity are closely linked, bridging proactive defence and reactive incident response [8]. Cybersecurity focuses on risk mitigation and access control; forensics supplies investigative rigour during detection, analysis and eradication, producing indicators of compromise that identify a threat actor's tactics. Rather than a post-breach legal requirement alone, modern security operations centres use forensic intelligence to tune monitoring and inform automated response, creating a feedback loop in which findings harden ongoing defence — a convergence Dunsin et al. [3] identify as central to modern DFIR practice.
5. Emerging Trends in Digital Forensics
The field is currently shaped by cloud computing, the Internet of Things and advanced AI, all of which decentralise data and complicate jurisdiction [9]. Cloud environments complicate acquisition through data replication and multi-tenancy, making it difficult to isolate one party's data without touching another's [9]. IoT forensics is constrained by device diversity, lack of standardisation, and the short lifespan of edge data [10]. Artificial intelligence is dual-use: threat actors deploy autonomous tools for social engineering, while investigators use AI for threat hunting and deepfake detection [3]. Blockchain also attracts interest for immutable chain of custody, though adoption remains limited.
6. Key Challenges
Investigators face substantial technical and regulatory obstacles. Encryption, VPNs and Tor restrict network visibility, pushing examiners toward memory forensics and endpoint log analysis, while anti-forensic techniques reduce trace reliability. Fukami et al. [11] argue the traditional mobile extraction model has failed against modern encryption, so vulnerability exploitation is now required — carrying its own legal and validation difficulties. Volume compounds this: Quick and Choo [12] identified seized-data growth outpacing examiner capacity. In England and Wales, the Forensic Science Regulator Act 2021 requires ISO 17025 accreditation, raising standards but adding cost and delay, straining smaller providers and contributing to backlogs [13].
7. National Job Market
The UK labour market remains constrained despite recent growth, as Table 2 and Figure 1 show [14]. The core workforce gap has narrowed, but a substantial minority of businesses still report gaps specifically in forensic and incident response skills, and gender diversity has stagnated, particularly in senior positions [14]. Job postings fell in 2024, suggesting a stabilising entry-level market, yet many vacancies remain hard to fill — pointing to a shortage of advanced practitioners rather than general disinterest.
	Metric
	Statistic / Data Point

	Total Employed Workforce
	~143,000 (5% year-on-year increase)

	Core Cyber Workforce Gap
	3,800 professionals (down from 11,100 in 2023)

	Advanced Technical Skills Gap
	30% of businesses report gaps in forensics/IR

	Gender Diversity
	17% female (falling to 12% in senior roles)


Table 2: UK Cyber Job Market Metrics, 2025
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Figure 1: UK Cybersecurity Job Market Metrics, 2025
8. International Job Market
Internationally, demand is intense, with a global talent gap of roughly four million professionals placing the UK in direct competition with markets such as the United States. As Table 3 and Figure 2 show, the compensation gap widens sharply beyond entry level, where comparable UK figures are best described as market dependent. This creates a genuine retention risk for UK employers in an increasingly remote-enabled labour market.
	Role / Level
	UK Average Salary Estimate
	US Average Salary Estimate

	Entry-Level Graduate
	£28,000 – £35,000
	$55,000 – $80,000

	Digital Forensics Analyst
	Variable (market dependent)
	~$124,643

	Senior / Advanced Roles
	Variable (market dependent)
	$130,000 – $200,000+


Table 3: UK vs US Salary Comparison by Role Level
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Figure 2: UK vs US Digital Forensics Salary Comparison by Role Level

9. Conclusion
Digital forensics has become a rigorous, regulated discipline central to both criminal justice and enterprise security. Advances in AI, cloud computing and IoT are driving innovation in automated analysis, but the UK sector's capacity is constrained by demanding accreditation requirements, a persistent advanced-skills gap, and weak workforce diversity. Sustaining the discipline's effectiveness against increasingly sophisticated threats will depend on reconciling rigorous regulatory compliance with technological agility, while addressing the pipeline of skilled practitioners entering and remaining in the profession. 


TASK 2
Digital Forensic Investigation Report: The Quantum Tech Case (Patent QT-AI-2025)
1. Broad Summary
Quantum Tech reported unauthorised access to its patent database involving AI chip design patent QT-AI-2025. The matter was referred to law enforcement, and four Android handsets were seized. All four were extracted on 28 October 2025 using machine UOW3609 with Cellebrite UFED 7.73.0.162, decoded in Physical Analyzer 7.73.0.11, each opened as a separate project in case Evidence Collection.
	Field
	Details

	Examiner
	Swasti Maheshkumar Sakariya

	Seizure date/time/location
	04-08-2026, UK

	Case reference
	Evidence Collection

	Organisation affected
	Quantum Tech

	Nature of incident
	Unauthorised access to Quantum Tech's patent database, involving AI chip design patent QT-AI-2025



2. Investigation Scope and Objectives
The scope of this investigation is limited to the four seized handsets. The objectives were to verify image integrity, identify relevant artefacts, attribute devices where possible, reconstruct a defensible sequence of events, correlate independent sources, and separate fact from inference.
3. Evidence Inventory
Four handsets were seized and extracted, summarised in Table 4: a Huawei POT-LX1 P Smart (EX-01), Nokia C2 2nd Edition (EX-02), Samsung SM-A137F (EX-03), and Ulefone Note 14 (EX-04). All share the same acquisition date, machine and examination unit, each recorded with intact UFD file data integrity. Preserved Extraction is False for all four.
	Ref
	Device
	IMEI 1
	Platform
	Extraction Type
	Window

	EX-01
	Huawei POT-LX1 P Smart
	860962043462662
	Android 10
	File System (Android ADB)
	16:12:56 – 16:53:34

	EX-02
	Nokia C2 2nd Edition
	353766763818217
	Android 11
	File System (Android Backup)
	16:01:06 – 16:03:26

	EX-03
	Samsung SM-A137F
	357898921470825
	Android 14
	File System (Android Backup)
	11:57:02 – 12:36:47

	EX-04
	Ulefone Note 14
	355617730545771
	Android 12
	File System (Android Backup)
	11:25:18 – 11:27:40


Table 4: Evidence Inventory — Four Seized Handsets
4. Evidence Integrity and Chain of Custody
Each device's forensic image was hash-verified following acquisition, with the extraction record documented in Cellebrite Physical Analyzer. No examiner name, evidence log number, storage location or signature is recorded; this is treated as Not Available in the Evidence. It limits the continuity record against the assurance expectations set out in [17], though the acquisition timestamps, hash values and integrity checks provide reasonable confidence in each image's technical integrity.
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Exhibit 4.1 — Extraction Record, EX-01
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Exhibit 4.2 — Evidence Loading
5. Methodology
The tools demonstrated are Cellebrite UFED (acquisition) and Physical Analyzer (decoding and examination) [15]; no other tool is used. Acquisition and handling followed established guidance on the preservation of digital evidence [16], [2], [5]. Decoding was scoped, not exhaustive: ten applications on EX-01 via AppGenie, twenty-seven on EX-03 through selective apps decoding. Every retained conversation carries a Sources link to its originating database; Brunty [4] notes automated parser output requires examiner verification rather than acceptance at face value, a limitation carried forward in Section 13.
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Exhibit 5.1 — Decoding Scope, EX-01
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Exhibit 5.2 — Decoding Scope, EX-03
6. Evidence Acquisition and Hash Verification
SHA-256 hash values were generated for each device image and are reproduced below exactly as displayed, with no recalculation or reformatting.
Table 5: SHA-256 Hash Values, All Four Handsets
	Ref
	SHA-256 Hash

	EX-01
	d5193dbf8246c09fdde73be8558343985ab24a2e1c142e4d64e16e2b6507e31f

	EX-02
	a693656c260e339069756be8005346e97033d0ccf2f79add56cd69c9eade13ab

	EX-03
	0e585c4fe8160254253be515a16ff94b7fdf88b248b67d45cfdef8753a9a3195

	EX-04
	630724e2f8863adb9c4f7df1ab645e56c19a832d546fe7ab55b0cebf8ea7befd



These values, with the extraction records for each device, support the technical integrity of the four images used throughout.
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Exhibit 8.1a — Image Hash Verification, EX-01 Huawei POT-LX1
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Exhibit 8.1b — Image Hash Verification, EX-02 Nokia C2 2nd Edition
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Exhibit 8.1c — Image Hash Verification, EX-03 Samsung SM-A137F
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Exhibit 8.1d — Image Hash Verification, EX-04 Ulefone Note 14
7. Communication Analysis
Three distinct artefact types were recovered from EX-01, none derived from another: a messaging thread, a negotiation exchange, and a subscriber mail record (Exhibits 6.1–6.3). Individually each is limited, as neither the thread nor the exchange names the material discussed. Together they share one subscriber number, supporting the attribution below and giving both artefacts weight beyond what either carries alone.
The one email-type artefact is the subscriber mail record (Exhibit 6.3) — an account-confirmation email, not a substantive exchange: no body discussing QT-AI-2025, no attachment, no reference to a sale or transfer. Its value is limited to linking the mobile number to the mailbox. No other email artefact, and none referencing a patent sample or sale intent, appears within the decoded scope. This reflects scope, not a conclusion that no such email exists. A phone number identifies a SIM rather than its operator, limiting how far this corroboration extends.
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Exhibit 6.1 — Messaging Thread, EX-01
20/11/2024. To Joe 10:01:24 and 10:01:44. Reply to Emma 10:03:04: final talks, client meeting at Manchester.
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Exhibit 6.2 — Negotiation Exchange
31/01/2025, 12:49:57 to 12:53:09. Peter Dover and Norman Smith. Terms of release, 5M, offshore arrangement, 48-hour window.
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Exhibit 6.3 — Subscriber Record
19/11/2024 16:28:57. Lebara mail to dovp59@gmail.com stating mobile 07917162788.
8. Chronological Timeline
All times are UTC+0. The sequence set out in Table 6 runs from fifteen unanswered outbound calls to a number saved as "SA No." across August 2024, through messages to Emma and Joe between 21 August and 20 November 2024, to the negotiation exchange of 31 January 2025 and the acquisition of the four handsets on 28 October 2025. A separate set of location records dated 2005 to 2009 falls well outside the case period, is treated as seeded or legacy data, and is excluded from this timeline.
Table 6: Chronological Timeline of Case Events
	Date/Time (UTC+0)
	Event
	Source

	02–19/08/2024
	15 outbound calls to "SA No.", none answered
	EV 7.1

	21/08/2024, 10:06:29
	Message to Emma: who might be interested
	EV 6.1

	26/08/2024, 07:04:36
	Message to Emma: contacts obtained
	EV 6.1

	19/11/2024, 16:28:57
	Mail confirms mobile 07917162788
	EV 6.3

	20/11/2024, 10:01:24
	Message to Joe: update on the offers
	EV 6.1

	20/11/2024, 10:03:04
	Reply to Emma: meeting at Manchester
	EV 6.1

	07/12/2024, 20:39:53
	Snapchat activity, peter_dover
	EV 10.3

	31/01/2025, 12:49:57–12:53:09
	Negotiation exchange: terms, 5M, offshore arrangement, 48-hour window
	EV 6.2

	28/10/2025, 11:25–16:53
	Four handsets acquired; images verified
	EV 8



9. Call Log and Email Correlation
The unanswered calls precede the first message by two days, consistent with a shift from voice to messaging, though the log does not record who answered. The mail record corroborates the same subscriber number appearing in the thread and account record, so EX-01's attribution rests on three independent sources, not a single decode. The device-information screenshot for EX-03 (Exhibit 10.2) confirms it by exact IMEI match, though this does not establish who was using it.
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Exhibit 7.1 — Call Log
15 records. Outbound to "SA No." on 02, 10, 13, 17, 18 and 19 August 2024. All Not answered.
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Exhibit 7.2 — Timeline View
1,593 records. Includes Location entries dated 2005 to 2009, outside the UK; excluded from the case timeline.
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Exhibit 10.1 — Account Record, EX-01
Peter Dover, peter_dover, Snapchat. Phone +447917162788.
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Exhibit 10.2 — Device Record, EX-03
Galaxy A13, SM-A137F/DS. IMEI 357712351470827 and 357898921470825.
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Exhibit 10.3 — Social Account, EX-01
peter_dover, 73 items. Entry created 07/12/2024 20:39:53.
10. File and Metadata Analysis
No file artefacts or file-level metadata are present within the decoded scope. This reflects the decoding performed (ten applications on EX-01, twenty-seven on EX-03; Archives and Documents nodes not examined), not a conclusion that no such files exist. No removable storage exhibit was issued. This is Not Available in the Evidence, and no conclusion on file transfer, copying or deletion is offered; a full review of the unexamined file system areas is recommended below.
11. Suspect Analysis
Emma appears as a recipient of messages on EX-01 dated 20 November, 21 August and 26 August 2024. The evidence does not establish she authored, sent or received these personally, since EX-01 is attributed to Peter Dover, not Emma. This is consistent with her being party to the thread but does not establish involvement in any material transfer, as no artefact names the material discussed.
Joe. Joe appears as a recipient of a message on 20 November 2024 giving an update on offers. No further communications, contacts or records involving Joe are present. This is consistent with an intermediary role but cannot be corroborated beyond that single message.
Norman. Norman Smith appears once, as a party to the negotiation exchange on 31 January 2025 with an account associated with Peter Dover, discussing terms, 5M, an offshore arrangement and a 48-hour window. No device, account or independent communication thread is attributed to Norman elsewhere. This single exchange is contact between two named accounts on one occasion; it does not on its own establish buyer involvement.
Vanessa. The case background names Vanessa as R&D Director at NexGen Circuits and a suspected buyer-side contact for QT-AI-2025. Against that role, the digital evidence is clear: no artefact anywhere in the four extractions names her, references NexGen Circuits, or shows contact between her and Emma, Joe or the accounts associated with Peter Dover and Norman Smith. Her position is therefore Unknown rather than Excluded — a data-availability limitation, not a finding that she was uninvolved. No finding, positive or negative, is offered in relation to her.
12. Critical Evaluation of Findings
The strongest finding is EX-01's attribution to Peter Dover, supported by three independent artefacts sharing the same phone number — proper corroboration, as none was derived from another. The weakest is the 31 January 2025 exchange: clearly recorded, but its subject is never named, so it establishes only that a negotiation took place, not what was negotiated. EX-03 is confirmed as the seized Samsung handset by exact IMEI match, but no user is attributed; EX-02 and EX-04 carry no attribution at all.
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Exhibit 9.1 — Evidence Correlation — Device Attribution, EX-01
Three independent artefact types converge on one subscriber number, supporting the attribution of EX-01 to Peter Dover.
13. Evidence Limitations
Decoding was selective; data outside scope was not examined. Chat evidence is partly AppGenie output with source links, but underlying databases were not independently reviewed. No artefact names the material discussed in the 31 January exchange, and the 2005–2009 location records were excluded as outside the case period, No evidence or relevant records related to Vanessa were found.
14. Conclusion
Four device images were acquired on 28 October 2025 and verified by SHA-256 hash, with intact file data integrity. A negotiation exchange took place on 31 January 2025 between an account associated with Peter Dover and Norman Smith, discussing terms and a figure of 5M. EX-01 is attributed to Peter Dover on three independent artefacts sharing the same subscriber number; contact linked to Emma ran from 21 August to 20 November 2024. EX-03 is confirmed as the seized Samsung by IMEI match though its user is not established, and EX-02 and EX-04 carry no attribution. Every finding is traceable to an artefact and timestamp; the gaps are stated rather than filled.
Assumption: Four devices were submitted: Samsung Galaxy A13 (“Joe”), Huawei (“Emma”), Nokia C2 (“Norman”), and an unattributed Ulefone Note 14.
15. Recommendations
The source databases underlying the AppGenie-decoded conversations should be reviewed directly. Further work should establish attribution for EX-02, EX-03 and EX-04, and the unexamined Archives and file system areas should be reviewed for file evidence and any artefact connecting Vanessa or NexGen Circuits. Quantum Tech should restrict access controls on the patent database; verified images and extraction records should be preserved for further examination.
16. Reflection
Carrying out this examination reinforced the difference between an artefact and a conclusion. Producing the SHA-256 hashes was straightforward, but establishing EX-01's attribution required deliberately checking three independent artefacts against each other rather than accepting the first plausible match — the harder skill. Working with selectively decoded data was the main challenge: with only ten and twenty-seven applications decoded, every negative finding, including the absence of file evidence and of any artefact naming Vanessa, had to be phrased as a scope limitation, not a closed conclusion.
If repeating this exercise, the file system and Archives nodes on all four devices would be reviewed directly, since this is the change most likely to close the file and metadata gap, and time would be spent earlier confirming whether any artefact connected Vanessa or NexGen Circuits to the case. More broadly, this task improved my ability to separate what a screen genuinely shows from what a case narrative suggests it should show — a skill transferable to professional practice, where a report is judged on what can be defended under challenge, not on how complete the picture appears.


17. Practical Demonstration — Personal Device Acquisition
My personal phone acquisition.
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Exhibit 17.0 — Case Details, New Case                                               Exhibit 17.1 — Choose Action Menu


[image: ][image: /mnt/user-data/uploads/1786363970872_8.png]
           Exhibit 17.2 — Auto Detect                       Exhibit 17.3-Extraction Completed Successfully 
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EV 6.1 — Messaging Thread EV 6.3 — Subscriber Mail EV 10.1 — Account Record
(Huawei, EX-01) Record (19/11/2024) (EX-01)

Attribution: Peter Dover —
dovp59@gmail.com / +447917162788 —
Originating device: EX-01, Huawei POT-LX1 P Smart

Three independent artefact types, none derived from another. No artefact identifies
who physically sent each message.
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