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Abstract
This paper contains two main chapters – chapter 1 the practical work and chapter 2 the observational work. The practical work focuses on the implementation of two virtual networks using a type 2 hypervisor management software; the deployment of a network directory service via active directory and the configuration and installation of other important networking settings and services. Screenshots and narration are used to demonstrate the successful implementation of the practical work.
The observational work focuses on describing and explaining some of the uses of the technologies, services and settings that have been used throughout the practical work.
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[bookmark: _Toc97294011]Chapter 1 – Part 1 Practical Work: Building, configuring and managing the virtual network
The aim of this practical work is to build, configure and manage a type 2 hypervisor virtual network. Chapter 1 of this report will therefore document the steps that have been taken in order to build a functional virtual network.
[bookmark: _Toc97294012]1.1 Virtual machine creation and operating system installations
[bookmark: _Toc97294013]1.1.1 Installing the Oracle VM VirtualBox
VirtualBox is important as it allows for virtual PC’s and servers to be ran on the same PC in order to demonstrate this task.
[image: ][image: ]Oracle VM VirtualBox installed successfully and is now launched:
[bookmark: _Toc97294014]1.1.2 Downloading Windows Server 2019 and Windows 10
[image: ]Windows Server 2019 and Windows 10 have been downloaded:







[bookmark: _Toc97294052]Figure 1: VirtualBox installed and relevant OSs downloaded.




[bookmark: _Toc97294015]1.1.3 Creating two VM’s for Windows Server 2019
[image: ]The first Windows Server VM that will be created is named “Server1”. The settings chosen allow for Windows Server 2019 to be used correctly. The allocated memory for the VM is set to 4096MB to ensure it has enough memory to smoothly operate the system. After this a dynamic hard disk memory size of 25GB is chosen as it is enough for this task.
[image: ]
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[bookmark: _Toc97294053]Figure 2: Process of creating a VM called Server1.
The same process was repeated again, but for Server2.



[bookmark: _Toc97294016]1.1.4 Creating two VM’s for Windows 10
A similar process for the client VM’s has been done, as seen below. Windows 10 (64-bit) has been chosen for Client1 VM. 20GB of dynamic memory has been allocated, which is plenty for this task.
[image: ][image: ]
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[bookmark: _Toc97294054]Figure 3: Process of creating a VM called Client1.
The same process was repeated again, but for Client2.
[image: ]As seen below, 2 VM’s for Windows Server 2019 have been created and 2 VM’s for Windows 10 have been created:







[bookmark: _Toc97294055]Figure 4: Revealing that all VMs have been created.
[bookmark: _Toc97294017]1.1.5 Installation process for the Windows Server 2019 operating system for the two server VMs
[image: ][image: ]Navigating to the storage tab and the empty storage device. Then choosing a disk file and selecting the Windows Server 2019 ISO file for the Server1 VM.
[image: ]The storage device is no longer empty and is instead occupied by the server. Windows Server 2019 is now available to use on the Server1 VM.





[bookmark: _Toc97294056]Figure 5: Installation process for Windows Server 2019 for Server1.
This process has been repeated for Server2.









[bookmark: _Toc97294018]1.1.6 Installation process for the Windows 10 operating system for the two client VMs
[image: ][image: ]Navigating to the storage tab and the empty storage device. Then choosing a disk file and selecting the Windows 10 ISO file for the Client1 VM.
[image: ]The storage device is no longer empty and is instead occupied by the OS. Windows 10 is now available to use on the Client1 VM.






[bookmark: _Toc97294057]Figure 6: Installation process for Windows 10 for Client1.
This process has been repeated for Client2.









[bookmark: _Toc97294019]1.1.7 Optimizing the Type 2 Hypervisor program for server VMs
The VM will have to use the current PC’s hardware resources and hence should be optimized to ensure processes run as smoothly as possible. Therefore, the PAE/NX setting under the system, processor tab has been enabled.
[image: ]






[image: ]To optimize the VM’s further, the maximum video memory of 128MB is now being used for Server1.








[bookmark: _Toc97294058]Figure 7: Optimizing Server1 VM.
This process has been repeated for Server2.







[bookmark: _Toc97294020]1.1.8 Optimizing the Type 2 Hypervisor program for client VMs
[image: ]This process is unnarrated because the same process has already been outlined above for the Server1 VM.
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[bookmark: _Toc97294059]Figure 8: Optimizing Client1 VM.
This process has been repeated for Client2.









[bookmark: _Toc97294021]1.1.9 Installing Windows Server 2019 for Server VMs
[image: ][image: ][image: ][image: ]The goal is now to finish off the installation of Windows Server 2019 on the server VM’s. Windows setup process: 
[image: ][image: ]After the installation is finished, a password is setup.

[bookmark: _Toc97294060]Figure 9: Installing Windows Server 2019 for Server1 VM.



[image: ]Successfully installed the OS for Server1:








[bookmark: _Toc97294061]Figure 10: Screenshot reveals successful installation of OS.
This process has been repeated for Server2.
[bookmark: _Toc97294022]1.1.10 Installing Windows 10 for Client VMs
[image: ][image: ]This is a similar process to the server installations as seen and narrated above.






Windows 10 Home has been chosen as the OS (the version is later upgraded to Education Edition).
[image: ]



[image: ][image: ][image: ][image: ][image: ][image: ]Logging in and creating a PIN.
[bookmark: _Toc97294062]Figure 11: Installing Windows 10 for Client1 VM.




Successfully installed the OS for Client1:
[image: ]











[bookmark: _Toc97294063]Figure 12: Screenshot reveals successful installation of OS.
This process has been repeated for Client2.
[bookmark: _Toc97294023][bookmark: _Hlk97126953]1.2 Virtual Network Configurations
[bookmark: _Toc97294024][bookmark: _Hlk97148485]1.2.1 Configuring virtual network for Server1 (PublicNet)
The name of the adapter and network name is now “PublicNet” so that they are easily identifiable.
Server1:
[image: ][image: ]


Setting up network configuration for PublicNet:
[image: ]







[bookmark: _Toc97294064]Figure 13: Configuring “PublicNet” network settings for Server1.
[bookmark: _Toc97294025]1.2.2 Configuring new virtual network for Server1 and Client1 (PrivateNet1)
[image: ][image: ]Server1:
[image: ][image: ]







[bookmark: _Toc97294065]Figure 14: Configuring “PrivateNet1” network settings for Server1.

[image: ]Client1:
[image: ]
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[bookmark: _Toc97294066]Figure 15: Configuring “PrivateNet1” network settings for Client1.









[bookmark: _Toc97294026]1.2.3 Configuring virtual network for Server2 (PublicNet)
[image: ]Mostly refer to the narrations above as this is a similar process. Server2:
[image: ]






[image: ]Setting up network configuration for PublicNet:








[bookmark: _Toc97294067]Figure 16: Configuring “PublicNet” network settings for Server2.
[bookmark: _Toc97294027]1.2.4 Configuring new virtual network for Server2 and Client2 (PrivateNet2)
[image: ]Server2:
[image: ]
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[bookmark: _Toc97294068]Figure 17: Configuring “PrivateNet2” network settings for Server2.
[image: ][image: ]Client2:
[image: ]








[bookmark: _Toc97294069]Figure 18: Configuring “PrivateNet2” network settings for Client2.

[bookmark: _Toc97294028]1.2.5 Ensuring firewalls are disabled for Server1 and Client1 
[image: ]Server1:







[bookmark: _Toc97294070]Figure 19: Firewall is disabled for Server1.
[image: ]Client1:





[bookmark: _Toc97294071]Figure 20: Firewall is disabled for Client1.
[bookmark: _Toc97294029]1.2.6 Verifying LAN connectivity for Server1 and Client1
[image: ]Server1 command prompt pinging Client1 successfully:










[bookmark: _Toc97294072]Figure 21: Pinging Client1 from Server1 is successful.

[bookmark: _Toc97294030]1.2.7 Ensuring firewalls are disabled for Server2 and Client2 
[image: ]Server2:






[bookmark: _Toc97294073]Figure 22: Firewall is disabled for Server2.
[image: ]Client2:






[bookmark: _Toc97294074]Figure 23: Firewall is disabled for Client2.
[bookmark: _Toc97294031]1.2.8 Verifying LAN connectivity for Server2 and Client2
Server2 command prompt pinging Client2 successfully:
[image: ]









[bookmark: _Toc97294075]Figure 24: Pinging Client2 from Server2 is successful.
[bookmark: _Toc97294032]1.3 Deploying a network directory service and active directory
An active directory will be used in order to control objects within the network. 
[bookmark: _Toc97294033]1.3.1 Pre-requisite
For this demonstration to be as error free as possible the following steps have been taken for Server1:
· IP is statically defined
· No DNS is setup
· Firewall is turned off
· PC is renamed
Renaming the PC appropriately
[image: ][image: ]







[image: ]After restart, PC has been renamed:









[bookmark: _Toc97294076]Figure 25: Server1 PC has been renamed appropriately.
[image: ]Firewall is turned off








[bookmark: _Toc97294077]Figure 26: Confirmation that the firewall is turned off for Server1.
[image: ]Ensuring No DNS is setup and the IP is static
[image: ]








[bookmark: _Toc97294078]Figure 27: Reveals that no DNS is setup, IP is static.









[bookmark: _Toc97294034]1.3.2 Deploying Active Directory (AD)
The goal now is to deploy Active Directory Domain Services (AD DS) and its features via the Server Manager on Server1. Server1 (DC1-NWT) will become a domain controller and a new forest and domain name shall be created. Crucially, the DNS server and global catalogue will be enabled.
[image: ]
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[bookmark: _Toc97294079][image: ]Figure 28:[image: ][image: ][image: ] Setup/installation process for AD and other features




Logging into the created domain:
[image: ]



 






[bookmark: _Toc97294080]Figure 29: Domain is revealed upon logon screen.
















[bookmark: _Toc97294035]1.3.3 Creating user account objects via Active Directory Users and Computers
[image: ][image: ]
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Note that the “DC1-NWT” PC is indeed listed as a nosstask.msft domain controller:
[image: ]








[image: ][image: ]Only one domain admin user, currently:










[image: ][image: ]Creating a user and promoting them to be a domain admin:
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[bookmark: _Toc97294081]Figure 30: New user “Robert Jamieson” has been created and is now a domain admin.
New domain admin login success to Server1:
[image: ]
[image: ]

[bookmark: _Toc97294082]Figure 31: “Robert Jamieson” user has successfully logged into the new domain controller.






[bookmark: _Toc97294036]1.3.4 Object attributes - setting up controls and privileges for a user account
[image: ][image: ]








[image: ]Note that the user created (Aled Roberts) is listed in the domain user’s member’s tab:
[image: ]
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[bookmark: _Toc97294083]Figure 32: New user “Aled Roberts” has been created.

[image: ]Preventing the user from changing their password and from logging on from 11am-12pm from Wednesday to Friday.
[image: ]









[bookmark: _Toc97294084]Figure 33: Logon time and password restrictions.
[bookmark: _Toc97294037]1.3.5 Adjoining the domain and testing user logins
Creating an object: “WS1-NWT”.
[image: ][image: ]
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[bookmark: _Toc97294085]Figure 34: Object "WS1-NWT" has been created.
Logging into Client1 and renaming the PC to “WS1-NWT”.
[image: ]
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[bookmark: _Toc97294086]Figure 35: Renaming Client1’s PC to “WS1-NWT”.









Changing the preferred DNS server but before doing so upgrading from Windows 10 Home Edition to Windows 10 Education Edition (to join the domain).
[image: ]
[image: ]






[bookmark: _Toc97294087]Figure 36: Process of changing the preferred DNS server.
The operating system has now been upgraded:
[image: ][image: ]
[image: ]






[bookmark: _Toc97294088]Figure 37: Windows 10 Home Edition has been upgraded to Windows 10 Education Edition.





[image: ]Finishing adding the preferred DNS server:












[bookmark: _Toc97294089]Figure 38: Preferred DNS server has been inputted.
Joining the domain.
[image: ]
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[bookmark: _Toc97294090]Figure 39: The PC has now joined the “nosstask” domain.









[image: ]Logging into the nosstask.msft domain with the regular user account created earlier:
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[bookmark: _Toc97294091]Figure 40: Successful login to the domain.
Attempting to login to the domain controller with a non-administrative user account (Aled Roberts):
[image: ]














Access was denied:
[image: ]














[bookmark: _Toc97294092]Figure 41: Login access to the domain controller denied for the non-administrative user.











[bookmark: _Toc97294038]Chapter 2 – Part 2 Observational Work
[bookmark: _Toc97294039][bookmark: _Hlk96535538]2.1 Type 1 and Type 2 hypervisors
[bookmark: _Hlk96527090]Hypervisors interact with the machine’s resources such as the CPU and RAM in order to share resources whenever they are needed for any Virtual Machine (VM) that may be running [1]. Therefore, allowing for virtualization. A type 1 hypervisor is not reliant or installed on a pre-existing Operating System (OS), it is known as a “bare-metal hypervisor” [2] because of this. Whereas a type 2 hypervisor IS executed within an OS.
[image: ]
[bookmark: _Toc97294093]Figure 42: Type 1 and Type 2 hypervisor. Adapted from source: [3].
[bookmark: _Hlk96530639][bookmark: _Hlk96700760]The main advantage of a type 1 hypervisor is that it offers better performance than type 2 hypervisors because it has instant access to the hardware of the machine – it doesn’t have an OS to interact with.  This allows type 1 hypervisors to be “much more efficient” [4] and utilize “much better performance” [5] - whereas type 2 hypervisors have increased delay between operations.
Type 1 hypervisors are very secure – a crash or issue on one VM will not affect any other VM or the hypervisor itself [4]. Whereas type 2 hypervisors have the downside of having downtime [4] whenever their host OS faces attacks, crashes or when it needs essential updates.
One upside of a type 2 hypervisor is that the installation of each VM is much more straightforward than it is for a type 1 hypervisor. The OS itself has already dealt with hardware compatibility issues, hence allowing type 2 hypervisors to operate on more hardware [6]. Furthermore, type 2 hypervisors are simpler to operate because no additional management software [6] is required.
Popular type 1 hypervisor vendors include: 
· Microsoft Hyper-V [1]
· VMware ESXi [1]
· Oracle VM [1]


Popular type 2 hypervisor vendors include: 
· Oracle VM VirtualBox [2]
· VMware Workstation Pro [2]
· QEMU [2]
[bookmark: _Toc97294040][bookmark: _Hlk96535547]2.2 Cloud computing for enterprises
Cloud computing services such as Microsoft Azure and Google Cloud Platform [7] allow businesses to make use of and host online services in several ways. Businesses use cloud computing in different areas, including:
· Infrastructure as a Service (IaaS)
· Platform as a Service (PaaS)
· Software as a Service (SaaS)
SaaS allows businesses to have their services hosted and useable by their customers with immediate access and no installation or download required [8]. Businesses save time and money in this area as it is the vendor’s responsibility to maintain the service and its underlying hardware [9]. Downsides to SaaS is that businesses must rely on a third party business to keep their services running smoothly. Examples of services using SaaS include YouTube and Google Docs.
Developers can take advantage of PaaS to develop and design services by making use of the “programming and hosting frameworks” [8] that the cloud provides [8]. Developers only need to pay for the resources that they are actively using [10], thus maximizing cost effectiveness. A downside of PaaS is that developers may experience difficulties where frameworks are not optimized or are unavailable [9].
IaaS allows businesses to make use of virtualization, storage of data and networking services on a “pay-as-you-go basis” [11]. By storing data on the cloud, businesses don’t need an on-site data storage server. This means they don’t have to worry about scalability or maintenance costs [9]. One downside to IaaS is that if the cloud service is down, it can severely affect the businesses’ ability to operate.









[bookmark: _Toc97294041]2.3 Domain Name System
A Domain Name System (DNS) translates domain names into the corresponding IP address of a website [12]. This means users do not have to type out an IP address of a website and can instead use its domain name. This is crucial because an IP address is significantly more difficult to remember than a domain name is. The below illustration demonstrates the DNS translation process:
[image: ]






[bookmark: _Toc97294094]Figure 43: Domain Name System IP translation process. Source: [13].
The DNS is important because it assists host machines within an Active Directory (AD) to find the corresponding IP address to e.g., the webpage they are attempting to view [14]. If a DNS server does not have an IP address in its cache that a host machine is seeking, iterative queries will be used throughout the hierarchy of databases [15] such as the root [16] until it is found.
DNS within an AD allows domain controllers to communicate with each other and for clients to connect to the domain controllers [17]. This allows domain controllers to identify, manage and authorize users so that they can gain access to IT resources [14] such as files and applications. These privileges have been demonstrated during the practical work because the user “Robert Jamieson” has been given a domain admin role. Whilst “Aled Roberts” has had his privileges restricted as he cannot login between 11am-12pm from Wednesday to Friday. By restricting Aled Robert’s logon periods, it prevents him from gaining unauthorized access at those times and thus better secures the domain.
[bookmark: _Toc97294042]2.4 Critical feature based installations for an enterprise network
[bookmark: _Toc97294043]2.4.1 Dynamic Host Configuration Protocol
Dynamic Host Configuration Protocol (DHCP) allows for the distribution of dynamic or manual IP addresses [18] to hosts such as personal computers and printers. It also allows for other important networking configurations, such as a default gateway and subnet mask [18]. DHCP leases dynamic, unique IP addresses to host machines [19]. 
Once a dynamic IP address is no longer used by one host, it can be reclaimed by another host [20]. DHCP is important because it largely removes the need for static IP addresses to be created manually, saving a lot of time and reducing the risk of human error.
[bookmark: _Toc97294044]2.4.2 Web Servers
Web servers can be managed via Microsoft’s server manager [21]. Web servers are used for e-commerce, video entertainment, forums, etc.
Web servers allow for enterprises to host their services such as web applications on the internet for all of their customers to view and use. Similarly, content or services can be hosted specifically for in-house employees, via the intranet [22]. Web servers run 24/7 and can be accessed from anywhere with an internet connection – if its content is inaccessible, it is likely due to on-going maintenance or due to insufficient viewing privileges.
[bookmark: _Toc97294045]2.5 Terminologies and their meaning (encountered during the practical work)
Terminologies encountered:
· Ping
· Windows Server Manager
· Windows Server 2019 Firewall
· PAE/NX
[bookmark: _Toc97294046]2.5.1 Ping
A ping is what is used to determine whether a successful connection can be had with one host to another and the connection’s speed [23]. For the Windows Server 2019 OS, to ping another host, simply type “ping [host IP address]” in the command line interface. E.g., “ping 192.168.1.5”. The above example of pinging another host will also work within a Linux distribution OS such as Ubuntu, within its terminal [24].
[bookmark: _Toc97294047]2.5.2 Server Manager
The Windows Server 2019 Server Manager software enables administrators to manage servers externally and locally [25]. It allows for the installation and management of key programs, depending on the administrators use case. For instance, it includes the Active Directory Users and Computers program [26]. Administrators use this to manage objects [26]. AD compared to services such as 389 Directory Server [27] (that make use of LDAP) challenge AD as they are free Linux OS alternatives [27] that offer similar functionality, yet “High performance” [27].
[bookmark: _Toc97294048]2.5.3 Firewall
Windows Firewall is built into the Windows Server 2019 OS and its purpose is to monitor and block any suspicious network traffic to better protect the host and its network [28]. Strict rules and filters ensure that any malicious packets of data are blocked. It can be turned off if needs be or made to be less strict or even stricter because users can change its inbound and outbound rules [28]. During the practical implementation, the firewalls for Server1, Client1 and Server2 and Client2 were turned off in order to avoid the pings from being blocked. This was necessary because it was important to confirm the connections were successful without any unwanted interference meddling with the process.
Linux firewall operates in a similar way because it too blocks malicious data and allows users to tailor the rules to their needs [29]. There are key differences though, one of which is that it allows for “ICMP echo request delaying” [29] - essentially making it more difficult for attackers to interrupt the connection [29].
[bookmark: _Toc97294049][image: ]2.5.4 Physical Address Extension/NX (PAE/NX)
PAE/NX is a processor related setting specifically for “32-bit versions of Windows running on x86-based systems” [30]. The PAE/NX setting can be enabled for virtual machines via the software Oracle VM VirtualBox. Its purpose is to improve the performance of virtual machines by allowing more RAM to be utilized [31], up to 128GB [30].[bookmark: _Toc97294095]Figure 44: PAE/NX setting enabled.



[bookmark: _Toc97294050]2.6 Reflection on the tasks completed
The overall goal of the practical work was to build two virtual networks using a type 2 hypervisor management software; deploy a network directory service with the help of AD and install/configure other essential networking services/settings. The tasks outlined have been completed, with screenshots and narration to highlight them.
Installing the VM software VirtualBox and downloading Windows Server 2019 and Windows OS for the hosts were the first steps taken. VirtualBox settings were then optimized by ensuring the maximum video memory was allocated and that PAE/NX was enabled for better VM performance [31].
Virtual network configurations such as IP addresses were modified to allow certain hosts to communicate to one another, either via a private or public network. After this a server was promoted to a domain controller in order to create a domain. Afterwards, the Active Directory Users and Computers was predominantly used to create user accounts and setup their privileges. As all of the tasks have been completed, the practical work has been a success.
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