 (
Amy Williams – P151979
14/05/2018
Report on General data protection regulation
)





























Contents
Introduction	2
Main Body	3
Conclusion	6
References	7


























[bookmark: _Toc514067799]Introduction 

The main aim of this report is to look into GDPR and conclude what it is; the key principles; how it will affect the company; how the company can prepare and use it to their advantage. 
It has taken a total of four years of debates and intensive preparation but GDPR was approved by EU Parliament in 2016 and will come into act shortly on the 25th of May 2018. If Dragon Data Supplies do not comply with the regulations of GDPR the company could face a fine of twenty million or more. 
So what is GDPR? ‘’The EU General Data Protection Regulation (GDPR) replaces the Data Protection Directive 95/46/EC and was designed to harmonize data privacy laws across Europe, to protect and empower all EU citizens data privacy and to reshape the way organizations across the region approach data privacy’’ (EU GDPR Portal, 2018).
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In order for Dragon data supplies to avoid any fines the company as a whole need to understand the key principles of GDPR that they must comply with. The first is ‘’Increased Territorial Scope which is arguably the biggest change to the regulatory landscape of data privacy comes with the extended jurisdiction of the GDPR, as it applies to all companies processing the personal data of data subjects residing in the Union, regardless of whether the processing takes place in the EU or not’’ (EU GDPR Portal, 2018). The aim of this is to bring a large number of overseas businesses within reach. A positive of this principle is that it will level the playing field for businesses. This means no matter where the company operates it must comply with the conditions.
Secondly is penalties, if a company does not comply with the regulations of GDPR then the company can be fined up to 4% of its annual global turnover or twenty million, whichever is more. Reasons this fine could be imposed is if as a company we do not have customer consent to process data. This means if Dragon data supplies don’t comply and are caught this fine could be enough to significantly damage the company financial wise or even worse bankrupt it. 
Third  is consent, ‘’conditions for consent have been strengthened, and companies will no longer be able to use long illegible terms and conditions full of legalese, as the request for consent must be given in an intelligible and easily accessible form, with the purpose for data processing attached to that consent. Consent must be clear and distinguishable from other matters and provided in an intelligible and easily accessible form, using clear and plain language’’(EU GDPR Portal, 2018). ‘‘The GDPR provides individuals with new and enhanced rights, including a right to data portability, and a right not to be subject to a decision based on profiling, in certain circumstances’’ (Algoodbody.com, 2018). GDPR will give customers or even members of staff the right to access all their data; the right to ask for their data to be deleted; they can refuse to have their data used for processing and the right to notified on any change. The GDPR allows consumers to be in control. This is a positive for consumers and staff as it gives them control over all of their data but this means Dragon data supplies now have to adhere to these rules when getting data. Any previous data the company holds that wasn’t collected in such a way needs to be deleted and removed, which is time consuming and is a waste of previously collected data. It also means collecting data will now be more time consuming and harder to get which could cost the company more money as it may need to hire more staff to implement GDPR and train staff on how the company can still collect data easily while adhering to GDPR. Also the company will now need to spend money on getting staff to check through all previous data and remove of anything that does not comply with GDPR.  








How will GDPR affect Dragon data supplies?
When dragon data supplies uses online forms it can no longer use pre-ticked boxes. Also the company will need to clearly communicate what the intentions are with customers/employees data and how long it will stored. It is then up to them what they are willing to have their data used for. The individual can refuse to have their data used if they are not happy. This means it will be a longer more time consuming process to receive data.
		The biggest issue the company will face with GDPR is getting consent. From 25th of May dragon data supplies will only be able to keep data which was collected under the previous rules of consent but this data had to be collected in a way which was already GDPR compliant. This means the company needs to check through all data as it could result in most of our stored data being illegal as it may not have been collected in a way which GDPR would consent. This is also time consuming and costly as it means it will have to pay staff or an outside analyser who understands what is compliant with GDPR to sift through all data. When requesting consent the company must ensure it complies with these following rules; ‘’Use plain language; make sure the request is separate and clearly distinguishable; must be a affirmative action; must have consent for all purposes; not tied to a contract and finally the consent must be withdrawable’’ (Ltd, 2018)
  	GDPR also goes more in depth in the terms of child protection, once GDPR comes into play all customers under the age of sixteen must have permission from a guardian before their data can be used.
	 
How can we comply? 
Let’s look at some steps dragon data supplies can take to ensure it is complaint.  The first step to take is make sure everyone in the company is aware of the change to GDPR and appreciate the affects it will have. Secondly look at the data stored in the company and work out where it came from and who it’s shared with. It is important the company are covering all the individuals rights, this includes how dragon data delete personal data. As mentioned above a stronger form of consent is needed the company needs to review how it seeks, manages and records consent and ensure it complies with GDPR. It is also vital that the company has procedures in place to detect report and investigate a personal data breech.
	‘‘Many of the GDPR’s main concepts and principles are much the same as those in the current Data Protection Act (DPA), so if you are complying properly with the current law then most of your approach to compliance will remain valid under the GDPR and can be the starting point to build from’’(Ico.org.uk, 2018). 
	






How can we use it to our advantage?
Customers will trust companies more now they know what their data is being used for and are no longer in the dark. They may be more willing as they know they are in control and can decide what they want their data to be used for. 
The company will have better data security ‘‘Cyber security breaches loom as a big threat to enterprises in the UK, with 68% of large firms in the UK having encountered a cyber-attack, according to the Cyber Security Breaches Survey 2017, having a GDPR-compliant framework in place will extend your cyber security practices’’ (Open Access Government, 2018). 
 Also by complying with GDPR it can help dragon data supplies cut costs because they no longer need some of the software used for data inventory and legacy applications. By following GDPRs mandate to keep inventory up to date we can save money.
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The initial cost of implementing GDPR will be high because the company needs to spend money on checking through all previous data and getting all staff and employees up to GDPR standard. After the initial cost though the company can use GDPR to their advantage as it is a level playing field for all companies operating within and outside EU. Also they can use the trust consumers will now have with giving their data to their advantage. Also by complying with GDPR it can help dragon data supplies cut costs because they no longer need some of the software used for data inventory and legacy applications. By following GDPRs mandate to keep inventory up to date it will result in saving money. 
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