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Introduction
Vigilant Trust & Asset Management (VTAM) is a financial services company that faces increasing cybersecurity risks due to hybrid working and cloud-based systems. Recently, the company experienced phishing attacks and an attempted ransomware attack highlighting weaknesses in its current security measures. Financial organizations are common targets for cyber criminals because they store sensitive customer and financial data. This report will identify modern cyber security threats and the recommended security policies, technical controls, monitoring systems and employee awareness training based on the zero trust principles and frameworks. 
Modern Threats	
Modern organisations face a wide range of cybersecurity threats that continue to evolve as technology advances. Financial companies such as VTAM are especially vulnerable because they manage sensitive customer and financial information. The increase in hybrid working and cloud computing has also expanded the attack surface for cybercriminals.
One of the biggest threats facing organisations today is ransomware, ransomware attacks involve malicious software that encrypts company data and demands payment to restore access. Many cybercriminal groups now use a model known as Ransomware-as-a-Service (RaaS), where ransomware tools are sold or shared online making attacks more common and sophisticated. A successful ransomware attack on VTAM could lead to financial losses, downtime and reputational damage.
Another major threat is phishing and AI powered social engineering attacks. Cybercriminals now use AI to create highly convincing phishing emails and fake voice calls that can trick employees into revealing passwords or sensitive information. These attacks are difficult to detect because the often appear genuine and target human error rather than technical weaknesses. 
Supply chain attacks are also becoming more common. These attacks occur when hackers compromise third party software providers or business partners to gain access to an organisations system. This is a serious risk for VTAM because financial companies rely on many external vendors and cloud-based services.
In addition, cloud security risks and hybrid working environments create new vulnerabilities. Employees working remotely may use insecure networks or personal devices, increasing the risk of unauthorised access and data breaches. Misconfigured cloud storage or weak access controls can also expose sensitive financial data.
Finally, insider threats remain a concern, employees may accidentally or intentionally compromise security through poor passwords, falling for phishing attacks or mishandling information. 


[bookmark: _Toc230353402]Modern Security Policies
To Improve cybersecurity and reduce the risk of future attacks, VTAM should implement modern security policies based on zero trust principles and recognised frameworks such as the NIST cybersecurity framework (CSF)[2] and ISO 270001. The zero-trust model follows the principle of “never trust, always verify”, meaning users and devices must continuously prove their identity before accessing company systems and data.
One important policy VTAM should introduce is a Zero Trust access control policy. This policy would ensure that employees only have access to the systems and information required for their job role, also known as the principle of least privilege. Restricting access in this way reduces the risk of unauthorised users gaining access to sensitive financial information.
VTAM should also implement a multi factor authentication (MFA) policy for all employees, especially remote workers and administrators. MFA improves security by requiring users to provide additional verification, such as a mobile authentication code alongside their password. This helps reduce the risk of compromised accounts cause by phishing attacks or stolen passwords.
Another important policy is a password and identity management policy. Employees should be required to create strong passwords and change them regularly. The company should also encourage the use of password managers to securely store login credentials. Account lockout measures should also be implemented to prevent brute force attacks.
Due to the increase in hybrid working, VTAM should develop a remote working policy that outlines secure access requirements for employees working outside the office. This policy should require staff to use approved devices, secure Wi-Fi connections and a company VPN service when accessing sensitive systems remotely.
A data protection and encryption policy should also be introduced to protect customer and financial information. Sensitive data should be encrypted both when stored and when transferred across networks. This aligns with ISO 27001[3] recommendations for protecting confidential information and reducing the impact of data breaches.
Finally, VTAM should implement an incident response policy that clearly explains how employees should report cybersecurity incidents. The policy should include procedures for identifying, containing and recovering from cyberattacks to minimise disruption and financial damage.

[bookmark: _Toc230353403]Technical Mitigation Measures
To mitigate the cybersecurity threats identified, VTAM should implement a combination of technical and administrative security controls aligned with zero trust principles.
One of the most important controls is multi factor authentication (MFA). MFA should be enforced across all company systems, especially for remote access and administrative accounts. This reduces the risk of unauthorised access even if employee credentials are stolen through phishing or social engineering attacks.
VTAM should also implement endpoint detection and response (EDR) tools to monitor and protect devices such as laptops and desktops. EDR solutions can detect suspicious behaviour, such as ransomware activity and automatically isolate infected devices to prevent the spread of attacks across the network.
A security information and event management (SIEM) system should be used to collect and analyse security logs from across the organisation in real time. SIEM tools help identify unusual activity such as multiple failed login attempts or unauthorised access to sensitive data allowing security teams to respond quickly to potential threats.
For Cloud environments, cloud security posture management (CSPM) tools should be implemented to identify misconfigurations and ensure compliance with security policies. This is particularly important for VTAM due to its reliance on cloud-based services and hybrid working arrangements.
Network segmentation should also be applied to separate critical financial systems from general user networks. This limits lateral movement in the event of a breach reducing the impact of Ransomware attacks.
Finally, regular patch management and vulnerability scanning should be enforced to ensure that all systems are up to date. Many cyberattacks exploit known vulnerabilities so timely patching significantly reduces risk.






[bookmark: _Toc230353404]Proactive Monitoring and Incident Response
VTAM should implement a proactive monitoring and incident response strategy to quickly detect and respond to cyber threats. A security information and event management (SIEM) system should also be used to monitor logs and network activity in real time. SIEM tools can identify suspicious behaviour such as failed login attempts, unusual traffic or unauthorised access attempts allowing security teams to respond faster.
VTAM should also implement security orchestration, automation and response (SOAR) tools to automate parts of the response process. For example, infected devices could automatically be isolated from the network if ransomware activity is detected. The company should also use a 24/7 security operations centre (SOC) or managed security provider to continuously monitor systems and respond to alerts.
Incident response process

[bookmark: _Toc230353405]Continuous Training and Awareness 
VTAM should provide continuous cybersecurity awareness training to reduce the risk of human error. Employees should complete regular phishing and vishing simulations to help them identify suspicious emails, fake phone calls and social engineering attacks. Training should also cover password security, safe remote working practices and data protection.
New employees should complete cybersecurity training during onboarding while existing staff should receive refresher training throughout the year. VTAM should also encourage a culture of security awareness where employees feel confident reporting suspicious activity or potential cyber incidents.

[bookmark: _Toc230353406]Conclusion
Cybersecurity threats continue to evolve as organisations increasingly rely on cloud systems and hybrid working environments. As a financial services company, VTAM faces significant risks from ransomware, phishing, supply chain attacks and insider threats. By implementing zero trust principles, modern security policies, technical controls, proactive monitoring systems and continuous employee awareness training, VTAM can strengthen its overall security posture and better protect sensitive financial data from evolving digital threats.
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Generic Criteria Coverage
1. EL (Engagement with Literature Skills) – Demonstrated through research into contemporary cybersecurity threats, standards, frameworks and best practice. 
1. KU (Knowledge and Understanding Skills) – Demonstrated through understanding of cybersecurity concepts, governance frameworks, security awareness and threat landscapes. 
1. CI (Cognitive and Intellectual Skills) – Demonstrated through analysis, evaluation, justification of controls, framework alignment and incident response planning. 
1. PA (Practical Application Skills) – Demonstrated through realistic implementation of security measures, monitoring solutions, diagrams and Packet Tracer activities. 
1. TS (Transferable Skills for Life and Professional Practice) – Demonstrated through professional communication, executive reporting and development of organisational security culture.
Marking Breakdown
	Assessment Criterion
	Generic Criteria Mapping
	Mark Awarded

	Comprehensiveness & Modern Relevance
	EL, KU
	7 /10

	Clarity & Alignment with Modern Frameworks
	EL, KU, CI
	12 /20

	Feasibility & Technical Soundness
	CI, PA
	6 /10

	Modern Monitoring & Incident Response
	CI, PA
	6 /10

	Engaging Training Programme
	KU, TS
	12 /20

	Executive Presentation
	CI, TS
	0 /20

	Packet Tracer Certificate
	PA, TS
	0 /10

	TOTAL
	
	43/100



Overall Feedback
	
The report demonstrates a satisfactory understanding of contemporary cybersecurity threats and mitigation measures. Relevant threats were identified, and the recommendations were generally aligned with Zero Trust principles and recognised frameworks such as NIST CSF and ISO 27001. Appropriate technical controls, including MFA, EDR, SIEM and network segmentation, were proposed.
While all required sections were addressed, the discussion was largely descriptive and would benefit from greater critical analysis, stronger justification of recommendations and more detailed consideration of business impacts. The monitoring and incident response section covered relevant concepts but lacked depth.
No Executive Presentation or Packet Tracer Certificate was submitted, resulting in a significant loss of marks. Future submissions should include all required deliverables and provide more detailed analysis and justification of recommendations.
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