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[bookmark: _Toc71032706]Abstract
Scenario 1:
	Virtualization of the OS has become a crucial consideration within the cloud, corporate data centre, and academia. With the multitude of available virtualization platforms, careful consideration is required for choosing the proper solution for a selected virtualization application. This research focuses on the technical aspects of virtualization, design, scalability, limitations, and external considerations. Differences between using an outsource solution such as Amazon Web Services (AWS) or creating its own data centre. 
	Keywords: Virtualization, Hypervisors, Security, Amazon Web Services, Scalability, Data centre.

Scenario 2:
	Data center security encompasses a wide range of technology and procedures for safeguarding a facility's physical facilities and network networks from both external and internal attacks. Data center security, at the simplest level, is all about limiting and controlling access. Protecting the data from corruption and the disaster recovery systems. 
	Keywords: Data Center Security, Storage Area Network, Security, Data Corruption, Disaster recovery systems.






[bookmark: _Toc71032707]Scenario 1
[bookmark: _Toc71032708]Data Center Virtualization
	The method of constructing a modern data center that is highly scalable, open, and stable is known as data center virtualization. You will improve IT agility and build a streamlined foundation for managing private and public cloud systems alongside conventional on-premises networks with software defined and fully integrated data center virtualization products. [1]
	There are four types of virtualization of a data center: 
1. Server Virtualization
2. Big Data Virtualization
3. Virtualization in the Data Center
4. Virtual Data Center
1. [bookmark: _Toc71032709]Server Virtualization
This approach of virtualization hides the actual hardware behind a virtual machine, which is usually hosted in the cloud. This hides the power, processors, and operating systems on the server. A hypervisor is used to integrate operations and instructions with the central processing unit in server virtualization (CPU). A virtual server can run locally or remotely in a virtual data center. [1]

2. [bookmark: _Toc71032710]Big Data Virtualization
Big Data virtualization is a methodology that creates a virtual environment for big data applications. It creates synthetic assets from logical data properties. This abstraction layer facilitates data access, usually speeds up data access, and simplifies data management. [1]

3. [bookmark: _Toc71032711]Virtualization in the Data Center
As the name implies, this system abstracts all physical components of a data center and replaces them with simulated ones. It could be possible to do away with the need for physical storage space for hardware. [1]

4. [bookmark: _Toc71032712]Virtual Data Center
Rather than a series of physical properties, this definition refers to a pool of cloud-based servers and systems that act as a single virtualized data center. [1]


[bookmark: _Toc71032713]Hypervisors
[bookmark: _Toc71032714]		What are hypervisors?
Virtualization is made possible by a piece of software known as a hypervisor. It hides the real hardware from guest computers and the operating systems they operate. Hypervisors provide a virtualization layer that separates the virtual machines you create from the CPU/processors, RAM, and other physical resources. 
A host computer is the one on which a hypervisor is mounted, as opposed to guest virtual machines that run on top of it. Hypervisors enable guest machines to access available resources by simulating them. Whatever operating system you use to start a virtual machine, it may believe it has access to physical hardware. 
There is no distinction between the real and virtualized environments from the perspective of a computer machine. The hypervisor does not inform guest machines that they are in a virtual world. [2]
Based on their working system, the Hypervisors are divided into two categories: 
Type 1 Hypervisor – Bare Metal Hypervisor
Type 2 Hypervisor – Hosted Hypervisor

[bookmark: _Toc71032715]		Type 1 Hypervisor
The “bare-metal” hypervisor is what the Type 1 hypervisor is called. This indicates that it runs directly on the host machine's physical hardware, without the need to install an underlying Operating System first. Since Type 1 hypervisors have direct access to the underlying hardware, they are more secure. This Hypervisor is thought to be the greatest in terms of performance and efficiency for enterprise computing. [3]
A few examples of Type 1 hypervisors are Citrix/Xen Server, VMware ESXi and Microsoft Hyper-V.
These hypervisors are known to be very stable, despite being powerful and high performing. This is due to the fact that operating system bugs and weaknesses are often missing from Type 1 bare metal hypervisors. The underlying operating system has been removed.


[bookmark: _Toc71032716]Hardware Support: Type 1
	When it comes to hardware support, Type 1 hypervisors depend on hardware acceleration software and are unable to run without it. Hardware acceleration technologies essentially assist the Hypervisor in performing the intensive tasks needed to control the computer's virtual resources. Excluding these technologies, the hypervisor will be forced to perform all of the intensive virtualization operations on its own. This would result in a decrease in virtualization efficiency as well as a limitation on the amount of guest VMs that could be hosted on a single device.
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[bookmark: _Toc71032717]		Type 2 Hypervisor
Type 2 hypervisors are normally installed on an existing Operating System and is the key distinction between Type 1 and Type 2 hypervisors. Since it depends on the host machine's OS for such operations like handling CPU calls, network resources, memory, and storage, it is referred to as a hosted hypervisor. Type 2 hypervisors will now accommodate a wider variety of hardware.
Examples of type 2 Hypervisors include Microsoft Virtual PC, Oracle Virtual Box, VMware Workstation, Oracle Solaris Zones, VMware Fusion, Oracle VM Server for x86 and more. [3]

[bookmark: _Toc71032718]Hardware Support: Type 2
Type 2 Hypervisors usually use hardware acceleration technologies if the features are available. If the support is not usable on the physical host device, they usually resort to device emulation. [3]
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[bookmark: _Toc71032719]		Type 1 and Type 2 Hypervisors
The majority of hypervisors in use today are Type 1 hypervisors. However, Type 2 is still preferred in a few IT environments. Because of their low overhead, Type 1 hypervisors are most often used in manufacturing. A Type 2 hypervisor, on the other hand, is an excellent option for home laboratories and other research environments due to its low cost and ease of installation.
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[bookmark: _Toc71032720]Virtualization: Design, Scalability and Limitations
[bookmark: _Toc71032721]	Design
	When creating the architecture for a virtualization infrastructure, there are many details to consider: 
1. Physical Equipment
· Computing servers
· Storage networks and storage devices
· IP Networks
· Management Servers
2. Networking
· Production network
· DR/Backup network
· Storage network	
3. Backups
· Host system
· Storage system
4. Virtual Environment
· Hosts
· Clusters
· Resource pools
· Network
· Virtual machines	
5. Licensing
· Windows licenses
· VMWare licenses
· Backup licenses

[bookmark: _Toc71032722]Scalability
	The capacity of a device to maximize workload by using available hardware resources is referred to as scalability. A scalable solution allows for predictable, long-term expansion, whereas an elastic solution deals with more rapid, transient changes in demand. 
Virtualization makes it easier to build a scalable cloud infrastructure. Virtual Machines (VMs) are extremely scalable and can be quickly scaled up or down, unlike real machines, which have relatively fixed resources and performance. They can be migrated to a separate server or hosted on several servers at the same time, and workloads and programs can be moved to larger virtual machines if required. [5]

[bookmark: _Toc71032723]	Limitations
Not every program or server can function properly in a virtualized environment. As a result, a hybrid system might be required for a person or company to operate properly. While this saves time and resources in the long term, there is still a degree of confusion when completely integrating this sort of framework because not every provider supports virtualization, and some which avoid supporting it after initially beginning it. [6]
[bookmark: _Toc71032724]Security and sustainability
[bookmark: _Toc71032725]	Security
Cloud security is impossible to manage without securing the virtualization environment. While various virtualization methods exist, bare metal virtualization is widely used for server virtualization in wide computing environments such as Cloud. General standards for virtualization protection and various current security systems that provide security to the virtualization system have also been addressed in order to provide security to the virtualization process. As a result, a formal analysis is used to offer a comprehensive view of virtualization protection in the Cloud, in which security criteria, attacks, and solutions are all related. [7]
[bookmark: _Toc71032726]	Sustainability
	As cloud storage and digital transformation power the world's rising thirst for computing capability, sustainability is now a top-of-mind topic in data center development and management. Operators of hyperscale data centers have adopted the goal of efficient operations and have made substantial contributions while substantially reducing their own resource consumption. Google's data centers, for example, now support seven times more computing power than they did five years earlier by using no more energy. [8]
[bookmark: _Toc71032727]Storage Area Network (SAN)
	A storage area network (SAN) is made up of interconnected hosts, switches, and storage modules. A variety of protocols may be used to bind the modules. Fibre Channel was the first and most common transport protocol. Fibre Channel over Ethernet (FCoE) is another choice, since it allows enterprises to transfer Fibre Channel traffic over current high-speed Ethernet, bringing storage and IP protocols together on a common infrastructure. Other alternatives include iSCSI, which is widely used in small and midsize businesses, and InfiniBand, which is commonly used in high-performance computing settings. [9]



[bookmark: _Toc71032728]	What is it used for? 
Simply stated, a SAN is a network of disks that is accessed by a network of servers. There are several popular uses for SANs in enterprise computing. A SAN is typically employed to consolidate storage. An interruption of one network direction will typically be resolved by allowing an alternate path across the SAN fabric, which is basically a network web with interconnected computers and storage devices. As a result, even if a single cable or system fails, storage remains open to enterprise workloads. Furthermore, the ability to treat data as a shared resource will boost storage efficiency by removing "forgotten" disks from underutilized servers. A SAN, on the other hand, has a centralized location for all storage and allows administrators to pool and control all storage devices at the same time. [10]

[bookmark: _Toc71032729]Amazon Web Services
[bookmark: _Toc71032730]	What is Amazon Web Services (AWS)?
Amazon Web Services (AWS) is an Amazon cloud service that offers services in the form of building blocks that can be used to generate and install any type of cloud application. These utilities or building blocks are structured to interact with one another, resulting in complex and flexible applications. [11]
[bookmark: _Toc71032731]Scalable and Acceptable
Since the cost of AWS varies depending on the amount of data a consumer uses, start-ups and small companies may see the apparent advantages of using Amazon for their computing needs. In reality, AWS is ideal for starting a company from the ground up because it offers all of the resources needed to get started with the cloud. Amazon offers low-cost conversion options for existing businesses, allowing the existing infrastructure to be easily transferred to AWS. 
AWS offers tools to help in growth as an organization expands, and since the corporate model allows for balanced use, consumers will never have to worry about whether or not they need to rethink their computing use.
[bookmark: _Toc71032732]	Security and Reliability
Amazon Web Services is arguably much more reliable than an organization running its own website or storing data on its own servers. AWS currently operates hundreds of data centers around the world, many of which are closely supervised and managed. The diversification of data centers means that a crisis in one part of the world does not result in global data loss. [12]
It is not a good idea to store data in a readily visible place where hundreds of people might potentially gain access. AWS has attempted to keep the data centers as discreet as possible, placing them in out-of-the-way areas and restricting access to only those that need it. The data centers and all of the data they store are secure, and thanks to Amazon's expertise in cloud computing, outages and possible threats can be instantly detected and resolved, 24 hours a day. A small business whose computing is done by a single IT expert operating out of a big office cannot say the same. [12]
[bookmark: _Toc71032733]AWS vs traditional Data Centers
	Choosing AWS over data centers is an example of a competitive shift that most companies are pursuing to achieve significant market value. Building and running your own data center is unquestionably more expensive and time-consuming than using a cloud solution. However, the true benefit of using AWS is not in the immediate cost savings on hardware. [13]
[bookmark: _Toc71032734]	Lower TCO (Total Cost of Ownership)
Adopting cloud computing entails more than just moving the software to the cloud. Organizational operations must be refactored, and main capabilities must be leveraged appropriately. The service provider is responsible for the majority of the computational resources in a cloud setting, such as servers, storage, databases, and so on. In contrast to running data centers on their own premises, users do not have to think about server upkeep, administration, or threats related to resource availability and security.
AWS services are available in the cloud 24 hours a day, seven days a week, and their cloud data infrastructure has potentially limitless capability. As a result, consumers will get what they need when they need it. As a result, the expense of conducting research and developing applications is greatly reduced. [13]
[bookmark: _Toc71032735]Variety of Cost Optimization Techniques
Users will consume resources according to their needs under the pay-as-you-go model without overprovisioning, which is an advantage of AWS cost effectiveness. They can also save costs by offering a variety of service offerings without sacrificing efficiency or results. For high-volume ventures, AWS offers a range of reduced storage and bulk data transfer pricing solutions. [13]
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[bookmark: _Toc71032736]Conclusion
Most businesses are migrating from conventional data centers to AWS in order to achieve efficiencies and improve their competitiveness. AWS is an acronym for Amazon Web Services. Among the other economic gains, cost efficiency is a crucial aspect that affects certain businesses. AWS has been able to deliver highly cost-effective alternatives for a range of consumer demands thanks to lower TCO, competitive pricing choices, and cost-optimization solutions. [13]

To sum up everything that has been stated so far, choosing Amazon Web Services (AWS) would be a better choice for the virtualization of the central IT operation and the virtualized Data Centre of servers and services.




















[bookmark: _Toc71032737]Scenario 2:
[bookmark: _Toc71032738]Data Center Security
As an organization entrusts the IT systems and networks to a data center, it expects the most up-to-date physical security requirements to be applied. Some of these characteristics are simple to assess. Things are a bit more complex and, in some situations, less apparent as you get within the outer perimeter.[15]
[bookmark: _Toc71032739]	What is Data Center Security?
The procedures and planning that keep a data center safe from risks, assaults, and unauthorized access are referred to as data center protection. This includes preserving and informing consumers about safe security practices through awareness programs.[16]
[bookmark: _Toc71032740]	Why Data Center Security is important?
Since a data center houses information, software, and resources that businesses rely on every day, businesses must ensure that the data center is protected with adequate security measures. A data breach may occur when confidential business information, or even worse, consumer information, is leaked or stolen due to a lack of successful data center protection. A data loss can be very expensive, both financially and in terms of a company's image. Any companies cannot fully recover from a data breach. [16]
[bookmark: _Toc71032741]	How to secure a data center?
	Data centers are always planned with best practices for protection in mind from the outset. Every aspect of a data center's physical security should be applied while keeping other factors in mind. To secure data centres, procedures and regulations for typical and unusual contingencies must be in place.[15]

[bookmark: _Toc71032742]	Best practices to protect your Data Center
1. Implementing Data Center Physical Security Measures
2. Virtual Security
3. Network Security infrastructure
4. Keeping the server and system up to date
5. Have Redundant Data Backups and Infrastructure in place
6. Use Data Center Network Segmentation

1. [bookmark: _Toc71032743]Implementing Data Center Physical Security Measures
First of all, location is one of the most important reasons in implementing a good security practice. If you are building your own data center rather than using a cloud or colocation data center, it is important to map out the physical space of your data center ahead of time. This involves determining if the data center should be located in a remote environment or in a more populated area.
If you are trying to develop in a more developed city, you can cover the data center in plain sight by making it look like it is part of the neighbourhood. [17]
2. [bookmark: _Toc71032744]Virtual Security
Data center servers, networks, and storage can be abstracted using virtualization technologies. This abstraction enables IT managers to monitor data center facilities from a single location. Using software or cloud solutions to organize and run the data center gives it more freedom, but it also makes it more vulnerable to cyber-attacks.[16]
3. [bookmark: _Toc71032745]Network Security Infrastructure
Setting up a secure security fence or firewall between external traffic and the internal network will shield the data center from malicious inbound network traffic. IT administrators will also improve the protection of a data center's network infrastructure by partitioning it into segments and isolating each segment from the others. A vulnerability failure in one section of a segmented network architecture does not inherently endanger the whole network. [16]
4. [bookmark: _Toc71032746]Keeping the server and system up to date
As companies issue patches, it is to fix any security flaws that they have found in their devices. It is the equivalent of patching a hole in your roof to keep rain from pouring in. It is their way of addressing the flaw until it is exploited and causes problems.[17]
	“Make sure your servers remain patched and on the latest software releases. This is the easiest way to protect yourself from known vulnerabilities. Don’t get breached because of something that’s already had a fix.” – Jayant Shukla
5. [bookmark: _Toc71032747]Redundant Infrastructure and Data Backups
Data center security and data protection are inextricably linked. For an efficiently stored and secured data, it must be strongly encoded during transmission, constantly tracked, and periodically backed up.
There is other two things that are essential in terms of keeping the infrastructure operational, and also protecting it: 
1. Keeping the equipment cool – The data center is made up of a combination of hardware and software that produces a lot of heat. Keeping backup cooling devices in operation in the event that the main system fails.
2. Protecting the power supply - Outages may occur for a number of causes, ranging from human error to weather-related problems. Whatever the reason, you must have contingency power systems in place that will kick in should things go wrong in order to keep the machines and servers operational. [17]
6. [bookmark: _Toc71032748]Data Center Network Segmentation
Network segmentation is a technique for separating the data network into distinct components depending on endpoint identification. Through splitting the network and isolating each segment separately, you add more obstacles for hackers to overcome and keep them from running freely across the network. [17]
[bookmark: _Toc71032749]Storage Area Network
[bookmark: _Toc71032750]	Storage Area Network (SAN) data corruption
In order to prevent storage-area network (SAN) corruption, both hosts must be aware of all data updates. This arbitration takes place at the program layer and has nothing to do with the SAN hardware. A disk array's job is to allow hosts to access logical devices through LUN masking. Only once this is done, the array's job is done. When the operating system boots up, it performs a discovery loop and assumes that if the shared LUN is open, it has exclusive access to the LUN. [18]
The intelligent layer that allows multiple hosts to access the same data set without corruption is the program that Web servers run. If the data collection is read-only, multiple hosts can use it at the same time, and no one can modify the data while it is accessible on multiple hosts. If the data set is read/write, the access control is different, and there are additional ways for ensuring data consistency:
· Locking records after access - This ensures that only the first host has access to the results. Timeouts can help alleviate these problems to some degree, but an overt lock is not the best solution.
· Using timestamps on the record - Any host can view any archive, but they must save the record's timestamp while doing so. If a host needs to refresh a log, it must read the date again and match it.
· When an entry attempt has been made, an alert is raised - This indicates that the record is currently being revised and that read-only access is permitted.[18]
[bookmark: _Toc71032751]Disaster Recovery
	Disaster recovery (DR) is a form of security preparation that helps to shield a company from the consequences of major disasters. Following a disruption, having a catastrophe response plan in place allows an enterprise to retain or immediately restore mission-critical operations.
	A disruptive incident can be something that throws a company's activities in jeopardy, from a cyberattack to power outages and infrastructure failures to natural disasters. The aim of disaster recovery is for a company to function as normally as possible. The disaster recovery process involves preparation and testing, as well as the possibility of restoring activities from a separate physical backup location. Another component of a disaster management policy is an emergency coordination plan, which allows an agency to communicate with employees and related emergency response teams to keep them informed. [19]
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