
Module Code ACCA5034
Title Data Security and Compliance
Date 09/09/20
Level 5
Credits 20
Pre-Requisites None

AIM(S)

 To  provide  students  with  the  basic  concepts  and  understanding  about  threats  and
vulnerabilities present in systems. They must  learn how to use the information assets
securely to support the goals and objectives of organisations through information security
governance, risk management and regulatory compliance.

LEARNING OUTCOMES

Upon the successful completion of this module, the student should be able to:

 Understand  the  key  issues  associated  with  inspection,  protection,  detection  of  and
reaction to threats to information assets.

 Provide an overview of the field of information security assurance, governance, policies,
risk management and regulatory compliance.

INDICATIVE CONTENT

 Introduction to Information Security
 The Need for Security
 Legal, Ethical, and Professional Issues in Information Security
 Planning for Security
 Risk Management
 Regulatory Acts
 Security Governance Concepts, Principles, and Policies
 How does security governance interact with risk management?
 Security Technology: Access Controls, Firewalls, and VPNs 
 Security Technology: Intrusion Detection and Prevention Systems and Other Security 

Tools
 Cryptography
 Physical Security
 Implementing Information Security
 Security and Personnel
 Information Security Maintenance 



Study Time Allocation

The study time for the module is divided as follows:

Activity type Hours Percentage
Scheduled learning 48 24%
Independent learning 152 76%
Placement learning 0 0%
TOTAL 200 100%

ASSESSMENT

Assessment Component 1
(Tick one)
☐ Written exam ☒ Coursework ☐ Practical

Mode of assessment Volume Weighting
Portfolio 5,000 words equivalent 100%

Assessment Summary
Activity type Percentage
Written exam
Coursework 100%
Practical
TOTAL 100%

INDICATIVE READING LIST

Module Code ACCA5034
Module Title Data Security and Compliance
Classification Reading List entry Electronic*
Essential Whitman, M.E and Mattord, H.J. 2018. 

Principles of Information Security, 6th Edition
☐

Essential Ladley, J. (2012), Data Governance: How to 
Design, Deploy and Sustain an Effective Data 
Governance Program, Morgan Kaufmann, MA, 
USA.

☒

Essential Plotkin, D. (2013), Data Stewardship: An 
Actionable Guide to Effective Data Management
and Data Governance, Morgan Kaufmann, MA, 
USA.

☒

Further Gregory, P.H. (2015).CISSP Guide to Security 
Essentials, 2nd Edition ISBN-10: 130584601X 
ISBN-13: 9781305846012

☒

Further Quinn, M. J. (2015), Ethics for the Information 
Age: International Edition, Pearson: NY, 2015

☒

Further IEEE/ACM Transactions on Networking ☒
Further IEEE Network Magazine ☒
Further Science Direct ☒



Further Scopus ☒

Further ACM Transactions on Database Systems ☒

Further ACM Transactions on Information Systems ☒

Further CISCO Academy Website, cisco.netacad.net 
(password access only)

☒


