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Case
 Study 1:
VLAN Security
Instructions

Implement the International Exports network shown in the topology diagram using the information and instructions in the scenario. Implement the design on the lab set of routers and switches. Verify that all configurations are operational and functioning according to the guidelines.
Topology Diagram
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Scenario

International Exports requires their network to be divided into VLANs for security purposes. Agents and Clerical workers need access to the Internet via the ISP, whereas the Management VLAN is solely used within the LAN for configuring and monitoring network devices
.
· Configure DLS1 as a VTP server, and ALS1 & 2 as VTP clients in the INEX.com domain. Set the VTP password to ‘cisco’.
· Configure EtherChannel between the switches as per the topology diagram.

· Create VLANs 10, 20 & 30, and name as required. Populate the VLANs with the appropriate port as per the diagram. 

· Move all unused ports to a blackhole VLAN, and ensure that they are disabled.

· Configure MSTP on all switches. Assign VLAN 10 & 20 Instance 1, and VLAN 30 to Instance 2. Configure spanning tree so that ALS1 is the root for Instance 1, and ALS2 is the root for Instance 2.
· Configure inter-vlan routing using EIGRP on DLS1. Configure EIGRP on R1, with a default route to ISP. Use static routes to provide access from ISP.

· Configure management IP addresses for all network switches in VLAN 10, and configure them for Telnet access
.

· Configure DLS1 as a DHCP server to provide IP addresses and default gateways to users on VLAN 20 & 30. The address of PC1 is to be statically assigned.

· Configure ALS2 for DHCP snooping.

· Configure PC1 as a radius server with suitable user accounts, and implement 802.1x  authentication to allow only authorized users to access the switch ports via PC2 & PC3
.
· Restrict access to all devices, allowing only PC1 to login via telnet.

�


�The topology shows 192.168.12.1 is assigned to DLS1 Fa0/5. InterVLAN rouing is done in DLS1 so I guess it is not a Trunk port?


Is 192.168.12.1 configured on VLAN1? 


�VLAN 10 is management VLAN and I assigned 172.16.10.1 to DLS1


172.16.10.2 to ALS1


172.16.10.3 to ALS2. Is this right?


�Wasn’t sure about this. I found how to configure a Switch to be a AAA server but not a PC.
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