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Question 1
a. The Spanning Tree Protocol is used to protect from loops (broadcast storms) by blocking paths. So that for example when looking at the diagram below, information directly between R1 and R3 is blocked and will only open if R3 to R2 fails. This system allows for redundancy without causing issues when sending out broadcasts as they would each send each other the same information that they had just received – sending/receiving the same information around and around to create a broadcast storm.
R1					R2

		R3

The routers send information out when first connected and tell each other that they are the root bridge (using BPDU messages). Once they have calculated which is the root bridge by a process of election (lowest bridge ID) the other routes become either designated, alternate or backup ports. 

b. Static routing is when a route is manually configured on each router interface. You can choose either the next hop address or the exit interface as shown below. If it is a large network this can cause problems as there are obviously a lot of places to configure. They are therefore usually used for small networks or to connect to a particular network or for a gateway of last resort in stub networks.

Configured here or here
		
			Stub network

A floating static route is where the administrative distance is higher than the highest route in the routing table – this means that it will only be used as a last resort should the other routes become unavailable. 

higher administrative distance





Static null routes are those routes are used, for example, if the IP addresses available (usually after summarization) are not in use then a null route is used so that the router does not keep looking for a place to send it (routing loops)- the packets are dropped on arrival at the null interface.


Question 2

a. Route Summarization in EIGRP

Summarization is used in EIGRP in order to reduce the size of the routing table and is often used in large networks due to the number of routes and routing updates. They are summarized to the classful state. 

It is possible to do manual (not recommended as it is difficult to maintain, particularly in large networks) or automatic summarization.

A summarized route is created on an interface on any router within the EIGRP area.


b. Common OSPF Optimisation techniques

Using areas to delimit networks is used as an optimisation technique as there are fewer networks to keep updated.

Route summarization on the area boundaries which reduces the amount of LSAs sent out which means that flooding doesn’t occur. It also reduces the size of the database and routing table. As OSPF keeps the entire topology in the topology table, summarization means that it is much more manageable.  

Stub areas also assist with LSA flooding.

c. OSPF LSAs – not quite sure which one was required so I put both in …

The LSA packets are:

· Hello – discover neighbours
· DBD – database description
· LSR – link state request
· LSU – link state update
· LSA – link state acknowledge

The states are:

· Down
· Init
· 2-way
· Exchange start
· Exchange
· Loading
· Full 

d. Authentication, Authorization and Accounting Framework

This framework is for network security and controls how users access computer resources, and audits how they use the computer. It also enforces policies.

· Authentication is when the origin of the data can be established as correct.
· Authorization is when the user is allowed to access the computer resources (can be restricted using policies).
· Accounting is auditing how the computer resources are used.

Question 3

Planning/Design

The layout on packet tracer shows a simplified enterprise network and is explained below.

The design illustrates an optimised modular architecture that is more manageable, flexible and resilient than traditional hierarchical models. It has a higher aggregated uplink bandwidth capacity and is scalable.

This model uses Stackwise (which is where two or more switches are logically bound to act as one logical switch – redundancy) and Virtual Switching Systems (VSS – a Cisco proprietary clustering technology) both ensuring high availability.

The use of Etherchannels ensures that all uplinks are used, increasing effective bandwidth to end point users. It also gives faster convergence times as all links are in the forwarding state and as it is a logical channel there is no blocking. RTSP would be used as a failsafe although the use of Etherchannels eliminates the need for it to be relied upon.

The default gateway is on a single logical interface (usually using HSRP – although VSS eliminates the need for next hop routing protocols to be used).

VLANs would logically connect different departments thus improving flexibility, performance and assisting with network security. Stackwise and VSS ensure that VLANs can span multiple access switches. Login and passwords would also be required for users to gain access.

Firewalls and DMZs would provide network security. Access Control Lists would permit or deny traffic adding to network security. 

Remote access would be secured with the use of VPN/tunnelling. This protocol allows data to be sent/received via a secure, AES encrypted connection on a public shared network. 

Penetration testing would be used to test whether the networks were capable of being breached by threat actors.

Project Management
 
Two large areas of project management are the time and budget constraints. The choice of devices can only be made once the allocated budget is clear, although the topology outlines an ideal layout.

Time constraints are another matter as there are many elements that need to be considered in a risk assessment – some of them are:

· Equipment delivery and installation.
· Electrical/cabling delivery and installation.
· Configuration of protocols and security policies.
· Troubleshooting.

A Gannt Chart can be used to assist with this as its waterfall system illustrates what must be in place before the next element can be installed.  It also shows who is responsible for which aspect of the project and what timeline is in place for it to be implemented. 

