Week 9 Workshop
Practical Exercise:

E-mail Forensics with Systool/ FTK

Tools:
FTK 8.0
Systool PST Viewer: https://www.systoolsgroup.com/pst-viewer.html 
Digital Corpora forensics images: http://digitalcorpora.org/

Steps:

While we are able to view emails and their details using tools such as Autopsy, specialized tools which specifically target emails can provide further information. One of the most common formats that emails will be stored in are Outlook PST files (essentially a container which holds all of the emails stored on an Outlook client), and the application SysTools Outlook PST Viewer allows us to view all the details of the emails stored within a PST file. 

The application itself provides a free personal trial version which you can use, and will allow us to view the information we wish to view. The download can be found in the tools section above, and the installation is quick and simple. Upon  opening, you should see an interface like the following: 
[image: Graphical user interface, application

Description automatically generated]
We now need to import a PST file. To obtain one, we can export one from one of our forensic scenarios we have processed previously in Autopsy. Here is an example:
[image: Graphical user interface, application

Description automatically generated]

Now, we just need to open this in SysTools, setting the path to where we extracted the PST file to previously:
[image: Graphical user interface, text, application, email

Description automatically generated]

After this has processed an opened, you will now be able to view the PST file as though you had imported it into Outlook, except you will have additional items you can view. Here is a view of the inbox:
[image: Graphical user interface, application

Description automatically generated]
Many options are available to view for the messages, including its message properties which can provide advanced details:
[image: Graphical user interface, text, application

Description automatically generated]
And highly important, you can view the message header which as mentioned in the lecture provides highly important information which can provide proof of cases such as spoofing. The message header will provide information such as the following:
[image: Graphical user interface, text, application

Description automatically generated]
To test this information, try to extract the PST file from the Jean case yourself from Autopsy and then load this into SysTools. Then find the specific email sent from Jean to the spoofed address of Alison. 
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